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Investigating Key Security Factors in Smart Factory:
Focusing on Priority Analysis Using AHP Method
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Abstract

With the advent of 4th industrial revolution, the manufacturing industry is converging with ICT and
changing into the era of smart manufacturing. In the smart factory, all machines and facilities are con-
nected based on ICT, and thus security should be further strengthened as it is exposed to complex se-
curity threats that were not previously recognized. To reduce the risk of security incidents and success-
fully implement smart factories, it is necessary to identify key security factors to be applied, taking
into account the characteristics of the industrial environment of smart factories utilizing ICT.

In this study, we propose a ’hierarchical classification model of security factors in smart factory’
that includes terminal, network, platform/service categories and analyze the importance of security fac-
tors to be applied when developing smart factories. We conducted an assessment of importance of se-
curity factors to the groups of smart factories and security experts. In this study, the relative im-
portance of security factors of smart factory was derived by using AHP technique, and the priority
among the security factors is presented. Based on the results of this research, it contributes to building
the smart factory more securely and establishing information security required in the era of smart

manufacturing.

Keywords: Smart Factory, Smart Manufacturing, IoT, Information Security, Analytic Hierarchy Process
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