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A Case Study on the Protection of Accounts and Assets on
Cryptocurrency Exchanges: Focusing on the Processes
of Related Institutions

Yoonjoo Lee” - Dongwon Lee ™ - Ingoo Han

Abstract

With the growth of blockchain and cryptocurrency-related markets, cryptocurrency exchanges are
growing as a new industry. However, as the legal and regulatory definitions of cryptocurrencies are
still in progress, unlike existing industrial groups, they are not under the supervision of regulatory
agencies. As a result, users (i.e., cryptocurrency investors) have suffered two types of damage that
could occur from hacking and other accidents on the exchanges. One type of the damage is the loss
of assets caused by the extortion of personal information or account and the other is the damage from
users who might be involved in external frauds. Both are analyzed in comparison with existing oper-
ators whose functions are like the exchanges. The results of this study show that membership (KYC:
Know Your Client), log-in, and additional authentication in transactions are on the similar level to
those of the operators while the fraud detection system (FDS) and anti-money laundering (AML) of

fiat currencies and cryptocurrencies need rapid improvement.

Keywords: Cryptocurrency, Blockchain, Anti-money Laundering, Fraud Detection System, Security,
Investor Protection
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