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Optimization of Information Security Investment Portfolios
based on Data Breach Statistics: A Genetic Algorithm Approach
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Abstract

Information security is an essential element not only to ensure the operation of the company and
trust with customers but also to mitigate uncertain damage by preventing information data breach.
Therefore, It is important to select appropriate information security countermeasures and determine the
appropriate level of investment.

This study presents a decision support model for the appropriate investment amount for each coun-
termeasure as well as an optimal portfolio of information countermeasures within a limited budget. We
analyze statistics on the types of information security breach by industry and derive an optimal portfo-
lio of information security countermeasures by using genetic algorithms.

The results of this study suggest guidelines for investing in information security countermeasures in

various industries and help to support objective information security investment decisions.

Keywords: Information Security Investment, Genetic Algorithm, Optimization of Investment,
Statistics of Vulnerabilities
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