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3.1 GAN 7|82 0|3 2u{ =8

3.1.1 (Vanilla) GAN
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Divergence(KLD)E #4385l A2 YA sho}
(%1 (3)). KLDE ]2l X5 7|Fo2 A}
TEE AT o 2T 5 e AR JERY]
zto] & Alxtshe #HAgolth S KLDE Jensen
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3 AA 9 §A3 9% HolEE A 36‘}04 Ao
719] 8k ASo] Bt Hold Aoz 7l

By £ 17} 2] E dolgol thsir e A

21d 7] 2] DNN(Hinton et al., 2006)2}
CNN(Wang et al., 2014)S 483} A5HQ o
A8y 71 vg) E& BF A%< 71K FDS
28-S spdstaat .

Real Normal Oversampling Real Normal
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Real Fraud Real Fraud

__________________

Normal?
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Deep Learning Classifier

(328 5) M2t FDS 2d &

Original Set
Normal
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70% l 30% J'
Train Test
70% l 30% l
Train alidation Test
Oversampling by GAN

(a2 6) Holef ME =2

V. A3
4.1 HO|E ME % AlY &

4.1.1 HIo|e| ME 7Y

2 AgoMe AAHeRE #9353 tolE Al
1<:d¢ 737 t3]Q] Kaggleol A #|&-3l= Al-647}
E AL8-7)=(Dal Pozzolo et al., 2015) H|°o]E AE
£ ojgall 49L AU AT HolHE
20139 9€el| ©]E7L 7|EH 28It AME WY
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4.1.2 Ay=4

2 Aolre] 432 LG CNSe #aled/d
#'J(MLDL) Z2E<] Data Analytics & Al Platform
(°]3} DAP MLDL)*IA] Z13)3}%it}. DAP MLDL->
Kubernetes & Docker Container 7]&S ©]-8-3}¢]
FHoA QH3HE 842 (CPU/GPU/Memory) =
o AW Bile) Blang Ay FY
FASAE S AFste HolH &4 ZHEolth
CPU= E5-2620 v4(2.10GHz 8Core)x2P, W 28] =
32GB DDR4 RAM, ©Y2~=3E 12TB SSBx2ea
(RAIDI), OSE Ubuntu 16045 LTS #45}to]
AH4-8+91 3, DAP MLDLW S A Python 2.7 Jupyter
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4.2 GAN 2HMEY

4.2.1 Ho|le| ME £2| ¥ FxX{z|

GAN S HAIEH 7S 2831710 ShA] 28%F
9] HA| do|HE &<5(Train), A% (Validation),
H7Test) Ho|HZE E&sl= 4GS AFH g
& dlolEl= AA HolE 9 49%, HZ HolHe
21%, 7} HlolE &= 30%2] Hl&E WAt shsr
tlolg ¢} 5 dHolE= AA vloly 5 37} Hlo]
HE A3 YA 7:39] v L2 iE AHolth
2 A3}, 85 dlolEl & 147t A, AE dlolE ¢
65t A, B} dlolg] oF gyt Aoz AFS Y3}
AE o¥ AEY 7ML A3, B3k dlolEql F
&3tA] %1, g5 HiolH & oA Fefjo
I IR Rl G o e =

cGANZ} WCGANY] 7, &g Fef =0l ulgt
S oY dojEo] Frtste #FS AT

U, & el e ARAR vARE 277t 7he
T KB A EE ARSI

(E 1) HolEf ME & 2

(29 )
& As 37}
(Train) (Validation) (Test)
3747 139,319 59,701 85,291
o4 | A Al 235 109 152
A | 9% | 136,535 - -
S 276,089 59,810 85,443

4.2.2 ¥= Hlo|e MM

oF 145 9] £ HolH F ol AAYR BF
1 240719) Ho]HE 0|83 GAN 32 WA
%, xdolHE 44 33 ARk

o a4 T HE 9

NZA R e FA

N2 Sz olE7E ShrS A TSZ A4 1)
olEe] ¥ WF<1Y 8)F FARIAS 9l
gk 4 Qi) T3 s E o] A HolHE 4
At wdste g 3 T AN E4T Az
HolEle 9zetn BHaE &R = A7
&2 22 o] g3t Y= HolE AL 9t
2 49| Epoch#t#} 3% Epoch®) 712X 3
SFATH<IE 2>). o213 H & g o] 83t] Fd

Hlolele] Aol dAel Selse] vligo] 11l
A= fx o)A dHolHE 14t A 7 A

skt

(Z 2) /1= Hlojy 442 2t 218 Epoch

GAN &8 3|4 Epoch
GAN 2,400
cGAN 700
WGAN 4,000
WCGAN 3,100
0.10
5 0.09
2
2 008
5]
3 0.07
B 006
@ 0.05
é 0.04 -
003 - ‘ ‘ ‘
0 1000 2000 3000 4000 5000
training step

(3% 7) Epoch ¥ WCGAN EHzH &40
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epoch =0 epoch=0 epoch =0 epoch=0

] 8 ® . ® -

3 -2 -1 0 -3 2 -1 0 -3 2 - 0 -3 =2 -1 0
epoch =1000 epoch =1000 epoch = 1000 epoch =1000
2 2 2 2
oo ® %ege
1 i 1 . b 1 e/ 1
0
0 4 0 0 0
3 2 -1 0 e T 0 -3 2 -1 0 -3 2 -1 0
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2 o 2{ o . 2{ o 2
. LY 0
1 H 1 "o o2 1 s " o 1
. e
0 » 0 0 4, 0
-3 2 A 0 -3 2 A 0 -3 2 -1 0 -3 2 -1 0
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2 2 ) - 2
[ ]
\‘ 0%, .
1 1 1 1
‘“ .
0 0 0 0
.
3 -2 -1 0 -3 2 -1 0 -3 2 A 0 -3 2 -1 0
epoch = 4000 epoch =4000 epoch =4000 epoch =4000
2 2 24{ o 2
°
1 1 - 1 I 1
0 0 i 0 m 0

3 2 A 0 3 2 A 0 -3 2 - 0 - 2 -
epoch = 5000 epoch = 5000 epoch = 5000 epoch = 5000

-
‘\ ' o g '
“- N
L)
[)
- o . - - -1 [ -3 -2 -1 0

(a2 9) Epocholl 2 2= Ho|E V1-V2 AMEE

4.3 gald 28/7I 4.3.2 CNN =8
CNN2] 7% 918 d©]E}7} Convolution-Pooling
4.3.1 DNN 2§ #7445 31 533 &, Fully Connected LayerE 3
71242 Peyd 239 DNN 23S 843 W SHete] HFAHeg ERE AP  Sle
FDSER7= & 5709 29Fo =2 A3 TZ=2 AA3FH . Convolution-Pooling 7 ol A]
HF 29T o= Softmax 43} FE o] &5t 749 A7]= 28 TS, A = 128
ol E771¢] BElE A, 11 9o eHS — 64322 FAIEE 319k £ DNN
2 ReLU 35 ARS8t B3k o 22 W AR 2 343 A E 93l Dropout(H]& 0.2)
AJskarzt 2t 249504 9] Dropout HlE-5 0322 3 w2 GtstE F85AT Fully Connected
atal, v =] 7t 3k(Batch Normalization) S 43 3} Layer= 256 — 128 —> 64 0.2 24%9] {44 7}
T2 3t 23} EE AdmS AFREH, FE 42743193, Convolution-Pooling ZH4 7} 2
&5&-2 0.001, £=4 <+ Binary Cross Entropy o] 7} 2429] Dropout Bl &< 022 3hch w3k
£ 283t F 209 9] EpochS 500 Batch Size =939 243} I Softmax FFE AHES
2 =9 ggs IPSATH<I™ 10>). R, 1 99 T2 BT RelU F5 ARS3ISITH
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5
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Convolution3
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@)
O 8 Output layer
i
|
e
8 O 64
- 128

)

56

(& 11) CNN 7=

HA 3} gpoll= SFES 00012 4793} Binary

o] AEZA mAlHY 7|Hel dPEY ]*E(Random

Cross Entropy =285 283 AdamS- ©]-8-3 Forest, RF)2] A5 3 &2t G XY
Ath<2E 11>). 2EE 121714 HolHAE tigh 1771419 &
T AA 179709 7 1SS vk
V.2 3 S o, 7P =2 AeS BY 7] ol (Fernandez-
Delgado ef al., 2014), ¥ A3 A9 wo]x= B

5.1 &8 Zot ° 2 A
DNN, CNN, A ZH2E 5 QHAZHY S
B =70 A e GAN LHAET - Held a4 eF2 Sy ol A% At Al
7] 23] HlaE 913l DNN, CNNY} B & Zgo] g <o nXe adE 3t
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Abstract

Artificial Intelligence is establishing itself as a familiar tool from an intractable concept. In this
trend, financial sector is also looking to improve the problem of existing system which includes Fraud
Detection System (FDS). It is being difficult to detect sophisticated cyber financial fraud using original
rule-based FDS. This is because diversification of payment environment and increasing number of
electronic financial transactions has been emerged. In order to overcome present FDS, this paper sug-
gests 3 types of artificial intelligence models, Generative Adversarial Network (GAN), Deep Neural
Network (DNN), and Convolutional Neural Network (CNN).

GAN proves how data imbalance problem can be developed while DNN and CNN show how ab-
normal financial trading patterns can be precisely detected. In conclusion, among the experiments on
this paper, WGAN has the highest improvement effects on data imbalance problem. DNN model re-

flects more effects on fraud classification comparatively.

Keywords: Fraud Detection System, Deep Neural Net, Convolutional Neural Net, Generative
Adpversarial Network
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