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1. Connect & Authentication Request ‘
4. PUF Generation (Ry" ) ! 2 Random Number Generation (r)
5. Response Message Generation 3. RNEncryption through WBC
{Eror () (Weglr))
Ee(0)
6. M (Epor (1) == Wislr) {
Device Authentication Success;
7. new GRP Generation (G, R;) }
8 new WBC Generation (W) else {
9. Update initial Challenge Device Authentication Failure;
with new Challenge (C, = C.) Disconnect
i
Way
: 10. Update Initial WBC with new WBC
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|

Ry’ =PUF derived from initial Challenge C,

 Egg.(r) = Encrypted RN using a Secret Key Ry’

+  Cy=new Challenge calculated from (C, +r)

*  R;=PUF derived from new Challenge C,

*  Wg, = White Box Crypto. with a Secret Key R,

* Wgy = White Box Crypto. with a Secret Key Ry

* Wgy(r) = Encrypted RN through Wey
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1. Connect & Authentication Requast

'
4. PUF Generation (R,’ ) ———————————————& 2 Random Number Generation (r)
5. Response Message Generation 3. RNEncryption through WBC
(Egp- (M) (Waolr))
B}
6. I (Erye (1) == Weg(r) {
WG Device Authenticafion Success;
7. Server Message Decryption ———» Initial Challenge C, Encryption
(Dgg: (Wr(Col)) through WBC (Ws(Co)):
8. If (Dro WaelCo)) == Co) { }
Mutual Authentication Success; else {
new CRP Generation (C, R;): Device Authentication Failure;
new WBG Generation (Wig): Disconnect;
Update initial Challenge
with new Challenge; (C; > C,) We
} 9. New Challenge Generation (C,)
else { ~ 10. Update nitial Challenge & WBC
Mutual Authentication Failure; (Co, Wec) it new Chelinge &

) Disconnect; WEC(C, W)

* Ry’ =PUF derived from initial Challenge C,
*+ Eqp.(r) = Encrypted RN using a Secret Key Ry’
* Dy (Wro(Cy)) = Decrypted Server Message using a Secret Key Ry”
+ C=new Challenge calculated from (Gy +1)
R, = PUF derived from new Challenge C.
*  Wg, = White Box Crypto. with a Secret Key R,
Wgy = White Box Crypto. with a Secret Key R,
-+ Wiy(r) = Encrypted RN through Weg
*+ Wqy(Cy) = Encrypted initial Challenge Cothrough Wy
+ C,=new Challenge calculated from (G, + 1)
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