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Security Analysis of Partially Hidden Password Systems
Resistant to Shoulder Surfing Attacks

Jin-Taek Seong*

Abstract As more users use mobile devices, shoulder surfing attacks have emerged as an
important issue in security. According to research report, in fact, the result showed that about
30% of smartphone users are hit by shoulder surfing attacks. To this end, in this paper, we
consider a shoulder surfing attack and propose a partially hidden password system to resistant
to its attack. In order to help readers understand, we describe the proposed password system
in more detail using one simple example. The core idea behind the proposed system is to
place the user’'s password randomly in the specified grid instead of entering a password
directly. As a result, even if an attacker makes a shoulder surfing attack to observe the
password, the user can hide the preset password and defend against the attack. We also show
how the security of the password system proposed in this paper is improved. In addition, even
if there are consecutive shoulder surfing attacks, the security of the proposed password system
is robust.
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1. Introduction There have been some defensive efforts
lately, but there was no fundamental way to
combat shoulder surfing attacks [2], [7]. In [2],
the authors surveyed on an online, and showed
that about 30%

concerned which someone can see those while

Conventional smartphone unlocking

principles rely on user presets such as personal

identification numbers (PINs), passwords or .
of the participants were
these are

graphical pattern locks. So far,

practical and widely used [1], [2]. Despite the

mobile devices unlock and steal their
increased availability of biometric options such o .

authentication = processes. In  practice,
as fingerprint and face  recognition, o

participants were aware of that shoulder
conventional — approaches are wused as

] o ] ] surfing occurs one out of five times. In case of
alternative authentication ways when biometric ] ) ]
that shoulder surfing may takes place in private

likely
malicious insiders. Another way to defend

tools fail. However attackers do not use special )
spaces, the possible attackers are

equipment or techniques, so that shoulder

surfing attacks are particularly deadly and

irreversible for the conventional password
systems. As a result, much effort has been made
to protect existing password systems to defend

against these malicious attacks [3]-[5].

against the most shoulder surfing is to tilt or
rotate their screens so that the devices are not
visible to the attackers. Another research
showed that the use of this defense was carried

out in a subtle way when the observer
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recognized [7].

In addition, several variations of shoulder
surfing resistance for conventional authentication
methods have been proposed in [4], [8]. Most
alternatives require major changes to the latest
PIN input

communications. Recent promising ways do not

entry or the addition of new
require any changes to the PIN input entry but
utilize a pressure-sensitive capacitive touchscreen
(3], [5]. In this case, users put more high pressure
on a subset of PIN keypads as their passwords.
The result of this experiment showed that the
invisible pressure subpart prevents shoulder
surfing [5].

Shoulder surfing was a well-known attack on
password authentication, but it was limited to
defending it in the conventional way. If an
attacker is observing this while the user is
entering a password using a mobile device in a
public place, the attacker can be aware of the
password. An attacker can also intercept the
password by observing it or by remembering
the individual’s authentication process. Current
approaches to preventing shoulder surfing
generally reduce the system's usability and
In addition, are often

security tokens. And the

convenience. users
required to use
conventional approaches not only provide
direct feedbacks, but also interact with systems
that require additional steps to ensure that the
observers are not sure of the passwords the
users entered to steal their passwords.

In this paper we propose a partially hidden
password system to defend from a shoulder
surfing attack. And we discuss its security and
usability by obtaining two resistances, i.e.,
random guessing and shoulder surfing. A detail
introduction to our proposed password system

is provided in Section 3. The key idea behind

the proposed password system is to place the
user's password randomly in the specified
password grid instead of entering a password.
We can unlock the password system by placing
one digit of the correct password in each
column of the specified grid. As a result, even
if an attacker makes a shoulder surfing attack
to steal a password, the user can hide the
preset password and defend against the attack.
The reason for increase of the security in our
proposed system is that it displays user’s
password by including decoy digits like noise
on the screen. The contribution of this paper is
more sophisticated security analysis than the
paper [6]. In this paper, we obtain a more
accurate probability of guessing a password
when there are consecutive shoulder surfing
attacks.

This paper is organized as follows. First, we
provide a variety of authentication and
introduce related works for defenses against
shoulder surfing attacks in Section 2. And then,
in Section 3, we introduce our proposed
partially hidden password system and describe
a detail principle for the use of the password
system. In Section 4, we present its security
with respect to two resistances from random
guessing and shoulder surfing attacks. Finally,
we summarize and conclude our contributions

in Section 5.

2. Related Work

2.1 Authentication

As an approach for user authentication in a
mobile device, a text-based password method,
a graphical-based password, a combination of
both, and a way using a user’s fingerprint or

face have been studied. In this section, we will
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look into the research except for biometric

information that requires additional equipment.

2.1.1 Text-based Password

Text-based password authentication is a
method of entering a password using numbers
or a combination of numbers and letters.
Among the text-based authentication methods,
a PIN is a user authentication approach that is
used for various aims, such as a bank account,
a credit card password, or a smartphone unlock
number. The conventional password system
inputting simple 4-digit numbers is known to
be vulnerable to surfing or shooting attacks
because authentication is always performed
using the same input method, and a lot of
studies have been conducted to supplement it.

The binary system consists of binary 10 digits
using 1 or 0 in the same order as a normal PIN
password, with five backgrounds painted in
white and the rest in black [9].
authentication, the numbers in black and white

For each

are randomly determined. The user does not
press the number that needs to be entered at
the current step, but instead enters the
background color of the number by selecting
the black or white button below. To enter a
single PIN number, four color selection steps
are required. To enter a commonly used
four-digit PIN number, 16 black or white
buttons must be repeated.

The LIN system performs authentication by
randomly placing familiar symbols under 10
digits and matching PIN numbers to the
symbols [10]. That is, the user first remembers
the symbol under the first digit of the PIN
number as the session key and presses the
confirmation button. In steps 2 to 4, the second

to fourth digits of the PIN are entered

according to this session key. When entering,
press the Left or Right button appropriately to
move the session key to match the PIN number
of the step and press OK to enter.

ColorPIN defines a new PIN so that each
digit of the PIN consists of an ordered pair of
numbers from 1 to 9 and one of black, red and
white [11]. For example, if the PIN is equal to
1 (black), 2 (red), 3 (white) and 4 (black), the
user is given a randomly selected three letters
below the first one of his first PIN number. We
check the ‘Q" painted in black, our first PIN,
and enter it on the keypad. The letters on the
PIN pad are designed so that 9 different letters

appear below the three number pads.

2.1.2 Graphical-based Password

A graphical password system is a technique
for users to create and authenticate passwords
using images or graphics provided by its system
[12]. Graphical-based password schemes have
been developed rapidly to overcome the
shortcomings of text-based authentication and
to replace text-based passwords. Passfaces
proposed in [13] is a way of entering passwords
using the image of a person's face rather than
numbers or letters. In this way, a human face
for user authentication is stored in a database
and a password is set using four human faces
from among the stored human face images.

And in [14], the Draw-A-Secret system allows
the user to draw patterns on divided screens.
The order of the passing sections is stored
when the pattern is drawn, and the user
performs authentication by remembering and
reproducing the pattern drawn when creating
the password and the order in which section to
draw the pattern [14].
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2.1.3 Combination of Graphical and
Text-based Password

A hybrid system using a combination of
graphical-based and text-based passwords is
proposed called as Scalable Shoulder-surfing
Resistant Textual Graphical Password Authentication
System (S3PAS) in [15]. In this system, the user finds
the original path-characters shown in the login
screen and clicks inside the invisible triangle called
pass-triangles. In this S3PAS, each user has two
passwords: the original password and the session
password. The user selects the original password
when the account is created and the user enters a
different session password during every login
process. Therefore, the original password of the user

can be prevented from being exposed.

2.2 Shoulder Surfing Attack Resistance

Some ways to be resistant shoulder surfing
attacks have been proposed for knowledge-based
authentication systems. In [2], the authors widely
classified them into four categories: 1) indirect
input schemes, 2) additional layer of implicit
biometric schemes, 3) input obfuscation schemes,
and 4) nonobservable channel schemes. We
review a brief overview and canonical examples
for each scheme.

Indirect input schemes display problems on
one interface and require a response to
another interface in [4], [16]. The requirements
of additional interfaces or devices are inherent
limitations of these systems.

Considering the device user’s touch input
behavior during authentication, the authors
proposed a system that provides an additional
layer of defense. However, previous studies
have demonstrated that shoulder surfing attacks
can mimic touch input gestures.

An input obfuscation scheme converts secret

input interface to prevent shoulder surfing [7],
[17]-[20]. However, most proposed systems are
complex and less convenient to use [2]. For
example, in [8] SwiPIN converts the interface
by displaying PIN numbers in a red and yellow
layout. It also displays the PIN entry field as a
field of the same color. The user enters a
number in the input field using a swipe or tap
gesture that corresponds to the layout color of
the PIN number. After each number input, the
layout is randomized again. In [21], the authors
demonstrated that the increased complexity of
SwiPIN can be broken through computer-based
simulations after 6-11 observations by human
observers.

Systems for setting up unobservable channels
include an approach using pressure dimensions
[3], [6], [22] and tactile feedback [23]. The
former approach takes advantage of the
observation that smartphone touch screens can
distinguish different pressure levels. In [5], the
authors proposed a scheme for adding explicit
pressure to a subset of the digits entered by the
user. Introducing a binary state for pressure
increases the password space of 4-digit PINs.
The authors performed two experiments to
scheme was resilient to

show that their

shoulder surfing attacks.

3. Partially Hidden Password System

In this section, we propose a new partially
hidden password system that is robust to shoulder
surfing attacks. First, we define the proposed
model. And a simple example is used to help
clearly clarify our password system. For the

terminology described in this paper, see in [6].
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3.1. Description of Proposed Model

The key idea behind a partially hidden
password system to be resistant to shoulder
surfing attacks is to place the dummy digits on
the screen as shown in Figure 1. The user is
required to place its password on the given
Wx H grid instead of entering the password in
order to be authenticated. The user can rotate
or slide the digit array to see a different choice
of characters. This way allows attackers to not
observe a user’s password. In this section, we
define an authentication model for our partially
hidden password system as shown in Figurel.

Now we introduce the proposed password
system. Let 2(N,W,H) be a partially hidden
password system with an WX H grid as a user
screen to input a user's password. And let V be
the number of available digits in a grid in our
password system. Let W be the number of
columns in an WX H grid, i.e., it is the length
of the user's password. And, let H be the
number of rows in an WX H grid that is used
for a selection of candidate digits.

The steps for setting and unlocking a
password is as follows. First, to set a password,
we randomly generate permuted sequences

equivalent to the number of columns in the

,’/ 1 6 co e 5
3 2 . 4
A N P I :
‘ 9 0 . .. 7

Fig. 1. The proposed partially hidden system with
H rows and W columns on digit of user's
password is located on each column to be
authenticated, respectively.

grid in any order. We set arbitrary one
password of size W.

The following steps have to be observed to
unlock the password. Each digit of the
password we set is placed on arbitrary position
of each column in the defined grid. If W=1,
we can only unlock this password if we set it
on one row. This case is the same as setting
and unlocking passwords with numbers in the
past. However, this method can be decrypted as
soon as the password is compromised by a
malicious attacker. Considering W= 2, we can
safely protect the password system even if there
is a shoulder surfing attack. In other words,
even if all the digits on the screen are
observed, the set password is hidden on the
screen to be resistant to shoulder surfing
attacks. This is the reason for increasing the

security of the proposed password system.

3.2. One Example
Next,

proposed password system is shown in Figure 2.

a more detailed example of the

The proposed password system has W=3 and
H=3. Assume that the password is 3 6 7).
Three digits in each column of the grid are

randomly
duplicates. To unlock password (3 6 7), the first

generated  sequences  without
digit 3 should be located anywhere in the three
rows of the first column. The second digit 6
should be placed in the second column. In the
same way, the third digit 7 must be placed in
an arbitrary row in the last column. If any of (3
6 7) three digits are not in each corresponding
Wx H space, the

password cannot be solved easily.

column of the given



3 2
9 5 7

Fig. 2. An example of the proposed partially hidden
password system with £=3 and W=3 where the
password is (3 6 7) three digits.

We describe the relationship between the
H and shoulder surfing

resistance. Suppose an attacker observes a user

number of rows

entering a password. If the number of rows in
the given password grid is 1, i.e., H=1, the
attacker sees a single password sequence on
the screen so that a single shoulder surfing
attack can break a user's password. On the
other hand, if > 2, it is slightly difficult to
know the exact password even if the attacker
has a shoulder surfing attack. In the case of
H=2 and W=5, there are 32(=25) possible
passwords. Setting a larger H makes it more
difficult for an attacker to guess a user's
password. For example, an attacker knows the
entire authentication process, but only knows
one of 243
sequences for the proposed password system
with H=3 and W=5 .

that the wuser's password is

4. Theoretical Analysis of Security

In this section, we define the two matrices
such as Random Guessing Attack Resistance
(RGAR) and Shoulder Surfing Attack Resistance
(SSAR) for a model Q2(N, W,H) to be resistant to
shoulder surfing attacks. This section refers to
[6]. In this

section, we improve the SSAR because the

the security analysis presented in

paper [6] does not accurately analyze the

security of SSAR. We analyze its security with
respect to random guessing and should surfing
attacks. And then, we show that our proposed
model is superior and more secure compared

to other approaches

4.1 Security for Random Guessing Attack

A random guessing attack is an attack where
an attacker randomly guesses and enters a
password through guessing. For example,
suppose that the choice of the user’s password
is random, the larger the available password
space, the higher the safety. The password
defined by the

combinations for

space s number of
feasible passwords. The
number of combinations that a user or an
attacker can enter can be defined as the safety
of the random guessing attack. The security of
random guessing attacks and the security of
peeping attacks are inversely related. In other
words, if the password by using input method is
designed to be more secure against the peeping
attack, the success rate of the guessing attack is
higher. As a solution to this, a method of
increasing the size of the password space or
using an unobservable channel when an
attacker inputs a password is proposed.

For QN W,H) with an WXH grid as
defined in Section 3.1, let RGAR be defined as
the probability that random guessing attacks
break the proposed partially hidden password.
Now we consider and compute a RGAR. First,
we define the probability that the ith password
H/N, where

The reason is that for each

letter is on ith column is

ie{1,2,---, W}.
column, H elements are selected from N digits
that in the total number of letters in a grid.
Since each column is independent with each
other, the probability that random attacks
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(H/N)".

system

break AN, W,H)  becomes
Therefore, RGAR for the defined
(N, W,H) is obtained as follows [6],
H

_) : o)

RGAR(N, W, H))= N

4.2 Security for Shoulder Surfing Attack

Shoulder surfing attack cannot be successful
even if the user enters the same digits obtained
through observing because they cannot
distinguish between tapping a number or color
even if a user presses a button. In the case of
the general PIN system, when an attacker
observes the authentication process, the
probability  of

through the observation is 1. In other words,

successful  authentication
assuming that the user's password is (1 2 3 4),
since the information obtained by the attacker
requires the same digits to be input every time,
the probability of successful attack is 1 through
the obtained information. In the case of the
proposed partially hidden password system,
obtained through

since the information

peeping
information for each digit, even if four digits of

contains H possible events of
information are obtained, the probability of
success using the information for the next
authentication is 1/243 for H=3 and W=5.

Now we aim to find the resistance for
shoulder surfing attacks. To this end, we
assume that A times are tried consecutively by
an attacker to observe the hidden password.
And then, the attacker randomly chooses a
possible password that meets the requirement
for K times of shoulder surfing. In other words,
the one digit of the preset password for each
column in a WX H grid should be shown in
every shoulder surfing. As the observation to

the attacker increases, the preset password is

highly expected. Suppose that for $2(N, W, H)
with an WX H grid, let SSAR be defined as the
probability that shoulder surfing attacks break
the proposed partially hidden password. And a
password in an WX H grid is revealed by
shoulder surfing attacks.

To find SSAR, in [6], the authors consider the
following idea. Each column of the password
grid is independent with each other. For each
column at A shoulder surfing attacks, there is
the average number of possible passwords.
That is, it is a combination of one exact digit
and the average number of non-password
letters. Assume there is a password in a WX H
grid. For each column, one digit is correct and
the H—1 other digits are randomly chosen
times. Therefore, in [6]

from letters for K

using the average number of possible
passwords in each column, the authors obtain

SSAR as follows,
SSARQ(N, WH)K)—[

1+(H—1)

1E)K | ]W o

N—1

Since Eq. (2) is not concrete, we need to
obtain a more precise and accurate the SSAR .
As defined in [6],

probability of guessing the password when

we also find out the

there are K shoulder surfing attacks. First
consider a simple model where A/=1. That is,
the password is designed by only one digit in
our scheme. In the case of one shoulder surfing
attack, we can guess the password with a
probability of 1/H. What if there are two
consecutive shoulder surfing attacks? Since
there are two attacks, the correct password will
be appeared twice. The same number may
appear twice in different H—1 positions.
Otherwise, you may see different numbers in

two attacks.



24 SIEMEERSMI|SssE=2x H13E Al1E

1 3 1 1 1
3 4 3 3 3
e 6 7 9 9
5 8 2 0 5

K=1 c':e21 c'iifz clg:ezs cl.-(;ez4

Fig. 3. Cases of the password system with =4 and
W=1 having 2 times shoulder surfing attacks

Figure 3 shows a simple example when
H=4. In the first shoulder surfing attack, SSAR
is 1/4 because one of {1, 3, 9, 5} is the correct
password. In the case of a second shoulder
surfing attack, four different cases can be seen
as shown in Figure 3. Casel is the case where
only the correct password 3 appears twice in a
row. In this case the correct password is
exactly 3. In the case of Case2, we can say that
the password is 1 or 3 because {1, 3} is shown
in duplicate. And in Cases 3 and 4 we have 1/3
and 1/4 chances of guessing a password.

If there are K shoulder surfing attacks, only
the number of K consecutive digits should be
considered except the correct password. In
other words, if a digit has never been found in
K observations, this digit is not a password.

Therefore we can specifically express it as
H
Y Pr(Correct| X9 Pr(Xy) (3)
5=1

where  Pr(CorrectlXy) is the conditional

probability that the correct password is guessed

when all of the S candidate passwords are

observed by K shoulder surfing attacks. And

Pr(Xy) is the probability that all of the S

candidate passwords are observed in A times
attacks. The probability Pr(Xy) is
1

Pr( C’mv’ecﬂXg): G 4

Our next step is to find the probability

Pr(Xy). We express this probability as follows,
H

1— Z PT(XS)7
5=2

H—1 ’“(ka) .
(5*1);1 i

if =1

Pr(Xy= 5)

where one out of H digits is correct, so that the
remaining H—1 digits observed in the first
attack means that all of the S—1 digits are
observed K times in A consecutive attacks.
For a password system having 17 digits, SSAR is

expressed as follows by integrating Eq. (4) and (5),
u W

SSAR= 2 Pr( C’or7'ect|XS) Pr (Xs) 6)

51

5. Conclusion

In this paper, we proposed a partially hidden
password system resistant to a shoulder surfing
attack. In more detail, we introduced the
proposed password system by using one simple
example. The key idea behind the proposed
password system is to place the user's password
randomly in the specified password space instead
of entering a password directly. This system has
the advantage that the password can be hidden by
the attacker when there are shoulder surfing
attacks. And we proved security and usefulness
through two aspects: random guessing attack

resistance and shoulder surfing attack resistance.
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