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Abstract: A personal authentication system based on biosignals has received increasing attention due to its relatively
high security as compared to traditional authentication systems based on a key and password. Electrocardiography
(ECG) measured from the chest or wrist is one of the widely used biosignals to develop a personal authentication sys-
tem. In this study, we investigated the feasibility of using similar ECG measured behind the ears to develop a personal
authentication system. To this end, similar ECGs were measured from thirty subjects using a pair of three electrodes
attached behind each of the ears during resting state during which the standard Lead-I ECG was also simultaneously
measured from both wrists as baseline ECG. The three ECG components, Q, R, and S, were extracted for each sub-
ject as classification features, and authentication accuracy was estimated using support vector machine (SVM) based
on a 5x5-fold cross-validation. The mean authentication accuracies of Lead I-ECG and similar ECG were 90.41 = 8.26%
and 81.15 + 7.54%, respectively. Considering a chance level of 3.33% (=1/30), the mean authentication performance
of similar ECG could demonstrate the feasibility of using similar ECG measured behind the ears on the development

of a personal authentication system.
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Table 1. Performance of static and dynamic biometric-based
authentication system

Biometric  Accuracy (%) # of people  References
Plam 99.62 700 [6]
Plam 99.41 832 [7]
Face 99.15 1680 8]
Retina 98.14 139 [9]

Fingerprint 99.21 100 [10]

Iris 99.91 100 [11]

Iris 99.35 108 [12]

ECG 98.00 20 [13]

ECG 95.00 20 [14]

ECG 94.00 28 [15]
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Fig. 2. Electrode locations used to measure ECG: (a) Ear-ECG and (b) Lead1-ECG
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