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Experiment and Implementation of a Machine-Learning Based k-Value
Prediction Scheme in a k-Anonymity Algorithm

Kumbayoni Lalu Muh' - Sung-Bong Jang'"

ABSTRACT

The k-anonymity scheme has been widely used to protect private information when Big Data are distributed to a third party for research
purposes. When the scheme is applied, an optimal k value determination is one of difficult problems to be resolved because many factors
should be considered. Currently, the determination has been done almost manually by human experts with their intuition. This leads
to degrade performance of the anonymization, and it takes much time and cost for them to do a task. To overcome this problem, a
simple idea has been proposed that is based on machine learning. This paper describes implementations and experiments to realize the
proposed idea. In thi work, a deep neural network (DNN) is implemented using tensorflow libraries, and it is trained and tested using
input dataset. The experiment results show that a trend of training errors follows a typical pattern in DNN, but for validation errors,
our model represents a different pattern from one shown in typical training process. The advantage of the proposed approach is that
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it can reduce time and cost for experts to determine k value because it can be done semi-automatically.

Keywords : Artificial Neural Networks, k-Anonymity, k Value Prediction, TensorFlow
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1. Introduction

Big Data analysis has become increasingly important
to predict the future and make decisions about work
in organizations. To enable such analysis, Big Data
must be securely published to an analyzer. A typical
case that requires securing data publishing is medical
data. Medical data include private information,
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which if accessed by a hacker can be dangerous.
Traditionally, the easiest way to protect critical
private information would be to delete it from the
original data before publishing.

However, when this approach is used, there are
two types of problems. The first problem is that the
distributed data can be rendered useless because
some important information could have been removed
unintentionally. In most cases, the recipient wants to
uncover meaningful knowledge and information by
analyzing the data. For example, a receiving researcher
wants to calculate statistics of people in their
twenties for a disease like cold. However, this might
not be possible if the distributer deleted the disease

% This is an Open Access article distributed under the terms of the Creative Commons Attribution Non-Commercial License (http://creativecommons.org/ licenses/by-nc/3.0/)
which permits unrestricted non-commercial use, distribution, and reproduction in any medium, provided the original work is properly cited.
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attributes because they wanted to protect the
information. As a result, the disease’s statistical
results could not be acquired. The second problem is
the linkage attack by a hacker. In this attack, the
hacker can acquire private critical information by
combining separate data. For example, consider a
case where the hacker already bought a database
that included a person’s address, name, gender, and
age. Then, the hacker obtained medical data that
had been anonymized by deleting the name, so it
only included gender, age, address, and disease.
However, if the hacker combined the two separate
sources of information, they can derive the critical
information and determine that ‘John Smith has
cancer’.

To solve these problems, k-anonymity and I-diversity
have been devised and applied to various areas of
data. In k-anonymity, the linkage attack probability
is reduced by shielding the original information. For
example, the birth date could be changed to a range
of several years (see the birth’ columns in Table 1)
and the zip code could be anonymized by using only
the initial digit (see the ‘zip’ columns in Table 1). By
doing that, different data records would now appear
to be the same, and the probability of identification
would be reduced.

Table 1. An Example of k-anonymity with k=2

ID birth gender Zip disease
1 1985 male 53703 cold
2 1990 female 53706 headache
3 1988 male 54078 stomache
4 1995 male 52582 cold
(a) Before Anonymization
ID birth gender Zip disease
Q 1985)= male @ cold
2 1990>= female St headache
( 1988)= male % stomache
4 1990)= male SR cold

(b) After Anonymization with 4=2

However, there are some disadvantages. One
challenge is how broad to set the range. If the range
is too high, the data utility becomes lower even
though it increases the protection. On the other
hand, if the range is too low, protection is lowered
while data utility becomes higher. Finding an
optimum value is a difficult task. Typically, this has

involved an expert who has had much experience
with the data. However, if the expert retires from a
working company or moves to another company,
there is no one who would be able to support this
practice. This would lead to degrading the performance
of the anonymization, and sometimes could even
lead to huge information loss.

Until now, there has been almost no research to
address this. To overcome the problem, a simple
idea that is based on artificial neural network (ANN)
has been proposed in our previous research [01].
This paper extends the idea raised in that paper and
describes an experiment and implementation to
realize the proposed idea.

In this work, much contributions have been done
to previous works. Main contributions are as follows.
First, in this work, the whole processes are presented
for estimating k values based on machine learning.
In our previous works, only simple idea has been
proposed. Second, artificial neural networks model
has been defined and it is trained and tested. In this
model, dataset of three features are used to estimate
k values. Third, the model has been implemented
using Tensorflow libraries. In this work, several
models are defined and evaluated by measuring
RMSE errors. Then, optimal model has been chosen
to predict optimal k value.

This work is organized as follows: Section 2 describes
the previous research about k-anonymization; Section
3 presents a new method that is based on an ANN,
describes an implementation, and reviews an experi-
ment to evaluate the proposed solution; finally,
Section 4 presents the conclusion.

2. Related Works

A summary of research about k-anonymization
was covered in our previous paper. The basis of
k-anonymization technique comes from the work of
L. Sweeny [01] where the concept of k-anonymity
was proposed. The basic idea is to change the original
data into other values while minimizing information
loss. Therefore, it doesn’t use data deletion; instead,
it uses methods such as generalization, where the
original data is adapted using a hierarchical generalization
tree that is structured using information about the data.

After this invention, many other approaches have
been derived from this idea. B.C.M Fung et al. [03]
[04] presented enhanced k-anonymization schemes



that were based on the time data. In their approach,
they used timing information to enhance the
performance of the k-anonymization. Also, they
pointed out that there are many difficulties when
applying the k-anonymization scheme to original
source data. One issue is that it takes a great deal of
time to anonymize the original data, and thus, the
preparation may take an unreasonable amount of
time (hundreds of years in extreme cases). To solve
this problem they presented an approach based on
adaptive k-anonymization. Nivedita Elanshekhar et
al. [05] presented a method that is based on slicing
adapted from the suppression technique. The
purpose of the method was to enhance the privacy
of Big Data while guaranteeing data utility. The
approach consisted of six steps: Tuple Partitioning,
Optional Column Generalization (Map), Attribute
Partitioning (Reduce), and Suppression Slicing. Mohamed
Nassar [06] proposed a Query language for data
anonymization. Since data anonymization is a
cumbersome task for database administrators because
there are many things to be considered, they
developed a tool similar to a database Query language.
The tool was composed of three components. The
first component was a request handler in order to
divide a user's input query into two separate queries.
The second component was a database adapter that
was in charge of mediating a database management
system (DBMS) and a request handler. The DBMS's
are different from company to company; hence, a
mediator is indispensable to adapt a DBMS. The last
component was a data anonymizer which was
responsible for anonymizing the data transferred
from the request handler. It implemented and contained
algorithms such as k-anonymity and I-diversity. They
have implemented a prototype using Java and
Hadoop server, and they conducted an experiment
to evaluate their approach. Roberta Matsunaga [07]
discussed how to ensure data privacy in Big Data
analytics based on cloud computing. They insisted
that the existing data anonymization techniques
could be used efficiently for that purpose. Furthermore,
they proposed an ontology definition for data
anonymization. The ontology is one of the dictionaries
that offers a common understanding of data concepts
in order to provide users with guidelines and standards
for efficient data anonymization. Xuyun Zhang [08]
pointed out a local recording problem when
k-anonymization applied to Big Data. To solve the
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problem, they presented a proximity privacy model.
The solution considered semantic similarity among
sensitive attribute values during big data anonymization.
The advantage of the scheme was that it was easy to
make the model more scalable. Also, they implemented
the algorithms with MapReduce for parallel execution.

Research related to Artificial Neural Networks has
been underway since the fifties. The basic idea is
rooted in machine learning. In machine learning, the
goal is to make a machine have a learning capability
like a human being. The concept are described in works
of [9-11]. In that work, the authors presented a basic
scheme for machine learning with artificial intelli-
gence. The scheme asserts that a machine can learn
something through long-time training .

Machine learning is an important background
technology that accelerates the advancement of
artificial intelligence. There are two types of machine
learning: supervised learning and unsupervised learning
[12, 13]. In supervised learning, a neural network is
trained by using target answers, and in unsupervised
learning, a network is trained using the data with no
answers. In our work, a neural network will be trained
based on supervised learning. By this training, the
weighted values in a neural network would be
changed and optimized as illustrated in Fig. 1.

Fig. 1. An Example of Weights Updates in
a Artificial Neural Network

In the figure, the circle represents a node and the
arrow or edge represents a connection between
nodes. The value on an edge shows a assigned value.
In the example, a ANN consists of two number of
input layer, three number of hidden layer, and three
number of output layer. In the example, a weight
value is used to calculate the next weight value. A
weight value of a current node is computed by a
weighted averaged summation. The formula for node
2-1 is as follows.

2
WAS(Node,_,) = Y, [ Value(Node, _,)* )
k=1
Weight (Node, _ ,» Node, _ )] + Bias
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Here, weight values are changed whenever training
repeats. The right hand-side figure represents a
changed weight values after neural network training.

Machine learning can be achieved by training the
Artificial Neural Network (ANN) [14, 15]. To enable
the training of a neural network, high-speed computer
processing is required because it takes a great deal
of effort in order to analyze the data. This has been
accomplished recently in [16]. Around 20 years ago
computational time for training was thought of as an
NP-hard problem [17]. However, thanks to a
high-speed CPU and parallel processing technologies,
training can be realized now within a short time.

Big Data has also contributed to the evolution of
Artificial Intelligence (AD). In the past, Al correctness
was substantially low because there was insufficient
data to train a neural network. However, during
recent decades a tremendous amount of data has
been accumulated. By using this data a neural network
can be trained enough to achieve correctness
approaching that of a human being. Gustavo Carneiro
et al. [18] has investigated the efficiency of machine
learning in terms of input number and output number
of nodes for a medical imaging analysis. He presented
a method based on many variables for assessing the
efficiency of a learning machine.

3. Proposed Approach

This section describes a proposed modified process.
In the existing anonymizing process, the value of k
is heuristically determined by system administrators,
but the decision by the administrator may have been
made without enough consideration of the performance
and information loss. This can lead to degradation of
the anonymization quality. To solve this problem, a new
method is presented. A comparison between the proposed
and a conventional method is illustrated in Fig. 2.

Fig. 2-(a) represents the existing process for Big
Data anonymization, and Fig. 2-(b) shows the proposed
scheme. The proposed process consists of six steps.
The proposed modified steps for big data anonymization
are as follows. First, the original data is read into the
system, and a data administrator analyzes source
data using a tool before transmitting the data to an
anonymizer. If there is missing or invalid data, it
must be fixed before proceeding. In most cases, the
input data format might be a proprietary relational
database (RDB) that is inherent to the DBMS provider.

START

| Read the Source Data |

Characteristics

START ‘

| Review the Source Data |

Analyze Data ‘

Calculate Parameters of
Neural Network Model

Set the Value of k
by Data Administrator

Predict an Optimal ¥
Value

‘ Apply k-anonymization ‘

END

v
Set the & Value
for Anonymization

| Apply k-anonymization |

(a) Conventional Processes  (b) Proposed Processes

Fig. 2. A Comparison of Conventional Scheme and
Proposed Scheme

Second, it is necessary to analyze the basic
characteristics of the source data such as the
purpose, domain, and criticality. (Each of these three
characteristics will be discussed in the following
section in detail.) In the third step, the basic
parameters for k value prediction are calculated
using analyzed characteristics. In fourth step, a k
value is predicted using a trained artificial neural
network model. (The neural network model for
prediction will be explained later in more detail.)
After this, the value of k is set, and then Big Data
anonymization is performed.

An example of a neural network model is
illustrated in Fig. 3. The model has one input layer,
two hidden layers, and one output layer. The Input
layer has three input nodes that each receive input
values. In the model, three features have been used
for input data that includes allowed loss ratio level,
private information protection level, and data
criticality level.

The descriptions for each feature are as follows.
The first feature represents an allowed level of loss
ratio. This represents an allowed level of data loss
when k-anonymity scheme is applied to the original
data set to be anonymized. In k-anonymity scheme,
source data are changed into generalized data before
distribution to protect private information from
linkage attack. During this process, some data value
are lost. In general, there are trade-off relationships
between k-anonymization and information loss.
Many researches have been done to alleviate the
information loss. One of reseaches is a scheme that
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Fig. 3. Architecture of Neural Networks Model Defined
in a Proposed Approach

is based on loss ratio control. In the scheme, they
use a threshold value of loss. Depending on this value,
they control the value k. Likewise, we define the
permitted level of loss ratio as illustrated in Table 2.

Table 2. Permitted Level of Loss Ratio

Information Loss Ratio Assigned Value
Very Low 1
Low 2
Middle 3
High 4
Very High 5

The second feature represents a private information
protection level. This feature represents an allowed
level of how much information should be protected
before applying k-anonymiztion. In k-anonymization,
if the value of k is set to be high, private information
information loss
should be
converted and distorted. Hence, to consider appropriate

protection becomes high. But,
becomes high because more data
protection level, this feature was added and collected
to train a neural network model. In the same way of
the allowed loss ratio level, assigned value ranges
from 1 to 5.

The third feature is a data criticality level. This
feature represents how much critical information are
included in the original source data to be anonymized.
The examples of critical information are identification
number, disease information, and biological information.
If the original data contains such information, then,
high value is assigned to criticality level. The
concept is based on the observation that if there are
no critical information in the source data, we don't
need to anonymize the data because there are no
information to protect. For example, let's compare
two tables as shown in Table 3.
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Table 3. An Example of Published Data

Seq Hobby F?goor(iite Height Weight
Football Rice 155 cm 67
2 Baseball Beef 178 cm 78
Swimming | Noodle 167 cm 56
(a) Patient Table in a Central Hospital
ID birth gender zip disease
1 1985 male 53703 cold
2 1990 female 53706 headache
3 1988 male 54078 stomache
4 1995 male 52582 cold

(b) Patient Table in a University Hospital

The first table contains less critical information
than those in a second table because there is no
disease information. Therefore, we can say the first
is less critical, and thus give lower priority to the
first. In the same way of the other two features,
assigned value ranges from 1 to 5.

Using these three features, a data set must be
collected to train a neural network model. However,
there are no such data because no one tried to use
neural network for prediction of k value. So, we had
to make artificial data based on the heuristics. The
data are shown in Table 4.

Table 4. Sample Data Set

Information Data Protection Data k value
Loss Ratio Level Criticality
3 2.3 4 3
1.5 3.5 2.7 2
3.2 4.6 2.4 4

Using this data, we have trained several neural
network models and have chosen an optimal model
from them for prediction. The whole process is
shown in Fig. 4.

The first step is to define the structure of the
Artificial Neural Network model. In the definition the
number of neurons in the input layer, the hidden
layer, and the output layer are determined, and it is
in this stage where the values of the initial parameters
such as default weight, learning rate, and activation
function are determined. In the next step, the system
reads training data that includes previous information
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Predict the k-value using
cfine the structure of one ‘ trained model ‘
G ANN model >
J, ‘ Read the answers for the ‘
prediction

‘ Read the past k-values ‘

Calculate the error of the
model

Read the answers of the k-
values

l

Train a model repeatedly as
the number of predefined
iteration

Does the model has
the least error?

Choose the model for ‘

the prediction

End

Fig. 4. Determination Process of an Optimal
Neural Network Model

loss ratios, data protection levels, and data criticality.
In step three, the system takes the answer that
includes the value of k. In step 4, the model is trained
repeatedly. Through this step, the weight values of
each edge are optimized according to the back-
propagation algorithm. By doing this, the prediction
capability of the model can be improved dramati-
cally. In step 5, using the trained model the k values
are predicted as well as the number of the output
neurons. In step 6, we collect the real answers for the
predicted period. In step 7, we calculate the error
metric of the model using predicted values and real
answer values. Then we compare this model with the
previously tested models to determine if this latest
model has the least error. The most widely used
metric to check the error is Root Mean Square Error
(RMSE). It can be calculated using an equation (2).

Error Of Model = \/m 2
mp=1

In the equation, Pk represents a predicted value,
and Ak is the real answer. The final step is to
determine the model by analyzing the experimental
results come from the previous step.

To support all these processes, we have implemented
ANN algorithms wusing the TensorFlow Machine
Learning platform as shown in Fig. 5.

TensorFlow is one of the most widely used tools
for neural network analysis. First, we define a neural
network model that has the input nodes, hidden

url = 'input_data.csv'
names= ['LOSS_RATIO','PROTECTION_LEVEL',
'CRITICALITY_LEVEL', TARGET]
df = pd.read_csv(url,names=names)
tf.logging.set_verbosity(tf.logging. ERROR)
y = df[[TARGET]]
x = df[[LOSS_RATIO',PROTECTION_LEVEL',
'CRITICALITY_LEVELT]
k_prediction_model = Sequential()
k_prediction_model.add(Dense(48,input_dim=3,act="relu’)
k_prediction_model.add(Dense(48,activation="relu’))
k_prediction_model.add(Dense(1))
k_prediction_model.compile(loss='mean_squared_error’,
optimizer='adam’)
tensorboard=TensorBoard(log_dir="./logs',histogram_freq=0,write
_graph=True,write_images=False)
history = k_prediction_model.fit(x_train, y_train,
validation_data=(x_temp,y_temp),batch_size=5,
epochs=1000, callbacks=[tensorboard])
pred = k_prediction_model.predict(x_temp)
score = np.sgrt(metrics.mean_squared_error(pred, y_temp))
print("RMSE: {}" .format(score))

Fig. 5. An Example of Tenforflow Codes Implemented
in a Experiment

nodes, output nodes, and related parameters. The
TensorFlow code for data reading, a model definition,
and training are shown in Fig. 5.

In this example, a single layer of a neural network is
defined. It has the three nodes in the input layer,
forty-eight nodes in the hidden layer, and one number
in an output layer (As shown in Model 6 in Table 3).
The iteration number for training in this example has
been set to be 1000. In this step, many candidate
models were defined. After training and evaluation, one
model was selected as the final target model with the
least error. The example of model definitions used for
k prediction is illustrated in Table 5.

Table 5. Candidate Neural Network Model for k determination

Neural Network Number of | Number of | Number of
Model for Prediction| Nodes in the| Nodes in Nodes in

of k value input layer [Hidden Layer|Output Layer
Model 1 3 6 1
Model 2 3 9 1
Model 3 3 12 1
Model 4 3 24 1
Model 5 3 36 1
Model 6 3 48 1




For each model, we calculate the RMSE errors and
processing time. Table 6 shows the experimental
results.

As shown in the results, RMSE errors and processing
time have trade-off relationships. However, the
processing time is not overly large even in the case
of model 6. So, we have chosen model 6 as the final
neural network model. The results of training error
measurements are shown in Fig. 6.

Table 6. RMSE Errors and Processing Time for Each Model

Neural Network
o Error of Model | Processing Time

Model for Prediction (RMSE) (Seconds)

of k value

Model 1 49.3456 4.34554

Model 2 47.9374 4.76788

Model 3 42.4237 5.43532

Model 4 35.2846 7.38478

Model 5 26.9741 13.2314

Model 6 23.0842 19.0943
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Fig. 6. Training Errors Distribution in an Experiment

In Fig. 6, the x-axis represents the number of
training iterations and the y-axis shows the training
error measurement. As shown in the figure, the trend
of the training errors follows a well-known neural
network error function that exponentially decreases.
When the number of iterations reaches about
10,000, the error value becomes stable at 19.435.

Fig. 7 illustrates the measurement results of the
validation errors. As can be seen from the figure, the
results show a different pattern. In the results of the
training errors shown in Fig.6, each error value simply
decreases whenever the iteration number increases.
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However, in a validation test, the overall trend of
error values decreases but the errors fluctuate at
some points. For example, error value became larger
than the previous iteration for 800, 1300, and 1400
iteration. The reason for this is that over-fitting
occurred during neural network training. Over-fitting
means that a trained neural network is too closely
fitted to the test data.

4. Conclusion

In this work, the ANN model has been defined and
implemented using Tensorflow libraries to estimate a
k value in a k-anonymity algorithm. Various models
has been evaluated from the aspect of RMSE errors
and processing time, and one model has been
chosen as target model. The chosen model has been
trained and tested using a dataset that has three
features. The experiment results shows that the trend
of the training errors follows a typical pattern in
ANN, which is an exponential decrease. When the
number of iteration reaches about 10,000, the error
value becomes stable. For the validation errors, our
model represents a different pattern from ones
shown in training process. In validation test, the
overall trend of losses decreases but those fluctuates
at some points. For example, the validation losses
became larger than those of the previous iteration at
the points of 800, 1300, and 1400 iteration. The
reason for this is because over-fitting occurred
during neural network training. Therefore, to
achieve better estimation of k value, training should
be stopped around the point of 800 iterations.
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