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For Improving Security Log Big Data Analysis Efficiency, A Firewall
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ABSTRACT

The big data and artificial intelligence technology, which has provided the foundation for the recent 4th industrial
revolution, has become a major driving force in business innovation across industries. In the field of information security,
we are trying to develop and improve an intelligent security system by applying these techniques to large-scale log data,
which has been difficult to find effective utilization methods before. The quality of security log big data, which is the basis
of information security Al learning, is an important input factor that determines the performance of intelligent security
system. However, the difference and complexity of log data by various product has a problem that requires excessive time
and effort in preprocessing big data with poor data quality. In this study, we research and analyze the cases related to log
data collection of various firewall. By proposing firewall log data collection format standard, we hope to contribute to the
development of intelligent security systems based on security log big data.
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Table 1. Company A’s Log Data Transfer Format

Item Description

* Dependent on the response type
(allowed, blocked)

* Not included forwarding firewall
information (IP)

* Manage TCP connection/termi-
nation status information

Status

* Need to reduce dependency
according to response type
Improve | * Need to add data elements for

ment analysis / utilization, such as
opportu adding firewall individual
nities identification information

* Add core data definition /
transfer scheme

Table 3. Company C’s Log Data Transfer Format

Item Description Item Description
Number Number
Count 20EA Count 6EA

Timestamp, Type, protocol, Sip,
Dip, Dport, In nic, Out nic, Nat
type, Nated ip, Nated port, Sent
data, sent pkt, rcvd data, rcvd
pkt, Duration, State, Reason

Message
Items

* Not included forwarding firewall
information (IP)

Status = Difficulty in checking traffic

direction without NIC number

information

* Need to add data elements for

Improve analysis / utilization, such as
ment adding firewall individual
opportu identification information

nities * Define core data / add

transmission method

Table 2. Company B’s Log Data Transfer Format

Item Description

Number | Allow Type Log 11EA,
Count Deny Type Log 10EA

Allow: Time, Rule ID, Src IP,
Protocol, Dest IP, Dest Port, Send

Byte, Rev Bytes, Duration,
Message Interface
[tems -
Deny: Time, Rule ID, Src IP, Dest
IP, Protocol, Src Port,

Denied_Action, Count, Interface

Message | Date / Time, Protocol, Service,
[tems User, Path, Details

= Difficult to utilize / analyze data
by including multiple attribute
information within a few
message items

* Not included forwarding firewall
information (IP)

* Absence of traffic confirmation
information

* Lack of IP and Port Translation
(NAT) information

Status

* Need for structural improvement
for data analysis / utilization
Improve | = Need to add data elements for

ment analysis / utilization, such as
opportu adding firewall individual
nities identification information

* Add core data definition /
transfer scheme

Table 4. Company D’s Log Data Transfer Format

Item Description

Number

Count 20EA

Type, DateTime, Origin IP, Source
IP/NAT SIP, Source Port/NAT
Message | Sport, Destination IP/NAT DIP,
Items Destination Port/NAT Dport,
Protocol, Log Type, Action, Level,
Product, Note, Count,




160 Het2 o Aldlele] 4 a8 S S Wk 2o dlole] 25 = A9k
Item Description Table 5. Collection Log Format of Integrated
. Log Management System
Authentication or Category, Rule,
Log NO, Usage, User, Interface Ttem Description
* Not delivering correspondence Number A1EA
information (Allow, Deny, etc.) Count
= Difficulty in checking TCP ; -
Status connection status information Device Addres;, Device  Host
*  Undeliver session duration Name, .Date/Tlme., MessagelD,
information Event Time, Duratlpn, o
+ Sending / receiving data Netvx‘lork Port, Actloln, Dnectloni
amount not transmitted Intelface, Protocol, Protoco
Detail, Source Address, Source
* Need to add data elements for Port, Destination Address,
Improve analysis / utilization, such as Destination  Port, Translated
ment adding firewall individual Source Address, Translated
opportu identification information Message Source Port, Translated
nities = Add core data definition / Itemsg Destination Address, Translated
transfer scheme Destination Port, ICMP  Code,
ICMP Type, Result Code, Bytes,
- — Received Bytes, Sent Bytes,
E5t i AH| AX| O HA : .
2.2 & 2afe| AA" F ZU 24 Packets, Connection ID, Policy
ID, Risk Number, Filename Size,
23 2ade] AAEe dubdoe R 4oy £ Group ID, Process ID, Counterl,
Hodod EFteded Sgeledom FTAE] glow 4 Eounlter% . Igb(;und-(iutbéundt,
N - evel, ven ategoryl, ven
Jod O Yl ER A% Z2=2] 9
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3 AW g% A 7R 2 9ot Channel
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Table 6. Major Overseas Standards for Security
Logs

Refere | myije of L
nce Description
Standard
Code
Provide standard for
IETF The Syslog Syslog hierarchy and
RFC Protocol (20] message format for
5424 rotoco event notification
message delivery
IDXP profile
definition and data
The format definition
Int ; related to
IETF Dnt r;sn °T | authentication for
RFC etectio session establishment
Exchange ..
4767 as an application
Protocol level rotocol  for
(IDXP) (21) vel b
data exchange
between ingress and
detection objects.
Guide to
NIST | Computer Log Management
. Infrastructure,
SP800 | Security Log
Management Plan,
-92 Management .
Procedure Guide
(22)
Guidelines | Guide to Considera-
NIST | on Firewalls | tions for Firewall
SP800 | and Types, Firewall
-41 Firewall Policy Enforcement,
Policy[(23) and Adoption
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Table 7. Major Domestic Standards for
Security Logs

Refer | o of .
ence Description
Standard
Code
SIMEP, Domestic Security
TTA | Security | Information Message
K.KO | Informatio | Exchange Protocol

-12. n Exchan | Created by TTA with
0279 | ge Pro- Reference to RFC 4767
tocol(24) IDXP

Define a message
exchange format for
sharing session
information detected by
heterogeneous security

STMER systems, such as
Sessioﬂ intrusion prevention
TTA Informatio sy s t e m s .
K.KO 0 Message SIMEF-Messages
-12. Exchan i Consists of two
0242 Formatg subclasses, Connect,
(25) which contains session
log information for NW
connections under the
top class, and
Heartbeat, which
contains the operating

status of the system.
SLMEF, Collective of all kinds
TTA System | of exchange messages
K KO Log related to the system
7'12 Message log in a normalized
0256 Exchange | form of messages for

Format | status information
(26) related logs that may
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Refer Title of Table 8. Issues on Non-Standardized Log Data
ence Description
Standard i
Code andar Item Issues I;Irflii\t;:se
oceur in this type of » Difficult to consolidate
security system. = log management
It  consists of two =5 |« Reduced productivity Reduced
subclasses, Log, which g% due  to  increased | S€CUrity
contains the system % =] refining efforts Investmen
information under the E » Lack of utilization t
SLMEF top class, and leads to budget waste
Heartbeat, which * Degradation of
contains the operating collected log data
status information of = » Difficult to extract
the system. % patterns Obstacles
Defines the normalized é. ' leﬁc'ult to .cregte t C°
K — training / validation | Applying
format of  detection = .
. . [ data sets Big Data
messages for intrusions g e .
. Iy *  Difficulty in | and Al
that can occur in I ’ .
) . & automating detection,
heterogeneous security lysi q
IDMEF, systems. The top class, anatysls and response
TTA Intrusion | IDMEF, is a generic systems
K KO Detection | term for all kinds of ) ) o
12 Message exchange messages. It Hbo] == whely 2 dlolgo] oIzt =9l ZE3)
0229 Exchange | consists of two classes, oA o7 AF3HA zsiE s} g}
Format | Heartbeat, which
(27 contains information on _ ——
the operation status of V. gtsid 27 HI0|E EF ZEWOH Mot
the system and Alert
comaiing | deeeion | sl s 2999 9, $¢ 24
network attacks. Azd 75 2 & A3S v %553 712
- F— 3(eh), A4 dlolE] 2a(sh), wep =2 dlo]e]
. . i t t — _ _ ey s
Guidelines T';uA ewiCtI:argferer?ce ti = EUl(eh e AA gt DEaFEAIHS} A
fS | Ot‘ "1 the NIST SP800 2) % (h A9, HEFT(SH) H8nkl 7] 3¢
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12, Prgvetntlo risk level into high, T ] 1€ —-LJ—(‘L), Ay i (Qh)2 22tA Al
0003/ ? y§ emi medium, and low and T FEelA = FHlrh AlEAb <A e], E=817)
Rl | Network | Provides a guide for e Hot vk, £ 2 AR dA 5 o
Operators iﬁfééﬁi ol f“egjg AEVE B A5 4 Ak ES SYsisict
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Table 10. Key Data Elements for Firewall Log
Transfer

Key
Data Description Detail element
element
» Event Detection
1. Traffic Time
Detectio | (packet) | = Event response
n Event | information form
Informa | detected by | = Detection Rule
tion the firewall Identification
Code
2. Firewall
Firewall identification » Event Detection
Identific | . . Firewall IP
. information .
ation . * Event Detection
that raised .
Informa Firewall Name
. the event
tion
3. Sender » Packet Sender
Sender | information 1P
Informa | of detected | = Packet Send
tion packets Port
4. . .
Desti Destination | = Packet
iisonna Information Destination IP
Informa for Detected | = Packet
. Packets destination port
tion
» Traffic direction
Communicati " protocol .
" Session
5. on .
. . Duration
Commu | information .
. *  Session
nication | of packet . .
. Termination
Informa | accessing
tion firewall Status
* Sending/
Receiving
data amount
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Table 9. Basic Principles of Data
Standardization for Log Transfer

# 12 Basic Principles

First and foremost, the selection and

1 review of key (required) data elements
should be preceded.

The selected key data elements are

2 | classified into columns and reflected in
the log format.

It should have log format independent

3 .
from other environmental factors.

4 The object of log format standardization
is structure and terminology.

5 The idiomatic terminology wused in
institutions already is used first.

In order to standardize the data

6 structure, consider the frequency of use
and the visibility for easy analysis.

If there is data exchange with other

7 interlocking  systems, consider the
connectivity.

3 In principle, the Alphabet name should
be used. Hangul names are not used.
When switching English names, avoid

9 phonetic expressions as much as
possible and use normal English(ex
CHBGY(X), Src(Source)(O).

The name of the agency entrusted with

10 | the security management follows the
abbreviation used by the organization.

Do not include spaces in the middle of

11 | data. (Use " if you need a clear
distinction)

Special characters and spaces are not

12 | used when assigning English names.
(Except the special character ")
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Key
Data Description Detail element
element
* The translated
IP  address of
the source
6. NAT NAT . * The translated
conversion port of the
translat | . .
ion information source
informat of source * The translated
ion and IP  address of
destination the destination
* The translated
port of the
destination
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Table 11.

Standard Data
Firewall Log Transfer

Log Format for

order| Data Element

Data value (example /

# Name range)
1 Event_Time YYYY-MM-DD.HH:MM:
SS.m
0.0.0.0 -
2 | FW.IPv4 255.255.255.255
1111111111111 120000
111111111111111 -
FFFF::: i FFFF(:: s
8 FW_IP_vé equal to the first 16
bits. Omitted for
convenience of notation)
Name by unique
4 FW_Name notation for each
institution
Action Allow, Deny, Expire
Rule_ID 0 - 2147483647
i 0.0.0.0 -
T | Srelbvd 255.255.255.255
1111111111111 11000021
111111111111111 -
8 | SreIPv6 FFFF:: 0 FFFRCG: s

order|Data Element| Data value (example /
# Name range)
bits. Omitted for
convenience of notation)
9 Src_Port 1 - 65534
0.0.0.0 -
10 DstIPvd | ons 955 955.255
111111111131 111 12000001
111111111111111 -
FFFF:: i FFFF(:: s
1 Dst_IP_v6 equal to the first 16
bits. Omitted for
convenience of notation)
12 Dst_Port 1 - 65534
13 Protocol ICMP, TCP, UDP, ARP,
1P
14 Duration 0 - 2147483647
15 Sent_Data 0 - 2147483647
16 Revd_Data 0 - 2147483647
17 Entry_Nic Internal, External, DMZ
Fin_Syn_SynAck_Ack,
Timeout_Syn,
Timeout_Syn_ SynAck,
18 Session | Timeout_Syn_SynAck_Ac
State k, Rst_Syn,
Rst_Syn_SynAck,
Rst_Syn_SynAck_Ack,
Invaild_TCP, Null
0.0.0.0 -
19| SNATLIP_VA | 955 955 255 255
1111111111111 22000
111111111111111 -
FFFF::: 0 FFEF(:: s
20 SNAT_IP_v6 equal to the first 16
bits. Omitted for
convenience of notation)
21 SNAT_Port 1 - 65534
0.0.0.0 -
22| DNATIPvA | o55 055 255 255
11111111111 111 32002001
111111111111111 -
FFFF::::'FFFF(:: s
23 DNAT.IP_v6 equal to the first 16
bits. Omitted for
convenience of notation)
24 DNAT _Port 1 - 65534

equal to the first 16
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Table 12. Improved Example for Standard Data
Log Format(Event_Time)

Item Description
(Company)Log Data Sample
Current (A)20120504'15:13:40
(As-Ts) (B)2012-05-04 15:13:40
(C)May 04 15:13:40 2012
(D)20120504 151340
Common Year, Month, Day, Hour,
Elements Minute, Second
P;"posetd YYYY-MM-DD.HH:MM:SS.m
N (2012-05-04.15:13:40.1)
(To-Be)
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