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[Abstract]

Korea augmentation satellite system (KASS) is the Korean satellite based augmentation system (SBAS) developed by ministry
of land, infrastructure, and transport (MOLIT) since 2014. Since KASS is the safety critical system that can affect to the safety
of airplane, the software of KASS is developed according to the DO178B software level induced from safety analysis. In case of
KASS control station (KCS), most of the software of KCS get assigned software level E in DO178B. In that case,
ECSS-Q-ST-80C category D is assigned as a software product assurance standard. In this paper, the software related standard
ECSS-E-ST-40C, ECSS-Q-HB-80-04A are analyzed to satisfy ECSS-Q-ST-80C and as a result the software product assurance
activities regarding software life cycle and the software quality model, metric is proposed for the product assurance of the KCS

software.
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Fig. 1. KASS architecture[2].
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Fig. 4. ECSS software life cycle process[10].
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Table 1. SW product assurance program requirements.

Contents

@ Organization and responsibility
[> The supplier shall identify the software PA(product assurance)
manager who has appropriate authority and independence.
[> The supplier shall provide proper training to the personnel for the tasks
in the project.

@ SW PA program management
[> The supplier shall develop a software product assurance plan.

@ SW PA reporting
[> The supplier shall report on a regular basis on the status of the SW PA
programme and the SW PA report shall include an assessment of the
current quality of the product and processes based on measured metric,
verifications undertaken, problems detected/resolved.

@ Audits
[>For SW audits, ECSS-Q-ST-10 clause 5.2.3 shall apply.

@ Software problems
[> The supplier shall define and implement procedures for the logging,
analysis and correction of all software problems encountered during
software development.

@ Nonconformances
[>For software nonconformance handling, ECSS-Q-ST-10-09 shall
apply.

@ Quality models
[> Quality model shall be used to specify the software quality
requirements. (ISO/IEC 9126 or ECSS-Q-HB-80-04)

@ Critical item control
[>For critical item control, ECSS-Q-ST-10-04 shall apply.

@ Supplier selection and control
[>For supplier selection, ECSS-Q-ST-20 clause 5.4.1 shall apply.

@ Procurement
[>For procurement documents, ECSS-Q-ST-20 clause 5.4.2 shall apply.
[> All the procured software shall be identified and registered by
configuration management.

@ Tools and supporting environment
[> The correct use of methods and tools shall be verified and reported.
[> The suitability of the software development environment shall be
justified.

X 2 2ZEQN Z2MA I ME FAKE
Table 2. SW process, product assurance requirements.

Contents

Process assurance

@ Software development life cycle
[> The software life cycle shall be reviewed against the contractual
software engineering and product assurance requirements.

@ Requirements appliable to all software engineering processes
[> All plans shall be finalized before the start of the related activities.

[> All plans shall be updated for each milestone to reflect any changes
during development.

> ECSS-M-ST40 shall be applied for software configuration
management.

[> Metrics shall be used to manage the development and to assess the
quality of the development processes.

[> A summary of the assurance activities concerning the verification
process and their findings shall be included in SW PA reports.

[> The completion of actions related to software problem reports
generated during verification shall be verified and recorded.

[> Analysis of the advantages to be obtained with the selection of existing
software instead of new development shall be carried out.

[> All the reused software shall be kept under configuration control.

[> The requirements on testing applicable to the automatically generated
code shall ensure the achievement of the same objectives as those for
manually generated code.

@ Requirements applicable to individual software engineering processes
[> For the definition of the software related system requirements to be
specified in the RB, ECSS-E-ST-40 clause 5.2 shall apply.

[>In addition to the functional requirements, the technical specification
shall include all non-functional requirements necessary to satisfy the
requirements baseline, including, as minimum, the followings:
performance, safety, reliability, robustness, quality, maintainability,
configuration management, security, privacy, etc.

[> Adherence to design standards shall be verified.

[> Coding standards shall be specified and observed.

[> Test coverage shall be checked with respect to the stated goals.

[> The supplier shall ensure that nonconformances and software problem
reports detected during testing are properly documented and reported to
those concerned.

[> Areas affected by any modification shall be identified and re-tested.

[> The customer shall ensure that the acceptance tests are performed in
accordance with the approved acceptance test plan.

[> Before the software is presented for customer acceptance, the supplier
shall ensure that: the delivered software complies with the contractual
requirements, all agreed changes are implemented, all nonconformances
are either resolved or declared.

[> During the demonstration that the software conforms to the operational
requirements, the following shall be covered as a minimum: availability
and maintainability of the host system, human-computer interface,
operating procedures, etc.

[> The organization responsible for maintenance shall be identified to
allow a smooth transition into the operations and maintenance.

Product quality assurance

@ Product quality objectives and metrication
[> Quality requirements shall be expressed in quantitative terms.
[> The supplier shall define assurance activities to ensure that the product
meets the quality requirements as specified in the technical specification.
[>In order to verify the implementation of the product quality
requirements, the supplier shall define a metrication programme based on
the identified quality model.
[> The results of metrics collection and analysis shall be reported to the
customer.
[> The software quality requirements shall be documented in the
requirements baseline and technical specification.
[>Numerical accuracy shall be estimated and verified.
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Table 3. Proposed quality model.
Characteristics | Sub-characteristics Metrics
Requirement allocation
Requirement implementation
Completeness coverage
V&V(validation & verification)
Functionali coverage
unctionafity SPR(software problem
report)/NCR(nonconformance
Correctness report) trend analysis
Documentation suitability
Adherence to coding standards
P R statu:
Reliability evidence SPR/NCR status
S Structural coverage
Reliability - .
= Functionality
Correctness
correctness
Cyclomatic complexity
Complexi Nesting level
omplexity Lines of code
Maintainability Comment frequency
Correctness = Functionality
correctness
User doc. quality User manual suitability
Reusability Reusablllt‘y Reusability checklist
documentation
Security Security evidence Security checklist
User doc. quality N Mamtamabll‘lty
Usabili User doc. quality
sabili
Y User interface quali Adherence to MMI(man
quality machine interface) standards
Code size stability
Software . —
Project management RID(review item
Development . . .
. effectiveness discrepancy)/action status
Effectiveness
V&V progress
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Table 4. Proposed software metric.

# Metric name Formula Evaluation method Target value
X=A/B 1
| |Requirement allocation IA=number of system lfleel requirements f(?r software that have one or Chec‘k traceability (0<=X<=1,
more trace to SW requirements or SW design components matrix.
. the closer to 1 the better)
IB=number of system level requirements for software
Requirement X=A/B 1
hed . IA=number of correctly implemented requirements confirmed by lAnalyze traceability
2 implementation . . . . . . . P : (0<=X<=1,
werification (including test, inspection, review, and analysis, validation)matrix.
coverage . . the closer to 1 the better)
IB=number of requirements
X=A/B 1
V&V coverage IA=number of elements covered by at least one V&V activity (test, lAnalyze traceability
3 . . . . : (0<=X<=1,
(RB/TS levels) inspection, review or analysis) matrix
the closer to 1 the better)
IB=total number of element
There is no formula associated to this metric. # of raised problem -
4 SPR/NCR ‘trend The graphic exhibit convergence between number of raised and fixed Analyze SPR/NCR # of fixed problem
analysis database —
problems. The lower the gap between these numbers the better. =0
Documentation X=A/B IDocumentation
5 . IA=sum of Yes or N/A answers to the questions in the checklist . . 1
suitability . suitability checklist
IB=total number of questions i
Adherence to codin X=A/B ccli)edcllill%sitatgdl?;}llled in
6 € |A=sum of Yes or N/A answers to the questions in the checklist . i . 1
standards . with the help of static
B=total number of questions .
analV51§ tools i
7 SPR/NCR status  [There is no formula associated to this metric. Analysis of SPRINCR # ofr‘naj or SPR/NCR
database remain open at AR=0
X=A/B IDynamic analysis of the 1
8 Structural coverage |A=number of executed statements/decisions/conditions code with the support of
.. o . (Statement coverage)
B=total nqmber of statements, dec1smns/c0nd1t101}s lautomatic tools.
. . Cyclomatic complexity of a single routine (function or procedure) : Static code analysis with
Cyclomatic complexity [VG=number of edges — number of nodes + 2 .
9 . . the support of automatic 20
(VG) Cyclomatic complexity of a module : tools
X=average VG for all routines in the module
Nesting level of a single routine:
INL=maximum number of nested statements (simple or multiple choiceStatic code analysis with
10 Nesting level decisions, loops) in the routine the support of automatic 7
Nesting level of a module: tools.
X=maximum NL for all routines in the module
Static code analysis with
11 Lines of code ILOC=total number of lines of code — comment and blank lines the support of automatic 75
tools.
X=A/B Static code analysis with
12 Comment frequenc IA=number of comment lines (excluding headers) the support o fal}lltomatic 0.2
q y IB=LOC+number of lines of comments=total number of lines excludingtools PP (0<=X<=0.3)
blank lines i
X=A/B
13 |User manual suitability |A=sum of Yes or N/A answers to the questions in the checklist [User manual checklist 1
IB=total number of questions
X=A/B
14 Reusability checklist |[A=sum of Yes or N/A answers to the questions in the checklist Reusability checklist 1
IB=total number of questions
X=A/B
15 Security checklist |A=sum of Yes or N/A answers to the questions in the checklist Security checklist 1
IB=total number of questions
=A/B IMMI standards checklist,
16 Adherence to MMI IA=sum of Yes or N/A answers to the questions in the checklist fo be filled n with tl}e 1
standards . help of static analysis
B=total number of questions tools
X=A-B Static code analysis with
17 Code size stability |A=estimated code size the support of automatic 0
IB=actual code size tools
# of major RID/action
18 RID/action status  [There is no formula associated to this metric. Analysis of RID/action | from previous milestone
database remain open at next
milestone=0
X=A/B .
19 V&V progress IA=number of successfully completed V&V activities Analysis of SW V&V 1

B=number of planned V&V activities at this time

progress data or reports
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