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Abstract

With the advent of the 4.0 era of logistics due to the Fourth Industrial Revolution, infrastructures have
been built to receive the same services online and offline. Logistics services affected by logistics 4.0 and
IT technology are rapidly changing. Logistics services are developing using technologies such as big data,
artificial intelligence, blockchain, Internet of things, and augmented reality. The convergence of logistics
services and various IT new technologies is accelerating, and the development of data management
solution technology has led to the emergence of electronic cargo waybill to replace paper cargo waybill.
The electronic waybill was developed to supplement paper waybill that lack economical and safety.
However, the electronic waybill that appeared to complement the paper waybill are also in need of
complementation in terms of efficiency and reliability. New research is needed to ensure that electronic
cargo waybill gain the trust of users and are actively utilized. To solve this problem, electronic cargo
waybill that combine blockchain technology are being developed. This study aims to improve the reliability,
operational efficiency and safety of blockchain electronic cargo waybill. The purpose of this study is to
analyze the blockchain—based electronic cargo waybill system and to derive evaluation indicators for
system supplementation.
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<Table 1> Reference Result

Case study

Result

A Study on the e—Document Development of Parcel
Service for Reliable Delivery

Proposal of an electronic waybill model to replace paper waybill.

Research about transportation logistics
tracking model with guarantee of
anonymity using block chain

Proposal of logistics tracking system using blockchain technology and
centralized models and expert investigation and evaluation.

Strategies for the implementation of city logistics
public standard platform to
improve parcel delivery service quality

A conceptual proposal and a survey proposal for Joint standard platform
of delivery logistics information.

Joint Logistics for Parcel Delivery Service in Seoul | A Proposal and Analysis of Seoul Logistics Joint Project
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<Table 2> Public sector blockchain research evaluation index

Evaluation index Detailed indicators

Purpose

Technical readiness

Identify technology maturity

Receptivity . : : S ;
Institutional basis Understanding the status of institutional foundation
Possibility of creating new Markets | Identifying the possibility of creating new markets through service provision
Social utility | Possibility of reducing social costs | Identifying the possibility of reducing social costs through service provision

Job creation potential

Identifying the possibility of job creation through service provision

Applicable to

Identify service end users (country/government/company/individual)

Classification

Shape Form of service provision
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<Table 3> Blockchain quality evaluation standard

Heavy items Small items

Related technologies and features

Processing performance

Block size, Transaction size, Consensus method, Block creation time

Network performance

Network environment, Node distribution

Efficiency .
Block determination performance

Consensus method, Network environment, Node distribution

Reference performance

Consensus method, Network environment, Block structure

Compatibility with centralized systems

Data structure, API specification

Compatibility - ; .
Compatibility with other blockchain systems

Data structure, Agreement method, API specification

Processing performance improvement possibility

Block size, Transaction size, Agreement method, Block creation time

Network performance improvement possibility

Number of nodes, Network environment, P2P protocol

Scalability - — - — —
Capacity scalability Block size, Transaction size, Agreement method, Block creation time
Node Scalability degree Data capacity, Agreement method
. Existing technology (encryption, etc.), Newly researched technology,
Maturity
(Agreement method, etc.)
Availabilit Presence or absence of a single disability
Reliabilit vailability
clabiity Consensus method
Fault tolerance Tolerance of node failure, Network failure, segmentation attack tolerance
Resilience Node failure resilience, (Recovery method, recovery time, etc.)
Access management
Confidentiality Data encryption
Transaction encryption
. Member management
) Integrity
Security Access management

Anti—rejection

Consensus method

Hard fork policy

Synchronization method

Authenticity
Consensus method

. Hardware adaptability

Adaptability — -
Portabilit Application adaptability
ortability . .
L Existing system substitution

Substitution

Checking for substitution with other blockchain systems
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<Table 4> Question operational definition
Division Variable Control boat definition
Security Users’ needs for technical security of blockchain technology
Convenience Users’ needs for convenience compared to the existing freight sharing system
Performance — — ; - — -
expectation Responsibility Users' reliability of blockchain—based digital waybill technology
Performance Users’ expectations of the technological performance of a new platform applying new
expectation technology
. L Expectations to maintain confidentiality of users’ transaction details and information when
Confidentiality .
using new technology
Expectation Compatibility Expectations for compatibility with existing cargo sharing systems and new systems
Economics Expectations for the economic benefits of using a system with new technology
Expectation Expectations from users’ efforts required to apply new technologies
Acceptance | Intention to accept , . .
. P . P Users’ thoughts on the intention to accept new technology
intention new technology
<Table 5> Needs for Users Demonstration
Division variable factor Linked evaluation indicator
Security Blockchain—Based Quality Evaluation Indicator
Performance Convenience Service Evaluation Indicator
expectation Reliability Blockchain—Based, Quality Evaluation Indicator

Performance expectation

Blockchain—Based, Quality Evaluation Indicator

Confidentiality

Blockchain—Based, Quality Evaluation Indicator

Expectation of Compatibility

Service Evaluation Indicator,

effort Economic

Service evaluation

Effort expectation

Service Evaluation Indicator
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<Table 6> Test operation
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evaluation index

ualit ualit .. ..
Q y . Q v .. Evaluation item name Purpose of evaluation item
characteristics sub—characteristic
Functional . . .
. . Evaluating whether all the functions and scenarios
Completeness implementation IR . .
specified in the blockchain system are implemented.
completeness
Functional . . ..
. . Evaluating whether functions and scenarios implemented
Correctness implementation . .
in the blockchain system operate normally.
completeness
Functional Evaluation of the algorithm used to search for peers/nodes.
suitability Peer/node discovery |In order for a node to be part of a network, it must be
algorithm connected to other nodes. Need to verify the algorithm to
Rel appropriateness search for other nodes/peers in the network without a
clevance central server (proximity peer priority search, etc.)
Private ke . . .. . .
Y . Assessing the appropriate policies for storing and backing
storage/backup policy .
. up private keys
appropriateness
Evaluate the time it takes to create a block.
At the block creation time, the transaction creation and
Block generation time broadcasting time, the consensus proof time, the block
egfficienc broadcasting time, and the block are added to the
Y blockchain of the local disk. It is possible to
select/combination among several factors such as the time
the block is added.
Evaluate the time it takes to complete the proof of
Performance . . hich i . f . block
oy Time efficiency Consensus Proof Time | COnSensus, which is a requirement for creating a block.
ethaency .. Each of the consensus proof algorithms may have different
Efficiency . .
factors affecting the proof of consensus time, so each
element must be clearly defined and used.
Evaluating broadcast response times for transactions and
Broadcast response .
. .. blocks. Affected by the quality and performance of the P2P
time efficiency
network.
. . Evaluating the time when the requested result is displayed
Lookup time efficiency L & : .q piay
to inquire the block's transaction.
Assessment of the number of transactions completed
. during a specified time period.
Transaction . .
throuehput Displayed as the number of transactions per second,
&b calculated by dividing the total completed transactions by
the total time required.
An assessment of the number of query jobs completed
Performance Capacit Lookun throuehnut during a specified time period.
efficiency pacity P &b Displayed as the number of views per second, calculated
by dividing the total inquiry work by the total time required.
Evaluate how to improve processing performance and
. whether tradeoffs were taken into account.
Processing power . . .
scalabilit Define methods to improve processing performance, such
Y as block size and transaction size, and check the effect on
overall quality when applying each.
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ualit ualit .. ..
Q y . Q ¥ .. Evaluation item name Purpose of evaluation item
characteristics sub—characteristic
.. Evaluating whether external interfaces such as REST API
Connectivity to . ) .
for accessing blockchain—based services such as smart
external systems ..
o » contract calls are exposed and functioning properly.
Compatibility Interoperability - -
Evaluate whether the ratio of the various data structures
Data structure .. . . .
. used inside the blockchain to be used in exchange with
exchangeability . .
other systems is appropriate.
User interface Evaluate whether the user can arbitrarily customize the
customization interface.
Assessing the ease of use of the public and private key's
Operability user interface.
Ease of use of . . . ..
. . Public and private keys are used like ID and PW of existing
public/private keys . " . .
web services, but they are unfamiliar to users without basic
Usability knowledge.
. Evaluate the rate at which user input is checked for validity.
. Input validation N . .
User error prevention . Once encrypted transaction is irreversible, user input
checkability . . . .
validity check is required as much as possible.
L. o . Must maintain the usability of the system.
Existing system Similarity to existing . . .
o The procedure for using the existing Ul and functions
usability system -
should be maintained.
. . Evaluate the degree to which test coverage for the function
Maturity Securing test coverage . ..
of a blockchain—based service is secured.
Responsibility . . . Evalgatlng the possibility o.f the existence of a single point
Availabilit Single point of failure | of failure among blockchain components.
Y avoidance A single point of failure is a factor in which the entire
system stops when a single point is not working.
Conditions for normal operation should be defined by
Fault tolerance Node failure tolerance | evaluating whether the blockchain can operate normally
Responsibility even if there is a malicious node or a broken computer.
. Average recovery | Evaluate whether the blockchain time evaluation system
Recoverability . )
time 1S recoverable.
Evaluating the degree to which a blockchain system can
Access control . . .
protect confidential data from unauthorized access.
. . Data encryption Evaluate whether the encryption and decryption of data and
Confidentiality ) L. .
S " accuracy transactions is implemented exactly as required.
ecurity - - - -
Encryption algorithm |Evaluate whether the strength of the encryption algorithm
strength for data and transactions is sufficient.
Intearit Data inteerit Assessing the degree to which the blockchain system
sty enty prevents data modification from unauthorized access.
Convenience of freight | Evaluation of the ratio of labor and errors to the
) ) waybill maintenance | maintenance of the paper bag waybill.
Economics User economics

Possibility of external
connection

Evaluation of the expandability of functions for linking
digital waybills to tax accountants and user guidance.
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