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[Abstract]

Recently, proving insurance fraud has become increasingly difficult because it occurs intentionally and
secretly via organized and intelligent conspiracy by specialists such as medical personnel, maintenance
companies, insurance planners, and insurance subscribers. In the case of car accidents, it is difficult to
prove intentions; in particular, an insurance company with no investigation rights has practical limitations
in proving the suspicions. This paper aims reveal that the detection of organized and conspired insurance
fraud, which had previously been difficult, could be dramatically improved through conspiring insurance
fraud detection modeling using social network analysis and visualization of the relation between suspected

group entities and by seeking developmental research possibilities of data analysis techniques.
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I. Introduction
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Fig. 1. Amount and number of people detected for
insurance fraud (KRW 100 million won, people)
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Fig. 2.Workers in insurance company and body shop
detected in insurance fraud (people)

II. Preliminaries

1. Lack of research on methods for detecting
conspired insurance fraud
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2. Social network analysis techniques suitable for
analysis of conspired insurance fraud charges
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III. Technical Elements for Social Network
Analysis on Insurance Fraud Charges
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2. Extraction of network sub-groups
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IV. SNA Model for Insurance Fraud Charge
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1.1 Types of objects
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Table 2. Types and identifiers of objects

= , o
x| BAo] wrsre Ahig] ZEQ3t Asre 514 Dk Type Identifier Target object and relation
Resident |Relations between policy holder,
People | Registration [the insured, beneficiary, planner,
Table 1. Source object and Target object Relation Number |driver, and passenger
Vehicle . .
Source Target Source Target Vehicle | Registration Relations between the. vehicle at
0000 1116 1238 1216 Number fault and damaged vehicle
2680 1001 2780 2304 Hospital | Uni q Relationship between people and
2704 2381 2604 0381 ospital] Unique code | - nner
2773 1001 1513 1001 Business ] ]
2847 1004 2147 2234 Garage | registration Regalr and other relations to the
number vehicles
1.2 Expansion of the relations

Fig. 3. Connection chart that visualizes objects and relations
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Fig. 4. Planner—contractor connection chart

2. Conspired insurance fraud by planner and
hospital
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2.1 Analysis overview
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Fig. 5. Relation chart of conspiracy charge
between planner and hospital

2.2 Analysis Model
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M (Extraction of the relations between the planner,
the insured, and the hospital) Classified by the
relations among objects, the setting of the target

analysis period excluding group insurance, and
payment items (including death, hazard,
hospitalization, and surgery)

&
@ (Exclusion of planners below the average

generated benefits) Exclusion of the planners below
the overall average generated benefits as the
minimum criteria for the target planners for charge
analysis

4

® (Measurement of the jaccard coefficient between
planner and hospital) Calculation of the jaccard
coefficient based on the number of the insured

4

@ (Extraction of the relations with high jaccard
coefficient) Extraction of the upper relations with
high jaccard coefficient (the maximum number can
be limited)

&
® (Exclusion of the tertiary medical institutions)
Exclusion of the relations that include medical

institutions with no charge
&
@ (Cohesive structure analysis) Extracting suspicious

groups connected in series by implementing weak
components

4
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@ (Analysis of unit index by suspicious group and
detailed data on benefits payment) Extracting data
with highly suspicious groups by analyzing the
cumulated data on the number of the insured,
planners, and the generated benefits (the maximum
number in frequency and maximum amount of
benefits)

3. Planners conspired insurance fraud
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Fig. 6. Relation chart of conspiracy charge between planners

3.2 Analysis Model
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(@ (Extraction of planners and the insured) Setting
relations between objects and target analysis period
in life insurance and car insurance fields, excluding
group insurance, and classified based on the
payment item (including death, hazard, hospitalization,
and surgery)

4

@ (Extraction of charge analysis targets) Restriction
of the maximum number of beneficiaries based on
the payment item (including death, hazard,
hospitalization, and surgery); the target criteria:
premium X number of the hospitals that provide
treatment X number of accidents X number of
insurance contracts

4

® (Measurement of similarity and number of
common hospitals) Measurement of the number of
common hospitals and cosine similarity based on the
number of accidents (regarding the identical date of

accidents and the identical main name of the
disease as one accident) (excluding the tertiary
medical institutions and increase in the number of

hospitals by a certain standard deviation)
&

@ (Extraction of groups with mutual relations over a
certain degree of similarity) Extraction of groups

between planners  that show high similarity
(extraction of the clique directly connected to
planners)

&
® (Cohesive structure analysis) Extraction of
suspicious groups connected in series by
implementing weak components

&

® (Analysis of unit index by suspicious group and
detailed data on benefits payment) Extraction of data
with  highly suspicious groups by analyzing the
cumulated data on the number of the insured,
hospitals, planners, accidents, and the generated
benefits (the maximum frequency and maximum
amount)

4. Car Insurance Fraud Conspired Between
Acquaintances

Al 2HIA} S5AHE M2 KQliol B AfmAlg
ARt S5AE WA 2AE E9l I AFSAREAL &
9 30] 3J0]= BAEH 2 olr} o] AT BAMA} SR}
QF =2x10] AFRES 71&0 2 Ato]ZHCycle detection)ZEY
2 UER "ot Oﬂ 0] ALl AR} 5510 A7
T oM ARLEAIE 2 Afo] S FEIY LA E 5
S =9 AL 22 WA 2 ok

}\61-
=

4.1 Analysis overview
el AbLE Rate] Aziolets AR RE 2}
o FSARE AL WALE A3 o K|Q1<do] &l E]Au



124  Journal of The Korea Society of Computer and Information

20| Lehd 29 @oPol 9 o) Afm
% Ik [Fig 7 27 efe] o) 39) 152
H02 SRART AT A 2 55 W]

R OO0

akes

"
Da =)

ro,

ol
=

0

>

in

=P

[eNe]

APOIZHE) 25 49 HiEoR FE5hs 20|

fr e wok rEE
O

Fig. 7. Relation chart of conspired insurance
fraud between acquaintances

4.2 Analysis Model
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M (Extraction of the relations between the drivers
and passengers involved in accident) Extraction of
object relations, analysis duration, accident relations
among the drivers involved in accident (driver-driver),
and passenger relations (driver-passenger)

4

@ (Extraction of the cycle structure) Extraction of
only the relations where vehicles at accident are
linked by a cyclic structure (undirected cycle)
(excluding the driver-passenger relations only)

4

® (Cohesive structure analysis) Extraction of
suspicious groups connected in series by
implementing weak components, only the groups with
three or more nodes (conspiring relationship)

4

@ (Analysis of unit index by suspicious group and
detailed data on benefits payment) Extraction of data
with highly suspicious groups by analyzing the data
by group on the number of people, accidents,
passenger relations, the cumulated generated
benefits (the maximum frequency and maximum
amount), and the duration in which the group was
formed (the difference between the first accident
date and the most recent accident date)

5. Car Insurance Fraud Conspired by the
Driver at Fault and the Victim
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Fig. 8. Relation chart of conspiracy charge
between the Driver at Fault and the Victim

5.2 Analysis model
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(M (Extraction of the relations between the driver at
fault and the victim) Setting relations between
objects and target analysis period; extracting accident
relations among the drivers involved in accident
(driver at fault and victim)

4

@ (Extraction of the cycle structure) Extraction of
only the relations where vehicles at accident are
linked by a cyclic structure (directed cycle)

4

® (Cohesive structure analysis) Extraction of
suspicious groups connected in series by
implementing weak components, only the groups with
three or more nodes (conspiring relationship)

4
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@ (Analysis of unit index by suspicious group and
detailed data on benefits payment) Extraction of data
with highly suspicious groups by analyzing the data
by group on the number of people, accidents, the
cumulated generated benefits  (the maximum
frequency and maximum amount), and the duration
in which the group was formed (the difference
between the first accident date and the most recent
accident date)

6. Conspired Insurance Fraud between Vehicles
and Body Shops
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Fig. 9. Relation chart of conspiracy charge between
vehicles at accident
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Fig. 10. Relation chart of the vehicle accident

conspired by body shops
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6.2 Analysis model
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(@ (Extraction of accident relations between vehicles)
Setting relations between objects and target analysis

period; extracting accident relations among the
vehicles (directionality is not considered)
&4

@ (Extraction of the cycle structure) Extraction of
only the relations where vehicles at accident are
linked by a cyclic structure (undirected cycle)

4

® (Cohesive structure analysis) Extraction of
suspicious groups connected in series by
implementing weak components, only the groups with
three or more nodes (conspiring relationship) -
primary suspicious group

4

@ (Expansion of the relations including body shops)
Extraction of body shops (using weak components)
where vehicles in the primary suspicious group were
repaired

4
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® (Analysis of unit index by suspicious group and
detailed data on benefits payment) Extraction of data
with highly suspicious groups by analyzing the
cumulated data by the primary suspicious group on
the number of people, accidents, and the cumulated
generated benefits (the maximum frequency and
maximum amount) and by the secondary suspicious
group on the number of vehicles, body shops, repair
relations, and the duration in which the group was
formed (the difference between the first accident
date and the most recent accident date)

V. Conclusions
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