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Abstract

The physical security layer of industrial wireless sensor networks in the event of an eavesdropping attack has
been investigated in this paper. An optimal sensor selection scheme based on the maximum channel capacity
is proposed for transmission environments that experience Nakagami fading. Comparing the intercept
probabilities of the traditional round robin (TRR) and optimal sensor selection schemes, the system secure
performance is analyzed. Simulation results show that the change in the number of sensors and the
eavesdropping ratio affect the convergence rate of the intercept probability. Additionally, the proposed optimal
selection scheme has a faster convergence rate compared to the TRR scheduling scheme for the same
eavesdropping ratio and number of sensors. This observation is also valid when the Nakagami channel is
simplified to a Rayleigh channel.
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1. Introduction

Industrial wireless communication is the core of development of the Internet of Things (IoT)
technology [1-3]. The reliability and security of transmission are influenced by factors such as the
characteristics of wireless communication, various types of noise, and the interaction between machines
[4,5]. It is essential to study the security and reliability of information transmission, and the failure to do
so can lead to significant losses, such as abnormal production, damaged machines, and even threats to
the lives of people. The security of wireless communication networks must be highlighted because these
networks transmit signals that are generally personal and may be confidential [6]. In fact, both authorized
and the unauthorized users can access wireless media freely, as the wireless transmission environment is
always open due to its broadcast nature. As a result, wireless sensor networks (WSNs) are more
vulnerable to eavesdropping attacks compared to wired sensor networks. Especially in industrial WSNs,
many wireless access equipment exists, and the untrustworthy nodes can easily intercept the data of the
devices, which can have adverse consequences. Thus, it is important to investigate the protective
measures in industrial WSNs to provide safety from such eavesdropping attacks.

Conventionally, cryptographic techniques have been utilized to protect wireless communication from
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eavesdroppers. These techniques normally require high computational capability from the equipment.
However, wireless sensors often have limited computational capability, which makes it difficult to utilize
cryptographic techniques to assure secure communications. In information theory, when the capacity of
an eavesdropping channel is lower than the data rate, the eavesdropper cannot decode a source signal.
Therefore, in industrial WSNs, the security performance of a physical layer can be improved using the
information-theoretic security principle [7].

In recent years, physical layer security is garnering more attention, which can be used to evaluate the
secure transmission for wireless communication systems. Even if the eavesdroppers have unlimited
computational power, physical layer security can protect the confidentiality of communication against
eavesdropping attacks [8]. In [9], the authors considered a multi-hop relay system with secure
communications, and the secure rate was analyzed. In [10], the authors considered a heterogeneous
network, and investigated the security performance of the physical layer by using the average secrecy
rate and secrecy coverage probability. In [11,12], the authors investigated the tradeoff among security,
reliability, throughput and other security issues by considering the single-relay-single-eavesdropping and
multiple-relay-single-eavesdropping scenarios. In [13], the improvement of secrecy capacity is reflected
by the difference of channel capacity in the main link and the eavesdropping link. In [14], it is shown that
an eavesdropping event will occur if the channel capacity of the main link is less than the channel capacity
of an eavesdropping link. Hence, increasing secrecy capacity can effectively reduce the possibility of
intercepting messages. Zou and Wang [15] put forward a scheduling scheme about optimal sensor.
Secrecy capacity is defined as the difference between main channel capacity and eavesdropping channel
capacity. Compared with the conventional scheduling scheme, this scheme shows lower intercept
probability, which can enhance the physical layer security and provide protection for industrial WSNs
from eavesdropping attacks.

Most of the literature focuses on the physical layer security performance in traditional wireless
network. Intercept probability is one of the most effective methods [16]. Our study is intended to secure
the physical layer transmission in industrial WSNs, which have more complex channels. The considered
model is composed of multiple sensors and sink nodes. We assume that the main link channel and the
eavesdropping link channel satisfy the Nakagami fading channel. The relationship between channel
capacity and maximum transmission rate is used to derive the secure capacity. Based on the maximum
channel capacity, the intercept probabilities of the diversity gain algorithms in the traditional round robin
(TRR) are studied and compared with the intercept probabilities of the diversity gain algorithms optimal
sensor scheduling schemes. Experimental results show that our proposed scheme is superior to the
traditional scheme.

2. Model Description

2.1 System Model

The considered industrial WSN environment model is shown as Fig. 1. The WSN includes N sensors
nodes, an eavesdropper and a sink node which collects the data from each sensor and makes the final
decision. In this paper, we assume that all of the nodes in the system are equipped with a single antenna.

As shown in Fig. 1, the main links are represented by solid lines and the eavesdropping links are
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represented by dashed lines. When a sensor transmits information to the node, a user receives a signal
through the main link. An eavesdropper illegally receives the signal by using a sensor. It is worth noting
that eavesdroppers can be both illegal and legal users that intercept other users’ data. The N sensors are
denoted by S = {s;|i =1,2,--,N}. In [17] and [18], the Nakagami model is close to the actual
application environment and more complex than Rayleigh fading models. Both the main channel and the
eavesdropping channel are assumed as Nakagami fading channels. In this paper, we also consider that
the channel characteristics are known.

.................... » Main link
O - — = p Eavesdropping link
" Sensor 1~
~ .
A" Obstacle e
@ . o N
\ 4
G Sensor 2 v
Sink ., ensor ‘/_/
Eavesdropper

. - ’
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Fig. 1. Industrial WSN with one sink, N sensors, and an eavesdropper.

The received signal at the sink is denoted as y;.

s = /Pihusx; + g (1)

In Eq. (1), hjs is the channel coefficient of the s;-to-sink link, ng is the complex AWGN which has
zero-mean and variance N;.
According to the Shannon channel capacity and Eq. (1), the achieved main channel capacity of the

sensor s; to the sink link can be expressed as follows:

Co(0) = log, (1 +1L00) @)

No

where i € S. We assume that the characteristic of the channel is known by the eavesdropper. However,

the source signal x; is unknown. The signal received by the eavesdropper is denoted as y,.

Ye = \/Fihiexi +n, (3)

In Eq. (3), h;, is the channel coefficient of the eavesdropping link from s; to the eavesdropper, the n,
is the complex AWGN, which also has zero-mean and variance N,. It is to be noted that here we have
assumed the eavesdropper to have the same noise channel as the legitimate users.

The channel of the eavesdropping link is indicated by C, (7).

Co(i) = log, (1 + 1) @)

No
With Egs. (2) and (4), the secrecy capacity of the channel is considered as

Csecrecy () = max{C; (1) — C, ()} (%)
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2.2 Channel Statistics

The Nakagami fading channel provides a good fit for measured data in industrial WSNs. That |h;s|?
and |h;,|? follow gamma distributions, which have the following expressions for the probability density
function (PDF):

oo~ (e 2°) (6)

6i82
I l~1" (ki %) @)
We define that X;; = |h;s|? and X;, = |h;.|?. Since |h;|? and |h;,|? follow gamma distributions from
Eqgs. (6) and (7), the PDFs of X;; and X;, are respectively given by

i (xis) = r(m ) ( = )mi xis™ " exp (_ %) ®)

Ls

ine( Le) 1"(;(1) ( kel )ki xieki_lexp (_ %) ©)

e

where I'(+) denotes the gamma function.

3. Intercept Probability Analysis Based on Maximum Channel
Capacity

Wyner [19] proposed to evaluate the secure transmission by Shannon theorem firstly. He assumed that
when the Shannon capacity of C is larger than the target information rate of R in the system, the users
can achieve successful transmission and the original information bits can be transferred to the destination
in an arbitrarily small error probability. On the other hand, considering the eavesdropper, when the
Shannon capacity of the intercepting link is higher than the target information rate of the users, the users’
signals are intercepted successfully, and the intercept behavior happens. The intercept events at s;-to-sink
link can be defined as follows. In the process of information transmission, if the information rate of the
wiretap link is not less than that of the main link, it means that the secrecy capacity is non-positive, and

an intercept event is possible. Therefore, the intercept probability from s;-to-sink is given by

Piye = P.(Ce (1) > Ry)

(log2 (1 + lhle' il ) > Rd)
= P;(|he|* > 0) (10)
(2Ra-1)nN, .
We define d = — Thus, we obtain

i

Pine' = Pr(lh|? > 9)
2 1 [k \" k;x;
= 1—f — —L> XM tex (— - Le) dx;
. F(ki) <5ie2 ie 14 5ie2 ie

= exp (— 5]%6) Zﬁ;l

an
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Assuming that the main and eavesdropping links have the same parameters, m; = k; is obtained. For
notational convenience, we utilize 5i52 and Siez to represent the average channel gains of the main links
and wiretap links respectively. Besides, letting A,,, denote the main-to-eavesdropper ratio (MER) to
represent the ratio of §;5° t0 8,52, i.€., Aye = 8;5°/8;0°. Therefore, according to Eq. (11), the following

equation can be obtained:

e i=0
, _(FoAmeo
= exp (=5 Aned) 21 lu
= Pr(lhisl > Amea) (12)

where A,,, = o and P;,," - oo,

4. Intercept Probability Analysis of Nakagami Fading Channel

We assume that there are N sensors in the system. The intercept probability at i-th channel sensor is
defined as P;,,;'. We analyze the intercept probabilities of the diversity gain algorithms of the traditional

RR and optimal sensor selection algorithms in this section.

4.1 Intercept Probability of the Diversity Gain Algorithm of TRR Scheme
The achievable diversity gain obtained by the TRR scheme [20] is d;oyng = mElSn m,;. According to the

definition of the round robin scheme, in which, the eavesdropper will intercept the signal by each sensor,
then average intercept results will be implemented by the round robin scheme. Therefore, the intercept

round

probability of the TRR scheme is represented as P;,,;

l
mj
—lmea>

round _ 1 i_1¢n m; mi—1 (51'52
Pipt =y &i=t P = N &i=1 exp\ — 55a2 Ame0 =0 T (13)

4.2 Intercept Probability of the Diversity Gain Algorithm of Optimal Sensor
Scheduling Scheme

The achievable diversity gain obtained by the optimal sensor selection scheme is d,,oposea = N m;.

In this paper, we select the optimal sensor by the maximum channel capacity. Then, the intercept

probability of the optimal sensor selection scheme can be calculated by P, F7°P25¢?

l
m;
(—lZAmea>
m;—1 \§js

. "
Pang”" 7 = T Pane' = Ty e3P (= 35 20 B3 205 (14)
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5. Analysis of Numerical Results

We analyze the industrial WSN model containing an eavesdropper using Eqs. (13) and (14). For the
sake of convenience, we assume 0 = 0.5. The complex AWGN has zero-mean and variance N, = 0.2.
We use the Nakagami fading channel to describe complex industrial environments. We evaluate the
secure performance by comparing the intercept probabilities of the TRR scheme with the optimal sensor
selection scheme. The intercept probabilities of the two schemes are simulated and analyzed based on the
maximum channel capacity. The Nakagami fading channel degenerates into the Rayleigh fading channel
when the shape factor satisfies the relation m; = k; = 1.

Fig. 2 shows that the probabilities of intercept varies with the MER when m; = k; = 1, according to
Egs. (13) and (14), under different sensor numbers. In Fig. 2, we can see that the traditional scheduling
scheme of round robin shows a less obvious reduction in terms of intercept probabilities than the proposed
optimal selection scheme, when the sensor numbers changes from N = 2 to N = 4. It shows that as the
sensor numbers increases, the TRR scheduling scheme cannot significantly improve the secure
performance. Besides, we can draw certain conclusions from Fig. 2; in the case of the same number of
sensors, the optimal sensor scheduling scheme has better security performance by comparing the intercept
probability.
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Fig. 2. Intercept probabilities versus MER when m; = k; = 1.

Fig. 3 demonstrates the intercept probability versus the sensor numbers when m; = k; = 1 for different
MERs. As the MER increases from A,,, = 3dB to 4,,, = 5dB, the intercept probability of the
traditional scheduling scheme is almost constant. This shows that N has little impact on security benefit
of round robin scheduling scheme. However, under the same conditions, the intercept probability can
significantly decrease as N increases in the proposed optimal scheme. And the intercept probability also
decreases when MER changes from 4,,, = 3 dB to 4,,,, = 5 dB in the proposed optimal scheme. This
indicates that, relative to the TRR scheduling scheme, the security benefit of the optimal scheduling
scheme is better.

Fig. 4 shows the variations of the intercept probability with the MER. In the simulation, the parameters
are set as: the Nakagami fading factor is defined as m; = k; = 2. When the number of sensors is changed,

the probabilities of intercept under the TRR and optimal schemes both decrease significantly.
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Furthermore, the convergence of the latter is more evident. When the number of sensors is the same, the
rate of the optimal scheme is clearly superior to that of the traditional scheme.

intercept probability
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Fig. 3. Intercept probabilities versus the number of sensors when m; = k; =1, 1,,, =3 dBto 4,,,, =

5 dB.
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Fig. 4. Intercept probabilities versus MER when m; = k; = 2.

Fig. 5 illustrates intercept probabilities versus the number of sensors when m; = k; = 2, 4,,, = 3dB
and A,,, = 5 dB. Fig. 5 also demonstrates that the intercept probabilities of the TRR scheme are constant.
The change of the intercept probabilities of optimal scheduling schemes is also shown in Fig. 5. When
m; = k; = 2, we simulated the cases for 4,,, = 3 dB to A4,,, = 5 dB. For the case of same MER, it can
be seen that the lower probability of intercept can always be achieved by the optimal scheduling scheme
than that of the TRR scheme, and the intercept probability of the TRR scheduling scheme is a straight
line as NV increases. The intercept probability of the proposed scheme decreases significantly when the
MER is changed from 3 dB to 5 dB. Compared with the TRR scheduling scheme, the optimal scheduling
scheme has better security benefits. In addition, for both of the scheduling schemes, the convergence
rates of the intercept probabilities increase with increase in MER.
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Fig. 5. Intercept probabilities versus the number of sensors when m; = k; =2, 1,,, =3 dBto 4, =
5 dB.

6. Conclusion

The physical layer transmission of industrial WSNs is affected by numerous factors such as the
estimation error in a channel, change in the transmission environment of a sensor, real-time requirement
of data, and priority level settings. We researched the physical layer security of the WSNs in the presence
of an eavesdropper. We proposed a sensor selection scheme based on the maximum channel capacity
considering Nakagami channel and compared it with the TRR scheduling scheme. The intercept
probabilities of the optimal scheme and the traditional scheme were derived. When the number of sensors
is invariant, we analyze the effect of different eavesdropping ratios on the intercept probability.
Additionally, when the eavesdropping ratio is invariant, the trend of variation in the interception
probability with the number of sensors is analyzed. The results show that the intercept probability of the
optimal sensor scheduling scheme is superior in terms of convergence for both cases.
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