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Abstract

This paper describes a design of high performance modular multiplier that is essentially used for elliptic curve cryptography.
Our modular multiplier supports modular multiplications for five field sizes over GF(p), including 192, 224, 256, 384 and 521 bits
as defined in NIST FIPS 186-2, and it calculates modular multiplication in two steps with integer multiplication and reduction.
The Karatsuba-Ofman multiplication algorithm was used for fast integer multiplication, and the Lazy reduction algorithm was
adopted for reduction operation. In addition, the Nikhilam division algorithm was used for the division operation included in the
Lazy reduction. The division operation is performed only once for a given modulo value, and it was designed to skip division
operation when continuous modular multiplications with the same modulo value are calculated. It was estimated that our
modular multiplier can perform 6.4 million modular multiplications per second when operating at a clock frequency of 32 MHz.
It occupied 456,400 gate equivalents (GEs), and the estimated clock frequency was 67 MHz when synthesized with a 180-nm
CMOS cell library.
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Input : X ,Y,M HE Q] $39t J5FE5E g HE (Y, ¢=n/2)2 ¥
xj"n—l'xn—z"“"‘l"‘ﬂ}}' galo] AAS TR R FAVY Ft=go] &
Y ={n-1.Yn-2 Y1 Yo}
M = (e g o) Fwsh Zoprit) A (2o A M 2= A (33 2
Output : T= (X xY) mod M o ¢ 2,9 AN AnES o] &ste] 2 (3-b)H}

Precomputed: p = |22"+a*E /)|

01:C:=XxY;

02:s:=|C /2" X u; o g o2l

03:m:=|s/2"F|x M;

04:T=C-m X=X72+X, (1-a)
05:if (T < 0) then

06: T=T+M; Y=Y2'+7, (1-b)
07 :returnT

XY= (X2+X,)( 2!+ Y,)

(a) for field sizes of Nn=192, 224, 256 bits = L9y, @)
2 1 0
Input : X = {Xn-1,%n—z,, %1, %0} = {X1, Xo} 2 =X ¥y (3-a)
X1 ={xp-1,%n-2,", %4} z =X Y, +X,Y,
Xo = (xg 1% 2,70} @=/2) BT A I R (3-b)
Y = {yn-1,¥n-2, ¥, Yo} = {Y1.Yo} o T e
Y= {}’n—lnyn—Zr"':yq} Ry = lei (370)

Yo = g-1,Y4-2," Yo} (A =1/2)
M = {my_y,my_p, ", My, Mg}

Output : T= (X xY)mod M 2.3. Laz ig}: %}J—_y_;_q
Precomputed: u = |22"+%+8 /M| o= -

a9 - fEzE @A-19 a9 1-(0)9
01: Pog := Xo X Yo Yeum := Yo + Yy

TR GA-1~GA -5 A dojxl 2n M ES
T - '4 pul n
02: Pll = X1XY1; Xsum:= X0+X1, o o o .
03 : Pss := Xgum X Youm: €1 ::{PllnPOO}_PGOXqu ’TJ:I—@}Z%‘T”]' C= "75‘_ 93/1\_]_—“_‘ EO‘EH n H]EQJ E—EFH
04:Cy = Cy — Pyy % 2 -
05;CZ:= C21+ pssux 24, HAZAY} T=(XXY)modMO.2 =¥t 19 1-(a)
06350 3= 1C /2" om0 X Kyt g o] rEREO A BA-2~TA-6 e 217 1-(b)
. — n+a .
0751 =1C T2 -y oy X My o] frrEaso /\1 A6~ -18& Fof A4tz
St1 *= Sos & N o v}zl Z=oF oAk S 74k
08:5, = I,C /2n+“J[(M_1):O] X ﬂ[(n+4):wl; o= 1_4—]5]_144 = ]I] ]— = [7]—3 ]
anm : © =2 &}z Lazy %‘%E &3] 5108 ARE3tc). o
Stz =S 5 X2 2 2
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S3 =Szt S X2 2
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11:mg := s/ 2™ uecs- Mycg_1): 01 .
ma =15/ 2 | e sy Mica-n o s Aare] HE Zol7k F41719] e wERT
12:my 5= s/ 2] Loy nstomy X Migg-y:of 2 Ao Aewr)
My 2= My; = -
13:mt21=:lS;Z"J'BJ[((M(s—ﬁJ )D]XM[n'q]: LaZy Tg}:% % CS@“ X, YQJ ;’% /}7] (4)9]— 71-0]
—1): °
2 215 = owmA oA 2 5 23
My = My +my X 29; ArkstH, o= WAl Albo]l Hof FHNE FIH
14:my = l3/2n+ﬁl[(n+(5_ﬁ);wlXMln=¢1]; f-'?‘ 0=2% 7‘:_!:]_%-3]1:"]01 X, Y’E‘ OSAXV,Y<6M94 H—]‘(H
2
Mg 3= Mgz + My X 29; = zr=t)
15 :m := myz + my X 27,
16:T=C—-m;
17:if (T < 0) then 0< (XXY)modM <M (4)
18: T:=T+M;
19 :returnT = - - =
e ZoF A Sy ko] 1/M (M BED
for field siz f n= 1 bi - -
ol or field sizes of =384, 21 bis 2 ghel 24 ) 20) W% @S olgatol et

Fig. 1. Proposed pseudocode for modular multiplication.
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Input : Dividend X = {Xpp13, Xog+2,**
DivisorY = {yg_1,¥k—2,-
k = field size

2 X1, Xn},
Y1 Yot

Precomputed : BASE =2% — Y

OQutput : Q = é’s quotient

01:4A:=X

02:Q = Q + {@sr+3, Aop-+2, -+, Aic}

03:if (k =384 or k = 521) then

04 : t:=[(k+4)/2]

05: A= {agpy3 aapiz e ag} = {@'g, 015, d o}

06: By :i={a't_1,a't_y, -, a o} X {base;_,, base;_,, -, basey}
07: By = {a'l,l,a'l,z, -, a't} X {base;_,,base;_,, --‘,basen]
08: By :={ad'; 4, d e 2@ o} X {basey,_,, basey_,,--, base;}
09: By :={a';_,a'1_y -, a s} x {basey_,, basey,_,, -, base;}
10: B:=Byx2% + B, x 20+ B; x 2! + B,

11 : else then

12: B :={aspt3 Aoy -, } X BASE

13:A =B + {ay—1,ar—2 ", a0}

14:
15:
16:

if ({azg+s Aoktzr - ax} > 0) then
go to step 2
else then
17: go to step 18
18:if (A =Y) then
19: A=A-Y
20: Q=Q+1
21: go to step 24
22 : else then
23: go to step 24
24 : Return

Fig. 2. Pseudocode for Nikhilam division algorithm.
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Fig. 3. Architecture of modular multiplier ModMul.
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Table 2. Number of clock cycles required to calculate
modular multiplication

¥ 2 ZEy 24 Add £=E 25 AOIE T

Field Size (bits) 192 224 256 334 521

Integer multiplication 1 1 1 5 5
(cycles)

Modular reduction 4 4 4 12 12
(cycles)

Total (cycles) 5 5 5 17 17
Ho] A =Z7|7} 384 HIE, 521 HIEQ] Z$-oll= v
ANAE BPoo] AWFEE £ FFH Apo]2
b 3ul AE Fbach E 3e B wEd ®
w9 fFAl7I9ke] g wola gl ¢ [14]¢]
A= o] ModMul Fojol] H&] A&
LUT 57} HA % sge] F40] o 49 wjo] A7t
o] 28 o] Aidsol vk #4 [15]¢] Abdl=
i °] ModMul &= Rt} 14F 28 A 7ko] A

FPGA Verification e g

of Modular Multiplication

FPGA board

FPGA (Xilinx Virtex5 XC5VSX95T)

"’ WRAPPER ModMul

8 \

UART

RS-232C

(a) FPGA verification setup

2.1 Dialog o

[clear |

FPGA Verification of Modular Multiplication

Field size
P-192 © P-224 ® P-256  P-334

Elliptic Curve

[Prime field, Koblitz__~)

Input Data

INPUT X  B8SDDDF32B0B062B408E536BE CHFE 7CIE2534C BAIDAZF 7AEBB3A759] 3BBEBATS

INPUT Y  5ABAF64ED2A4FSBBDBCADE 7BF75! 1B2F7DA031 773862508391 4BF45ASABB384C

INPUT MOD F

Operation results

Proof H/W | SE397349061 C28C2CE298F266898 1 7FEC2CAFEE9BD2GE 12850 | 942F 781 77FFEF

Proof S/W | SE337349051 C28C2C6230F266898 1 7FEC2CAFEEIBD29E 12860 | 942F 781 77FFEF

Verification results  H/W & S/W results are matched

BAUDRATE : [115200 ~| COM PORT :[Com? ~) [L_CONNECT | [_DISCONNECT | com?

(b) Screenshot of FPGA verification (field size=256 bits)
Fig. 5. FPGA verification results of ModMul.
% 5 ModMulel FPGA AHE Zx}
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