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A Study of Hazard Analysis and Monitoring Concepts of Autonomous Vehicles Based
on V2V Communication System at Non-signalized Intersections
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Y3 AT D BAE AU E 59 A5 BdE A vav 1A3THS A AIEk 9
th B =FoAMe v2v ZEQ o|HHE B4t vov ZEYE 99 88 B4 1A
=g Aot =3 gyt 22 21 2 wEHd ut a2 AU LE AAEk
ISO-26262 Part3 TZAM| A5 &85l HARAS F33to] A-8F 0] 2250l tis] A&
ol 7|4k 184S EA3l ASILS AASET v2v 289 7 AXIE™ RUHFY 74
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4ol vav, HlAE e, HE4 24, ZUEFE AA, AeF3

ABSTRACT

Autonomous vehicles are equipped with a wide rage of sensors such as GPS, RADAR, LIDAR,
camera, IMU, etc. and are driven by recognizing and judging various transportation systems at
intersections in the city. The accident ratio of the intersection of the autonomous vehicles is 88%
of all accidents due to the limitation of prediction and judgment of an area outside the sensing
distance. Not only research on non-signalized intersection collision avoidance strategies through V2V
and V2I is underway, but also research on safe intersection driving in failure situations is underway,
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but verification and fragments through simple intersection scenarios Only typical V2V failures are
presented. In this paper, we analyzed the architecture of the V2V module, analyzed the causal factors
for each V2V module, and defined the failure mode. We presented intersection scenarios for various
road conditions and traffic volumes. we used the ISO-26262 Part3 Process and performed HARA
(Hazard Analysis and Risk Assessment) to analyze the risk of autonomous vehicle based on the
simulation. We presented ASIL, which is the result of risk analysis, proposed a monitoring concept
for each component of the V2V module, and presented monitoring coverage.

Key words : V2V, Non-signalized intersection, HARA (Hazard Analysis and Risk Assessment),
Monitoring concept, Autonomous driving
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2 S H A 2E Y kA HAAE A3l AH3ATE (Kowshik et al., 2011) #5F of
Yzl v2ve] B4l B34, 71AE 189 22 B2 89 g A% WHEHAT Au et al.(2012)=
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3 #E 2] U S SAFT (Au et al, 2012) Viadimir et al.(2017)= AH-&FY 4] A9 A5
A% 59 A4S g8 AEF Ado] & & A T T Aot AAE dor)r] 47] Wi, T4

24 WA Bl v A2 o] oheka AkEA AN VoV BAS ALgste] Aao] LARE
A g el AAeh VavE Sl Tejakt sjoluels o7l A

s} o, A delg S 7Htez 3 A= vav 1% g
FEo AYgleolA V2vE AFFoz AMET 4 9SS HAF
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t}.(Vladimir et al., 2017) &A%k v2v &A1 7]dk v Al
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<Fig. 1> The worst case of the intersection collision
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M. V2V BE op7|dA] 2 x5k &3 939 =&

1. V2V B= O0P|X

V2V 5418 93 AHgEE stEdole 2k UlF-o 9= On Board Unit (OBU)©| X <Fig. 2>} Z°] OBU
o] oHHE A7 BE, T2A~ BE, 3¢ BE, GPSE 745t
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<Fig. 2> V2V Architecture

59GHz FEIUE 53l V2v WAA7L $5415 1 Z2EWS (RF FontEnd)E 53 AZHEE wAAE
Oagsly] Z2AXE dDeity, Z2AXME 54 B8 9, X 4 98, Az 5713 98 5< 3
dutd o2 ofEFE Aol Hojof, MELZ ¥ A% #Holol®E FARTY AFo 2 AFEL CANF ojryl W
o7 HAEHT. V2v EEA AEEHE HolHeE SAY FA5A ZF90 W VE(ereless Access in
Vehicular Access) EF& 7|02, 7]& ¢ WA|R] (BSM, Basic Safety Message)E FH 2tEFENA 714
o8 HETHAE 3o g o] FoATh(Y], 2017)

2. V2v EEY 28 20 B4

ISO 26262 2 Yuk [EC 615087 2L 7]1% ¢tA) th3l 3
A mo2 B39t 1S026262 FE 5904
(ISO-26262-5, 2011) IEC 61508200141 4 FAlel 14 RE& Aottt (IEC 61508-2, 2010)
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NHTSAES Zadte] v2v AXUEE 9H QS %*4*8}04 13 RS A3 V2V BEQ Sl
(FethE ZXEE Holg F2loy w2 EM%‘ A ggo] AREHJIAY FHOoE s oF o
(External disturbance), 3tE9 o] T o) W2 14 REE A3t TEAN A BEL AY TFE 14, AZE
o A3 e 3goE 3 mEs Ztlo}%'it} ojoll that #1& 27l (Casual factor) ©-2 MY FH+ 1%
2 sho|j =yl Qs LAY, AZEY O] A BHHI AT AP dagF T AZTEY Y ZE A
o] Agto g sty stegjo] ugE npo|ARAEEL S 7AA 1, WRE] 7, i BolW £9 2R,
AT S oF (AZ FE)Z AYeiint A FAHe] A 892 T4 WA 1A, sfedo] uFo R 1A
REZ AHolatint olo thak 98 29 (Casual factor) &2 F4 W2 1S w2 53} (overload) & W2
L5, WAA F547] 1o R Attt v2v HEUEYE 114 REo tisf <Table 2> A& a3t
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1) 18 70| M2 255 Z9f

NHTSA9] V2v oJZg Aol E Ul V2v Aul2 7]9ke] Vav 75 & V2v7)ial 2853 A3l vlils
WARAA WAR FE AR AT 75S ABEA O, HAZOP 7Ho|EHE i & 3t wAzE S& 4
B uAlF No or NOT)¥ wAtE F& HEO ZAXHE AF (Incorrect) &2 245 EZ31 <Table 1>7}

2ol 715 8 eAES sy

<Table 1> Function and Malfunction definition

Function Num Malfunction Hazard

Not provide intersection collision risk

.. . Risk of collision due to no deceleration
warning information

Provide intersection MF1

collision risk waming ide i i ion collision risk|  Risk of collision d intended
information ME provide incorrect intersection collision ris sk of collision due to unintende

warning information deceleration

b 24T V2V AEUEN 1Y 20lo] ek o W@ £59) ogFo] WS thstel B4t
<Table 259 RelaHich

<Table 2> Failure mode and Malfunction

Component failure mode causal factor Malfunction
Message Corruption Incorrect
Message delay No or Not
Message loss No or Not
Unintended message repetition Incorrect
External control input or information wrong -
.. . Resequencing Incorrect
Transceiver or missing and external disturbance
Insertion of message Incorrect
Masquerading (or incorrect addressing) Incorrect
Asymmetric information Incorrect
Blocking access to a communication channel No or Not
Hardware fault Internal hardware failure No or Not
Power supply fault Power supply fault(high, low, disturbance) No or Not
Software error (inadequate control algorithm, Inadequate signal processing algorithm Incorrect
flaws in creation, modification, adaptation) Flaws in software code creation Incorrect
Processor Internal hardware failure, No or Not
fault memory storage, No or Not
Hardware fault - —
fault internal timing clock, No or Not
fault signal converting (e.g. signal filter) Incorrect
L Bus overload or bus error, No or Not
External Communication bus error - - -
Failure of the message transmitter, receiver No or Not
Interface Bus - — -
(Bthernet or Internal hardwa.re fe.ulure (Connection is intermittent, No or Not
CAN) Hardware fault connection is open, short to ground)
fault signal converting Incorrect
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2) HARA &

18026262 Part3 ZZM 2E 283+ HARA (Hazard Analysis and Risk Assessment) 'S ©]-8-3l9 <Fig. 1>
oA AoJg AUy 7oz ALFHXFS 23 V2v A5 ik HFA B4 4335k <Table
3>ol] Atk ASILS 3l A%, =& HE, 11101 7Fed e THe 23ete AT sl A=
FH3k7] 913l SAE 12980 (SAE, 2015)9] &%

AR HAFOR ¢ 6& QXJE MF1)9 43l 445 ZE AUl A&
o) Eaate] watEe] FYF 2k 7héol

A5 AFoRE A% 2&5 MPR2)9] 33l AAEE A7 o 24] e &0 =
T AnetA FEste] SIE st AlEdEolAd Aol ik AR £42 5FoA TRV E it =
Z WEE 15026262 FE 3 F4] (IS0-26262 Part3, 2018)2] H-Eo X&F s =& H= dAIE st
R Ao 7heAde AEFPAE JPFEt] S AFH R # 2
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<Table 3> Hazard Analysis and Risk Assessment (ASIL)

Scenario Case Malfunction S E C ASIL

No or Not S3 E4 C3 D

Scenariol
Incorrect S1 E3 C3 A
No or Not S3 E4 C3 D

Scenario2
Incorrect S1 E3 C3 A
No or Not S3 E4 C3 D

Scenario3
Incorrect S1 E3 C3 A
No or Not S3 E4 C3 D

Scenario4
Incorrect S1 E3 C3 A

A< AE37] A% ZYUER 714 E-GAS 3 level monitoring concept T+

& <Fig. 3>3} 2] A5t Level 12 HoJE 45741, dlo]H
5} 423+ A Level 2+ Level 19] 7159 thek RUEH-E A A5}
I Level 304 A8 I HZE, 95 ZUHPE 53 QAR FASIAY. £438 1 REvt BY
gol A= 7hedA AEdolds F8 AMeAE HAFsh

™
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V2X module
Input Lovel 1 Output
—_— 1 V2X Function L -0
Level 2 ol

V2X Function monitoring
and Program flow check

Level 3 A

External safety monitor test

— Instruction test —

<Fig. 3> 3 Level monitoring concept of V2V

1. Level 2 2L|E|E

Level 2 EUHHS HEXUEE RUEH3Y] 3 BHES AN $F271= A AZ=EE wA
2 Hlole] #2748 AAE 918 AAA (Checksum)e AASHAT ZEA|A = L FHHFIE (Brror Correcting
code, ECO)¥} FYFoJ2t2~H] (Dual core lockstep)e AAISIH S <F QEFH o]~ EFYoly WAUSE
(Timeout mechanism), CRC (Cyclic Redundancy Check)¥} M A1X| A 3+d A2 (Message correctness check)= Al
A8t

1) a4417
Az e £8 HolE Hated AN e AL, ol HolEle] o] BeA Hujo] $41 Zol A

o gAow AZY e Aol Himsted, AZMel 2A GO WA} Sk BEshE,

AN 16 A2H HES AFHAOR, $5A%e EUHAL WRH HAXE FEHAT.

e my

2) ZTEMA
LFAAIEE HAAY AEHT e dolgd ] /7 AAEAE AARBIY, 8std A
of AAE & I st GuYFoE vlo|ARAEE Y LA W= e v A WEe 2
Zshet] ol &ate] WRee] oF, AXZEd o AE A3
TFEI RS T JHY] SHAR FAE o] &3 A ofF &S AtolZ (2 clock cycle)S T A #Ek
T e FZojollA AdE AR s vwrlE FeA AEse WHOE Hlav)e 47 AdE ZE WY

i ofy
oY, ofN

=
B

el Aol FYAE AFsgon, ol F8 148 A&t

Ao} 55 A (Control flow check)= FHE 7I5°] Z2AE & thd BAZ AP & gl =, 57
s7b =7 ol oA WA B tl2avt o W £, AR FEVF §le oF, 283 FdeA 54
71%5S S B FZE AAEY SHE Ao SMUR 71%50] £3 HEAE ASEAT
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3) 2/F QlEmo|A

CRCE BANZHA 2 F S-S fJsiA Bol AR Azl thak2jo] AR F o] gl FA4l ZollA
Agkste] Stie] B BUH A ZollA ThA] Al4ksta Bzl CRCH T Blste] Hdain £ =04
+ CAN W2t 8H|E HO]|EE (payload) HI°JE 27 AZE 9l CRC-158 AHE-3HAT CRCHE A8 9

B3 6= A (HF 2
G(I):I15+I14+Im+£€8+1’7+$4+1’3+1 .................................................................................. (1)

o]ty (Ethernet)- IEEE 8023 &JafiA #Hol2Eo] AF oF/ HES HsiA CRC32E ARESITh o
F4e GE 4 @F 2t

Gz) =224+ 28 + 2P+ 2P+ e e 2 0 a8 T 2t P p L e )
Blelols AUES B4 2
HAA = IDE 93t S5 Azt Xﬂa

& <Fig. 4>3 2t
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@

HAA A AIZE Y8 v2X 5A9] mAA Q] £FQ] SAE 273520162 71E ¢bd WAIA] (BSM)=
100mse] F712 27 &5, 7MEE, A5, A%, 1%, YA AgE, ¥, 59 HEE st HEsta
olF o] &3l ATF AT A I AA FH HHES AASAT A AT B4 e Aol
BMS Hlo]ElE Wl it EE AAIste X9 £55 o S3te] 358 (Dead reckoning)S -85}t
FESPHL €1 e 2 AAANA 94, £5 HolEHE Tty 28] ATt Al YA E dSshe L
2 2" oS 28 AZke] 99X ARl 7R okl AR 9 2] ARE Blwste] 1S A&

2 & Aol AFA FEo] ZA/ € 4 9JOoTZ SAE 2735 3o HAE HYE 283ty Holg &
29 gho] A Ao %E o oafiA 7H 4 e S WIA AdEATh AA 7 EE AR 2R
g F Ade TH AFOERE FAIG 7]E b WA

<Fig. 4> Timeout mechanism
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Aske] Aelg AR g
W e HE 142
o] Whsdns 14 4

B ol &3 Ak Fu Agatel Ael mmste] 1AL AT 4
[e]

Al
FUl GE A5 4 B el 28 ABORAA S18 U A

ﬂ}{N'H—L

2. Level 3 ZLIEE

Level 3 TYEHL 2273 55 A3 (Program flow check), 2% ZUEHH S 53 QEKAE V2V ZEQ
B RUE P e HAES AASAH 2209 S5 AAs f RAM)I ROM)S E33 Jevel 2 &
& Btedohel Azl ARt SHlE AR AL o] Fo A=A U‘%H"/‘% sttt 95 EUEE
(Watchdog) 0.2 FZAAE SH3EE 37] f8liAe 2987 WAUSES AHE3IGT g HAE 752
HA2H, UF H, JAEHE 2 EF A 2E Elo|t] B A|2®] 2273 58 Aofof] AMEEHT A EA|
280 % A e FE FYstL oW oHIE RIEHE, EFY, F9 F)y7t dAsAY HAsHA] e+ A
S AAEIET AX HAE wWFAUZ0] AaA A7 Yol A AEE=x mUEYS &g

=

V. Algdeld 23

2 AoA s 2804 AN <Fig. 1>9] AUe]| & FASHL <Table 1> =& 22hgol thaf 3l
AL 5F& 25 9s AlEE ol AdE AHesidth T3 48 A AT ZYEHF ;qumz] b
7Ve 918) <Table 2>ollA gk 14 meof i) Alggolde st AlEdold 742 Mathworks
AFe] Autonomous Driving Toolboxol A #|&dle ZAS 7|Wtez 2&F& 431421, Driving Scenario
Designer2 AU 25 A3t

E e L3R MY B2 FYL 93 Vv 7)oz A olsh
< 7eksted 60 kmjh (16.67Tm/s)E A3HA T

1. AlLIEIR 9IENM &4

A AAE S A% FE SEE okl 4 33 2t (Kim et al,. 2016) 9714 AveE FE AFFY &
T H3E Y, m1e FE AFY 2 me J5E AT AE v FE AT FE AN F5 2
e UFE A 25 A £52 Yehith (Ahn et al,. 2018) & A ¥HHAS 5o 248 18EhA Fsk
om FE &% 9 oy 2 3)9 &= W 13

my
Av= my+m, (01— 0y) &)
<Table 4> The severity class based on J2980

Object | Collision type SO S1 S2 S3

Front 22 mfs > Av | 22 mfs < Av < 69 m/s 6.9 m/s< Av < 12.5 m/s Av > 12.5 m/s
Vehicle Back 22 mfs > Av | 22 mfs < Av < 69 m/s 6.9 mfs< Av < 125 mfs Av > 12.5 m/s
Side 08 mfs > Av | 0.8 m/s < Av < 4.2 m/s 42 mfs< Av < 9.7 m/s Av > 9.7 m/s
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1) DXZ B M= O|H2

AFORRE A7 F9 AFe A2 A4 THed A AUl 12 54m, AUE L 2&
10.8m, AY#] L 32 72molaL AUE] L 4= 36moltt. FES 3987 ﬂ—IEH A Z 14 7Hedh A3 HE

=

098g= HUl &39I 2o TE 45 AvE AEH A S 53ty EE39T A B&o 2 &S
| = <Fig. 5> ~ <Fig. 8>¢} Z°] F& £+ AU 12 1594 mfs, AUE L 2+ 1391 myjs, AlHHE] 2 32
1521 m/so]aL AU L 4% 1633 misE FE3tH 3| A7 =+ <Table 4>0l 93 EF S3=2 4HA3 AT

Aue] 8 g3 AZEE <Table 5>l Felstqith

<Table 5> The results of Av and severity (MF1)

Scenario Malfunction Av Severity
Scenariol 15.94 S3
Scenario2 1391 S3
- No or Not
Scenario3 15.21 S3
Scenario4 16.33 S3
17 Worst Scenario 1 (No or Not) . Worst Scenario 2 (No or Not)
~
16.5 1 16.5 \
\
\\
% 18T " % of \
E x:3 E \
> >
£155 Y:15.94 4 £ 155 \\
S o \
E e
o 15T o 15 \ 1
S ° \
S S \
g 145 g 145 \\-
o =] ‘\
=] =] \
woqar Wt i
X:3
135 135 Y:13.91
13 \ . I \ \ 13 \ . . . \
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<Fig. 5> The collision velocity of worst scenario 1 (MF1)

Worst Scenario 3 (No or Not)

<Fig. 6> The collision velocity of worst scenario 2 (MF1)

Worst Scenario 4 (No or Not)

17
16.5 \ 16.5 \q
[ ]
— 16 \ — 16 x3
Q \ @ Y:16.33 |
£ \ £
£ 155 \ £ 155
g n %;
o 157 X:3 1 o 157
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S S
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S S
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<Fig. 7> The collision velocity of worst scenario 3 (MF1)

<Fig. 8> The collision velocity of worst scenario 4 (MF1)
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<Table 6> The results of Av and severity (MF2)

Scenario Malfunction Av Severity
Scenariol
Scenario2
Incorrect 7.63 S1
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<Fig. 9> The collision velocity of worst scenario 174 (MF2)
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<Table 7> The results of Monitoring coverage
Component Failure mode Causal factor Monitoring
Message Corruption Checksum
Message delay Timeout mechanism
Message loss Checksum
External control input or Unintended message repetition Timeout mechanism
informati .
' -orr.na ion. Wrong ot Resequencing Checksum
Transceiver missing and external
disturbance Insertion of message Checksum
Masquerading (or incorrect addressing) Timeout mechanism
Asymmetric information Timeout mechanism
Blocking access to a communication channel Timeout mechanism
Hardware fault Internal hardware failure -
Power supply fault Power supply fault(high, low, disturbance) -
Software error (inadequate Inadequate signal processing algorithm Error Correcting code
control algorithm, flaws in
creation, modification, Flaws in software code creation Error Correcting code
Processor adaptation)
Internal hardware failure, Watchdog
fault memory storage, Error Correcting code
Hardware fault - —
fault internal timing clock, Dual core lockstep
fault signal converting (e.g. signal filter) Cyclic Redundancy Check
L Bus overload or bus error, Timeout mechanism
External Communication bus error - - - - -
Failure of the message transmitter, receiver Timeout mechanism
Interface Bus - — -
(Ethernet or Internal hardwa.re fz.illure (Connection is intermittent, Cydlic Redundancy Check
CAN) Hardware fault connection is open, short to ground)
fault signal converting Cyclic Redundancy Check

et
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