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Abstract The aim of this study to assess the effect of information security policy awareness, information
security involvement, compliance behavioral intention on information security behavior The research method
is composed of a cross-sectional design of reward and fairness. This paper focuses on the process of
organizational policy on the information security compliance intention in the individual decision-making
process. As a result, the reward had a significant effect on compliance behavioral intention, and it was found
that influence of the psychological reward-based condition was greater than the material reward-based
condition. The fairness had a significant effect on information security policy awareness, information security
involvement, information security behavior, and it was found that influence of the equity-based condition was
greater than the equality-based condition. The exploration model was verified as a multiple mediation model.
In addition, the discussion presented the necessary research direction from the perspective of synergy by the
cultural environment of individuals and organizations.
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AHLET o] AMdz ol mQlE|o] FAIE7] Al
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2020 AR HECH M| HiAo] oJshH, HHEHot
A B4 sttt & EeuA] O A
o] Jloy, AAHogL M AAHOR L &2 &
FO07 2421 WA 47t SUekL Qe AR e
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60~70% =7}t szl Bejol St 22 Q%]
A Q4of Qlsf WSk glow, & WRA| ot
ATE Wd 20~30% F& sk AR YT
AA, 201999 -9 FEEF AL 3 Foll 20% ©]
/go] dgto] FojH AR8AHuser)?] 2-&(misuse)°l <1
of WS ZAoE Uehgon, FEHEQE At Fof
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Ao F At 2HoA HAst FHO] A7t 2
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54 1edfjof ghkal ZAxstal Qi 9l &
JFojAo] 2(general deterrence theory)<
A E HQ19] A RHEQE mjEa AJFo] st
AAE HolF= AL JHEEQL £ P50
the At 23E AAskL leH[9], 9
7]0]2(protection motivation theory)< HA
HEEN F5 S ATAFI7] Yl HEet
A=o] HAIAZE Q1S B 9 sl IF=
ZTE B E thRt S A BEE=
£ ZRAotYrH10l. E3SH AY"H JdsolE
(theory of planned behavior)¥# &%/J0]&(ustice
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3.1 HAACHA

£ oA FEESE FYoA Q179 P 84
of IA4E 7He RAF GFolH, ATARES YA
2oz Het WA A9 FFd e 55 APt
2 glom, Hojk Het AW Y9 fdS QIAlstL
AE ARloltt. 27 E Bok ARfoA YA 1547 (F
T 9% 29.544), 94 1678 @B A 27.784), &
32194 (Het A7 28.634)9 AEE T4 WA oR

sAstgler, 3402 321709 AmE A4
383

32 £+

2 AFolMe WEA F99 sk AR
9] 7id(Valence)t 54 o otz RASH
A9 Mg (nstrumentality), & AFd oz E&3}o]
ZHoK(cross over design)2 AZIIATE A E HOLO
5713 e 2] s FEESE FFH A4
(Information Security Policy Awareness), JHE
ot 3o (Information Security Involvement), &5
9= A(Compliance Behavioral Intention), XX
ol 3&(Information Security Behavior)2.2 T4
H HREZ 4T, B 7Y 4oy ERS At
sto] PoAlo|AE, YNt HEFEA], 2FEFO A
&otqitt oh&®, £4 LA oA = SPSS 26.0& AME
et

B4 2GS AR A Aol e, AU
o] NG A BRI WA Bzt BAE
o 8RR Ei A0l WIS Pt sl
o 34 AU 2H5T Aol g, 24
wote] S4o] Pt A AR HYHY B
A7 S5 BE U89 Ex YuAs peid
HgaAAE A ol
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3.22 HEHO H™ OlAl(Information Security
Policy Awareness)

AEHEQ A Q149 W= XZo] nlAG FYHE

QF o] tiste] QJAst = AEE gtrH12] A

g o &8t 34 == 7Y dEoE A
H Hx &4 WaeolH, At 270 WA BEAste] %
AR AEA R AZelGinh. He9] 27)= 78 gAHE W
Alog AREFlom, o] FAHETY EPIt AF:
(Chrombach' )= .74 2 UERHTH

3.2.3 ™= T (Information Security Involverment)

JEEQF Tol 4] Wy FEEQE FHo| tisto
FEHog Hofstirt st A9 H=E R
[10]. A& 3] B85 S =7+ 0719 dEe R
A e S4 Hapolw, A4t 240 A BA
Sto] AL HEAIRE A&sltt. A= A7]= 74 €
AE WA 08 ARGF o, o] SALETY FR7t AF
L(Chrombach' )= .86 & YEFZTE.

3.2.4 &4 2=X(Compliance Behavioral Intention)

E5 99 M 2& o] 26k JHHELF H
Aof| tfste] Guht FxRot] =83 AUV =g
29l At 4o 283t &4 ks 19 AR
o8 AdE Hr A ®gold, A 2o A
HAstol 2AF AZAIE AFstlth Hx9] 471+ 7
A YAE WA 08 AREFoH, o] ST TPt
AZZ(Chrombach' )= .71 & Yt

3.2.56 HEHOt si=(Information Security Behavior)

FEHEQ P52 JHES P52 Wy AAR 2
A g0 AHsh= FAARI ] FEEL P
9] J=E Ko, vjUHS B, Aulo|E mfx], SHE
HpolgA T2 3 ARG usb ARE B, 7] A, &
Hed A, a4 duolA] T9] 77H] FEor
TF/E0] A1 A= o 83t 5 == T
Y] AEo & AQ4H He 4 Hapold, A4 £
o] gHA BApste] A AZAZ Asigich A9
A7 74 HAE PA o R AREFloH, o] ST
9] E37t A% (Chrombach' e)= .86 & Yeyth
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Infermation Security
Involvement
al b
c

Information Security
Policy Awareness

e
a2
Compliance b2
Behavioral Intention
path ¢’ = tatal effect

Fig. 1. research model

Information Security
Behavior

AZ7A Y WL EFoto] B ARL Rt e
7M.
H1 @ JEE A& Qo] 545 HHHECL
Bojgo] £ Zoltk.
H2 : JEERN FF Ql4o] 5245 &5 9%
gol &2 Aot
H3 @ AHESE A Qo] £&48 HuHt
Yol FE Aol
H4 : JEEST Hojido] £24F JHEL Y5
o] g2 Aotk
H5 @ &4 Aol ¥4 HRu FEol

FFE Aol

4, A41Z2n

4.1 7|12 A 24 21

2 Ao oA dde B A, 57
2|3l JEo Al 7HA] HMEFR ot 22 AgE
QISFAT. B 2Ho] Fo|A 0.31% F= 222
o7k AL, S Arde] HMFoIA 17.76% B &
Z | Aol7} AL, AJEO HFOIA 4.05% F= &
o] ztol7h ldTt. wehA ZF Z29 HlEg LIS
o, Ag2Ql wFo] HRI=A] okt & 4 Qi

il /\6]
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Table 1. participants distribution

reward fairness S total
male female

equality | 39(42.39%) | 53(57.61%) | 92(100.00%)
material equity | 42(60.87%) | 27(39.13%) | 69(100.00%)
total 81(50.31%) | 80(49.69%) | 161(100.00%)
equality | 17(42.50%) | 23(57.50%) | 40(100.00%)
psychological| equity | 56(46.67%) | 64(53.33%) | 120(100.00%)
total 73(45.63%) | 87(54.38%) | 160(100.00%)
equality | 56(42.42%) | 76(57.58%) | 132(100.00%)
total equity | 98(51.85%) | 91(48.15%) | 189(100.00%)
total 154(47.98%) | 167(52.02%) | 321(100.00%)

ATRAAEY F LS TZ o35} 20%(6.2%), HE
ols} 241(73.2%), tet¥ZE oI5t 66'8(20.6%)°1 ATt
AL THY 87H(27.1%), 2B 847(26.2%), 4
HRARREZ] 7474(23.1%), AE7F 468(14.3%), 7HUAMA
24 9 7|5k 30%(9.3%) 9] Hl&=E UEsth o]59 &
T Tl BE Hoty A= §I92 JE 4 A=
10374(32.1%), o19¥ &5 777(24.0%), sns EF 72
AQ22.4%), ANEE 4074(12.5%), EIARR 294
(9.0%)9] vl&Z YEpttt

42 TARA Z}

2 A A= A3 RSl 8 ARE &
&oto] HAF Adat 3784 Aol Eekd Aol A
HEQM F718t B HAMsh] s wHFEA
(ANOVA) 7S 5-&ot5ict. thA] dehehd, B4 =
At 344 ALY wAPARA wApRko]
HHEQM A Q4] FEHEQF oy, E vy, HE
HoF 950 mAle RS HMAoRE Zelstqlth

A, BA A (reward), 384 AL(fairness) H
Qlo] AHHHSF AZ <QlA(Information Security
Policy Awareness)oll B A= JFS HAFEACE 4
SO (EA AHAQ2)x 384 AH(Q2), 1 e o
=3 2k

B ZHd Wl A B84 M = 5.69)°] A2
AM = 5.84)Ect HHHF A 149 Ho] ¢ ¥
< Z 08 UElth ey B4 Ak welo] AHEECE
733 Q14] ¥jlof| A= JRFE(F(1, 317) = 047, ns)
< SAACE Fo5HA] E2 Ao E UEHTH.

37473 A WHRlolA 554 ATM = 5.6)°] BF
d ADM = 5.88)Hr}t FJEESQE FF Q149 Ho]
o W2 7oz yEth JE1 34 XY o]
R EQE A Q14 Wolo] X FFU(E(, 317) =
541, p €0.05)2 BAACRE Fogt A= eyt

HAY A Wl 344 A HRle] AR AHE(K(,
317) = 0.00, n.s)> SAHE FofsHA] 2 AL
R
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Table 2. ANOVA of Information Security Policy Awareness

variables SS df MS F
reward(R) 0.39 1 0.39 047
fairness(F) 4.49 1 4.49 5.41%
R xF 0.00 1 0.00 0.00
*p <005

=4, FEEQ} FHoA(Information Security
Involvement)ol| U] I3RS HFTFEAOZ AZT}
AL, 11 A= vt gk

B} Ak HglollA S84 FeM = 4.27)0] Al
A JGM = 4.34)Er} FHEQF Fo]/do] BFo] ¢
W2 A0E Yehth ey BA A ¥Rl AH
b ol Rl mA= JFH(F(, 317) = 0.27,
ns)E BAHCRE foolA] g2 Ao Ueyth

37943 A HRlolA 554 HPM = 4.05)°] B
M = 4.49)E.ch HHHE Foj 9] Hyo] ¢
2 20 Yehth 123 344 Ak wele] AH
Hob Folad Hle] mjA)= FFE(E(, 317) = 10.12,
p (0.0 SAZLE ROt Aoz HET

HAY A wQla 344 A 1o AR AR (F(,
317) = 0.01, ns)& BAZHLOE Foo] gk Ao=
e

L 0
X o

lg]A

o)

=

pas

2 rlo
p

Table 3. ANOVA of Information Security Involvement

variables SS df MS F
reward(R) 0.39 1 0.39 0.27
fairness(F) 14.67 1 14.67 10.12%*
R xF 0.01 1 0.01 0.01
** p (001

AR, &5  9TA(Compliance Behavioral
Intention)o] U)X J3kS WEkE A0 g A=3)9,
O A= o 2

B} Ak #glollA S84 F2M = 4.90)0] Al
A M = 5.29)8t} &5 JEAd9] BHto] ¢ F
A0 Uehth 181 B AR HQlo] £ ol
g wiololl WA= FF(E(, 317) = 6.45, p € 0.05)
2 FAHCE Rt ACE Uyt

37473 A WA 5548 WM = 5)0] FH4
HEM = 5,165t &5 I/ Batol o @2 A
& Uttt 1=y 3444 A ¥Rl &5 9
/g H]le] mAE FIFE(E(, 317) = 0.16, ns.)< &

AFor FootA] F2 Ao UEpytt

B A wlat 344 A HRle] AT A(K(1,
317) = 1.21, ns)2 BAZHORZ f9s1A] g2 Aoz
UrERsiTE.

Table 4. ANOVA of Compliance Behavioral Intention

variables SS df MS F
reward(R) 8.03 1 8.03 6.45%
fairness(F) 0.19 1 0.19 0.16
R xF 1.50 1 1.50 1.21
*p  0.05

A, AEHEL}  FPs(Information Security
Behavior)o] U]X|: 3ke Wk o g AZ3l9T,
1 Ade o3t 2k
HAb A #lolA 244 JTM = 5.41)0] A
M = 5.67)5ct JEE} B39 Hyto] T &
Ao YehEth ey B4 Akl #Qlo] FHE
P Helof WA= FIF=(E(, 317) = 0.73, n.s.)
BAXCRE FOJoHA] o2 AR UEhT
37978 A WA 554 FHM = 5.27)°] B
d
o]

fo rQ rlo 2

B4 PR = 5730 Fuuct 959 o] o
2o Zlog vtk 1ol 354 A9 Mol 3

HHol g% Holo] u]X|&= JFH(F(, 317) = 14.18,
p ( 0.01) BAACE o3t A& UEyTh

B A wla 344 A HRle] AT AE(K(,
317) = 1.21, ns)& BAHCE |o51A] 42 202
UrEbT

Table 5. ANOVA of Information Security Behavior

variables SS df MS F
reward(R) 0.68 1 0.68 0.73
fairess(F) 13.16 1 13.16 14.18**
R xF 1.12 1 1.12 1.21
* 5 ¢ 0.01

42 ARy 2 Azt

94, FEHEQL HF Ql4]o] FHEF FAFE A
ZFEES Y5 AYots WALES ASoHAT B
HEOF HH 92jo] FH KL 5o nx|= AH I
JFL BAZHCRE Fot Aoz YElton(FR
¢t B =024, p €0.01; 74 3 ), JRHEF F=
Aol HEHEQE Foo X FFH(HZ al; 4 =
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0.25, p < 0.01; 7Fd 1 )3t HEEF Fogo] 4
HERE 5o vl A4 IFHHEE bl 8 =
033, p € 0.01; 7Hd 4 A=) L7 SAHE {9
3 AoR e B, FRER JF QlAo] Hr
Heb FFo] vjAl= ARl IFHE L SAHCE
A F2 A0 E YEHTHAR ¢; 8 = 0.06, n.s.).

FHAR, JEE} QY Qo] F5 rdS AA
AEEQL Y52 d9sts WL ge Aot 4
HEQH A2 QlXo] AR Et FFof WA= AAHA
FFH2 TUsIH, JEEF A Ql4jo] F4= oA
o vAle IFH(BR a2; g = 03, p € 0.01; 74
2 )t 24 omAgo] FEEF Pl viAl= A
29l JF(FR b2; =033, p < 0.01; 7Hd 5 A
@2 BF SAHCR FOR o= Y E3,
ZEESL A2 Qo] FHES FEof n|A= AHA
T EI FUsit BsBAEe SO A
A =oll thato] 7Hzh VIF gk A&, B5 5
Aol ] @igkth(bl=1.14, b2=1.19, ¢=1.12).

Table 6. Hierarchical regression analysis of mediation

model
step path beta 74
0 step( ¢’ path) ISPA—ISB 0.24%* RHEH
1-1 step( al ISPA—ISI 0.25%* =
path) a2 ISPA—CBI 0.30%* RHEY
1-2 step( b b1 ISI—~ISB 0.33** Xed
path) b2 CBI—ISB 0.33* R
2 step( ¢ path) ISPA—ISB 0.06 -

% Information Security Policy Awareness : ISPA, Information
Security Involvement : ISI, Compliance Behavioral Intention :
CBI, Information Security Behavior : ISB

o), T 714 ARg FxR3lE o|F wiaT
FR4Z AFt7] A3l Sobel A5 HAISIL, 1
23 miAanrt AMCR Fo3t Aos UeHt
(Z =192, p € .05).

Information Security
Involvement
0.25% 033+

Information Security
Behavior

c'= 0.24%

0.30% : 0.33%
Compliance
Behavicral Intention

* p<0.035 ** p<0.01, pathc =tatal effect

Fig. 2. Multiple process mediation model

mEbA 2 AFRF 2 olF EdnPgor A8
AoH, HEEQIOAo] FHHE PFOog ofofR|i=
HollA - EsHT 5Tl mieH: ATS
SHL e A2 ERIT 4 AT ok Y 2 7

S4S RSPl FRANGE AREL WA,
29n AF @A S 43 48RS 54 29

N,
o
fl
W,
e
i
=)
)
i
o
o
i)
S
)
N
e
Fo
Hu
o

et ARED} HAl So] Qlzto] Qlrhe BALS 583

EA, B8 20 Juste] Bot o] Yge
AT SRIAE BAF AHele] 2ANA T 5 o
L e 4uE B Ad 24 A=A S Bt
L AR B s B /19 s ol e
23] tebet.

AR, AREG A AAS AR uSt Holin F4
ool thel T2 LY ol FuEel B
Bol BYe AgeE TERPOR WA

5. 28

AT7HAe] AT A9E EU= oteF, HA4, 1
=4 =94 89Fstd o 2

A, steHoR o] A A T2 |E Het
o A AT W v, Het 71 AAet
HBoAHE 7164 £ AA Bl F=3t A7)
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