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Abstract With the development of information and communication technology, DDoS and DRDoS
continue to become security issues, and gradually develop into advanced techniques. Recently, IT
companies have been threatened with DRDoS technology, which uses protocols from normal servers to
exploit as reflective servers. Reflective traffic is traffic from normal servers, making it difficult to
distinguish from security equipment and amplified to a maximum of Tbps in real-life cases. In this
paper, after comparing and analyzing the DNS amplification and Memcached amplification used in
DRDoS attacks, a countermeasure that can reduce the effectiveness of the attack is proposed. Protocols
used as reflective traffic include TCP and UDP, and NTP, DNS, and Memcached. Comparing and
analyzing DNS protocols and Memcached protocols with higher response sizes of reflective traffic among
the protocols used as reflective trafficc Memcached protocols amplify +21% more than DNS protocols.
The countermeasure can reduce the effectiveness of an attack by using the Memcached Protocol's
memory initialization command. In future studies, various security-prone servers can be shared over
security networks to predict the fundamental blocking effect.
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Fig. 1. DRDoS Attack
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Fig. 2. Memcached Amplification
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Fig. 3. Memcached Amplification Response Program
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S1A] gt} =4 3904 a= SF HHY 2710l b=

<& A 7H37]0It} “count of X'& x8] HAF

olt}, z& x€ n, I8 “count of x"9 AI}olct,
(a—b)

c= b x 100 ()

—_

4.3 Memcached &% CHS4IOt
2 =wolA Aljbehs ek ot 2ok A
A, Het STto|AEA HEHE 27|36l FF
£ 3% AHE FAloto] A[HoE A FF
Faste gisitoltt & #iA, FEo olgE=
ket AH9] FAE HE SElo|AEA FHE H
F HMEHARE FRdto] FogE AHE AHolEst
£ fLots th3Hetolh
5 7HA] tigrietel] tigk AR e oheat 2
t}. Memcached $& t-& ¥R 3 AR, WA, K
ot SEtolAE, Het VEHARE € 344 = 54
9] ote|u 2 Wxsto] F7hE FHORRt RAAHE 8
HuAE $A%L AR EE QAuzlS vk HhAb
Ae 8% 7o) et SRS st S4
Ao FAet fIZ A3 fesict HeF SEtold
E= WA ERE f05E SEUA SolA GAARE
B2t TARO =AY v izlo] HAEH WRAL
AR w2 27|38} FPolE S4lote] d9E 23S
YAH o & ZHAAZITE 12|11 BIAAIHS] ofoln] Feas
£ QM EQTE FR3th B HEYIE 3R Al
WA o AHEERjelA HRXE ReskA gt
Memcahed 5% o309t A|AHIS Fig 149} At}

o)

ok A o

Memcached

Control
Atacker

3r¢ 192.168.0.100 port 1211 statu®

Fig. 14. Memcached Amplification Response System
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A =1 FAAE SEo|UE 24 AH SHE A
228 4= 9loj4 Memcached Z2EZ-E o]-&5}o]
SE9] g5 374 ¥°|= DRDoS TEFZ| gt

5 AlAEE Akt

Memcached ZZEZE 0|83t SZL2 A Tz
Ape] 0|2 st F{ b4 o] tiFEolth AW &
A= HE A A AA"ES 28T AE R
YEQS, &&= HUI= E9FoE st Het
LZEZS AREoof gt} shA|gE H0)=2 Qs tiqf
I Fobdo] ¥ H1 FAAEE YANA FEE 5
Asta PYol & LAlSt) 181 FARE 529 &
I #o]7] oA Ao FEE Memcached AH 9|
ANJotes RAstn Ao 5% AUE AHsH
I FEE §HEE AW LE SAIG HAAHE
FE £4E S S HF Seto|dEA e
sto] HIPA AL B SAAHE H2e] 27351
Polg FAIRI. o] Hel Sdio|UEE BHAL A9
FAE HOF VIEQARE FAoto] FoRE HhAL A9
Het i3 =gkt
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