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Abstract Recently, research on automation and unmanned operation of machines in the industrial field
has been conducted with the advent of Al, Big data, and the IoT, which are the core technologies of
the Fourth Industrial Revolution. The machines for these automation processes are controlled based on
the data collected from the sensors attached to them, and further, the processes are managed.
Conventionally, the abnormalities of sensors are periodically checked and managed. However, due to
various environmental factors and situations in the industrial field, there are cases where the inspection
due to the failure is not missed or failures are not detected to prevent damage due to sensor failure.
In addition, even if a failure occurs, it is not immediately detected, which worsens the process loss.
Therefore, in order to prevent damage caused by such a sudden sensor failure, it is necessary to identify
the failure of the sensor in an embedded system in real-time and to diagnose the failure and determine
the type for a quick response. In this paper, a deep neural network-based fault diagnosis system is
designed and implemented using Raspberry Pi to classify typical sensor fault types such as erratic fault,
hard-over fault, spike fault, and stuck fault. In order to diagnose sensor failure, the network is
constructed using Google's proposed Inverted residual block structure of MobilieNetV2. The proposed
scheme reduces memory usage and improves the performance of the conventional CNN technique to
classify sensor faults.
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Fig. 1. Normal signal(blue) and sensor fault signal(red)
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Fig. 2. Structure of sensor fault diagnosis system
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Table 2. CNN model and proposed deep neural network

accuracy(%)
Normal | Erratic | Hardover | Spike Stuck
Modell 100 99.5 100 98 91.5
Model2 99.5 99 100 98.5 97.5
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Table 3. Sensor fault classification confusion matrix of
the proposed model

Normal | Erratic |Hardover| Spike Stuck

Normal 98.55 0.38 0.03 0.68 0.36
Erratic 0.48 99.31 0 0.21 0
Hardover 0 0 100 0 0
Spike 2.92 0 0 97.08 0

Stuck 0.82 0 0 0 99.18
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