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Abstract The growing use of public blockchain-based virtual cryptocurrency calls for secure
management of blockchain account information managed through cryptocurrency wallet programs. The
previously proposed wallet program has high security in terms of managing an account's private key, but
low security in managing an account's recovery phrase. Therefore, in this paper, we propose a safe
management system of blockchain account recovery string based on the new user authentication method
using the user’s mobile device information and OTP technique to overcome the problem of the existing
account recovery string management method. It also conducts an analysis of the proposed blockchain

account recovery string management system based on the expected behavior scenario.
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Fig. 1. Personal information storage for existing
Internet-based services
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Fig. 3. Mechanism of blockchain account creation
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