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A Pre-processing Study to Solve the Problem of Rare Class Classification of

Network Traffic Data
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ABSTRACT

In the field of information security, IDS(Intrusion Detection System) is normally classified in two different categories: signature-based
IDS and anomaly-based IDS. Many studies in anomaly-based IDS have been conducted that analyze network traffic data generated in
cyberspace by machine learning algorithms. In this paper, we studied pre-processing methods to overcome performance degradation
problems cashed by rare classes. We experimented classification performance of a Machine Learning algorithm by reconstructing data
set based on rare classes and semi rare classes. After reconstructing data into three different sets, wrapper and filter feature selection
methods are applied continuously. Each data set is regularized by a quantile scaler. Depp neural network model is used for learning
and validation. The evaluation results are compared by true positive values and false negative values. We acquired improved classification

performances on all of three data sets.
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Table 1. The Number of Classes and Samples
Reconstructed Data Set

in the
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Distinction Class Name Instance
BENIGN 2687419
PortScan 317860
DDoS 256054
DoS Hulk 231073
DoS GoldenEye 10293
FTP-Patator 7938
Origin Data SSH-Patator 5897
(Set A) DoS slowloris 5796
15 Class DoS Slowhttptest 5499
Bot 3932
Web Attack Brute Force 1507
Web Attack XSS 652
Infiltration 36
Web Attack Sql Injection 21
Heartbleed 11
BENIGN 2687419
PortScan 317860
DDoS 256054
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[Hulk+GoldenEye+slowloris+Slow | 252661
httptest]
Merge Data
(Set B) FTP-Patator 7938
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[BruteForce+XSS+Sql Injection]
Infiltration 36
Heartbleed 11
BENIGN 2687419
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DDoS 256054
DoS Hulk 231073
DoS GoldenEye 10293
Deég;r; g)ata FTP-Patator 7938
12 Class SSH-Patator 5897
DoS slowloris 5796
DoS Slowhttptest 5499
Bot 3932
Web Attack Brute Force 1507
Web Attack XSS 652
BENIGN 2687419
PortScan 317860
Merge&Delete DDoS 256054
Data DoS 252661
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8 Class SSH-Patator 5897
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Fig. 1. Feature Importance Score using RandomForest for Set
A, Set B, Set C and Set D
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Fig. 2. Feature Correlation Score using Pearson for Set A, Set
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Table 2. Experimental Environment

Distinct Hardware and Software Spec
0S Windows 10 Pro
CPU AMD Ryzen 7 3700X 8-Core Processor 3.59GHz
RAM 64GB
GPU GeForce RTX 2070 SUPER 8GB
Language Python 3.6.8
. tensorflow-gpu 1.14.0, keras 2.3.1, pandas
Library 1.0.3, numpy 1.17.0, scikit-learn 0.22
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Fig. 3. Proposed Architecture for Solving Unbalanced Data Problems with Rare Classes
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Table 4. Comparison of Rare Class TP performance of Origin Data
(Set A) and Merge Data (Set B)

Set A(Class) TP Set B(Class) TP Rate
BENIGN 805020 BENIGN 805605 | A0.07%
Bot 591 Bot 762 A28.9%
DDoS 76523 DDoS 76780 A0.33%
DoS GoldenEye| 3067
DoS Hulk 69261
Dos 1532 DoS 75522 | ¥0.02%
Slowhttptest

DoS slowloris 1680
DoS Total 75540

Hyper Parameter

Adam optimizer
epoch 100
batch size 100
validation_split 0.2
Hidden Layer [1000, 500, 100]

DNN Classifier

A Axto] AR HEE TP(True Positive)E ARESHT}
TP &%3H(Confusion Matrix) &3] & 4 yon,
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(¥), SSH-Patator= 175571014 1767702 0.45% 34
(¥) Web Attack A" 410700014 624702 <F 52% 57}

FTP-Patator 2366 FTP-Patator | 2387 A0.88%
Heartbleed 4 Heartbleed 3 V25%
Infiltration 8 Infiltration 9 A12.5%
PortScan 95585 PortScan 95090 | V¥0.51%
SSH-Patator 1775 SSH-Patator 1767 ¥0.45%

Web Attack
Brute Force

Web Attack Sql 1
Web Attack XSS 0

Web Attack
Total

Total 1057822 Total

409

Web Attack 624 A52%

410

1058549 | A0.06%

Table 5% Set A2} Set C9] 52 Y|t Wgolc}. Set

= Set AoA] FZolgty Tdt 4= & THE A2 HlolH
AMEE 7M1 & A% Heart bleed, Infiltration,
Web Attack Sql Injection= AHAISIA] A48 Hlo]E AE
2 32 AARE o, & g4 SHAT FoT SHAs
o] J5& TP S4EE HIZFTE Bot2 59171004 83671
oF 9F 41% Z7HA), DoS Slowhttptest:= 1,5327°]A]
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Table 5. Comparison of Rare Class TP Performance of Origin
Data (Set A) and Delete Data (Set C)

Set A(Class) TP
Bot 591 Bot 836 A41%

Set C(Class) TP Rate

DoS Slowhttptest | 1532 | DoS Shttptest 1601 A5%

DoS slowloris 1680 | DoS slowloris 1713 Al%

FTP-Patator 1532 | FTP-Patator 2342 A52%

SSH-Patator 1775 SSH-Patator 1789 AO0.7%
Web Attack Brute 409 Web Attack 439 A7%
Force Brute Force
Web Attack XSS 0 |Web Attack XSS 3 A

53%=Z Z7HA), SSH-Patator= 2% 44(V), Web Attack
9k 410709014 630702 °F 53% S7HA)It.

Table 6. Comparison of Rare Class TP Performance of Origin
Data (Set A) and Merge & Delete Data (Set D)

Set A(Class) TP
Bot 591 Bot 431 V27%

Set D(Class) TP Rate

DoS GoldenEye | 3067
DoS Hulk 69261

DoS Slowhttptest | 1532 DoS 75268 | ¥0.3%

DoS slowloris 1680

Total 75540

FTP-Patator 1532 | FTP-Patator | 2355 A53%

¥2.4%

SSH-Patator 1775 | SSH-Patator | 1732

Web Attack Brute
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409

Web Attack Sql 1 Web Attack | 630 | A53%

Web Attack XSS 0
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Fig. 4. Confusion Matrix of Set A
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