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Ensuring the application of baseline security
(E 3) 92 SHIA Hob Cjzi - X2k Cjzy TMO1 requirements (secure network design and
architecture)
T ok o2 g T™MO2 Ensuring and evaluating the implementation of
SMO1 Strengthening the role of national authorities security measures in existing 5G standards
SMO2 Performing audits on operators and requiring T™MO03 Ensuring strict access controls
information TMO4 Increasing the security of virtualised network
Assessing the risk profile of suppliers and functions
SMO3 |applying restrictions for suppliers considered to be TMOS Ensuring secure 5G network management,
high risk for key assets operation and monitoring
SMO4 Controlling the use of Managed Service Providers TMO06 Reinforcing physical security
and equipment suppliers’ third line support T™MO7 Reinforcing software integrity, update and patch
SM05 Ensuring the diversity of suppliers for individual management
MNOs through appropriate multi-vendor strategies TMOS Raising the security standards in suppliers’
processes through robust procurement conditions
SM06 Strengthening the resilience at national level
£ £ Using EU certification for 5G network
SMO7 Identifying key assets and fostering a diverse and TMO09 | components, customer equipment and/or suppliers’
sustainable 5G ecosystem in the EU processes
SMOS Maintaining and building diversity and EU T™I0 Using EU certification for other non 5G-specific

capacities in future network technologies

ICT products and services
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Reviewing or developing guidelines and best
practices on network security

Reinforcing testing and auditing capabilities at

SA02 national and EU level

SA03 Supporting and shaping 5G standardization

Developing guidance on the implementation of

SA04 . . R
security measures in existing 5G standards

SA05 Strengthening the role of national authorities

Exchanging best practices on the implementation
of strategic measures, in particular national

SA06 . .
frameworks for assessing the risk profile of
suppliers
SAO7 Improving coordination in incident response and
crisis management
Conducting audits of interdependencies between
SA08 . .
5G networks and other critical services
Enhancing cooperation, coordination and
SA09 & coop

information sharing mechanisms

Ensuring 5G deployment projects supported with
SA10 | public funding take into account cybersecurity
risks
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