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ABSTRACT

With the recent development of hardware performance and artificial intelligence technology, sophisticated fake videos that
are difficult to distinguish with the human’s eye are increasing. Face synthesis technology using artificial intelligence is
called Deepfake, and anyone with a little programming skill and deep learning knowledge can produce sophisticated fake
videos using Deepfake. A number of indiscriminate fake videos has been increased significantly, which may lead to
problems such as privacy violations, fake news and fraud. Therefore, it is necessary to detect fake video clips that cannot
be discriminated by a human eyes. Thus, in this paper, we propose a deep-fake detection model applied with Bidirectional
Convolution LSTM and Attention Module. Unlike LSTM, which considers only the forward sequential procedure, the model
proposed in this paper uses the reverse order procedure. The Attention Module is used with a Convolutional neural network
model to use the characteristics of each frame for extraction. Experiments have shown that the model proposed has 93.5%
accuracy and AUC is up to 50% higher than the results of pre-existing studies.
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Fig. 1. Overall structure of proposed method
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Table 1. First generation Deepfake data set

Dataset # Real # Fake Release By

UADFV(2018) 49 49 Li et al.

FF-DF(2019) 1,000 1,000

Rossler et al.

Table 2. Second generation Deepfake data set

Dataset # Real # Fake | Release By

DFDC(2019) 1,131 4,113 Facebook et al

Celeb-DF(2019) 590 5,639 Li et al.

Table 3. Dataset for Deepfake detection

Set, # Real # Fake
Training 490 5,539
Test 100 100
Total 590 5,639
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Table 4. Learning algorithm of proposed model
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Table 5. The comparison of different
methods(AUC)

Model Celeb-DF (%)
Xception(3) 67.6
Xception-raw(20) 48.2
Xception-¢23(20] 65.3
Xception-c40(20) 65.5
Xception+Reg.(3) 71.2
Xception+LSTM 89.7
Xception+CLSTM 88.6
our method 98.9

Table 6. The comparison of different
methods(Accuracy)

Model Accuracy(%)
Xception+LSTM 69.5
Xception+CLSTM 85.0
our method 93.5

o & AHIgEE B

Table. 7.9l & = 9l%o], £ =gl At
= wlso]= ex] mdle] Precisions 98.9%. Re
call& 88.06%, Fl-score: 93.1%% A=

Fig. 9.2 & =#elA Alekat mdo] 7+ xeq]
o] #1915 ¥ uf A E F S Grad-CA
ME ol-gste] 3 Aolrt. Fig. 9.¢4 7154
7b 7k s gl R dE i me g

Table 7. Evaluation of our method

o2 Wolx vtk A% (Accuracy)E HIASIAS o,
XceptionNet®} LSTMS A7 &2 =4 A
e 69.5%, XceptionNet®} CLSTME <12
g golo]a ®x] mdle] HEri= 85.0%°2% Xce
ptionNet¥} LSTMS o143t o]z g% nd
o} XceptionNet7}F CLSTMS ©x]3 ddo]=
ex] mdlo] syl 155% =9t AFLEE ¥
W3S o CLSTMS ‘:“’]"]EL Aol AS-E=
/301 ﬁ T2 s Hehis o 5 sl
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Fig. 8. Visualization of the confusion matrix

Method Precision | Recall | Fl-score Acc.

our 98.9% | 88.0% | 93.1% | 93.5%
method
Frame_T1 Frame 2 Frame_3
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