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ABSTRACT

Wearable devices, such as a smart watch and a wrist band, store owner’s private information in the devices so that
security in a high level is required. Applications developed by third parties in Tizen request for an access to designated
services through the desktop bus (D-Bus). The D-Bus verifies application’s privileges to grant the request for an access. We
developed a fuzzing tool, so-called DAN (the D-bus ANalyzer), to detect errors in implementations for privilege verifications
and access controls within Tizen’s system services. The DAN has found a number of vulnerable services which granted
accesses to unauthorized applications. We built a proof-of-concept application based on those findings to demonstrate a
bypass in the privilege examination.
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Fig. 1. Generation of Smack rule for Tizen
applications in an RPM format at the time of
installation.
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Fig. 2. A four-step verification for application's privileges in D-Bus. D-Bus verifies the privileges
against the Smack rule before it connects the application to requested services.
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Fig. 3. A structure of a proposed D-Bus analyzer (DAN). The DAN is composed three modules which
identify all methods in services in the firmware and tries those methods against a target devices to

discover vulnerable methods.
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node /org/bluez/hci0 {
interface org.bluez.Adapterl {
methods:
SetDiscoveryFilter(in a{sv} properties);
signals:
AdvertisingEnabled(i slot_id);
properties:
readonly s Address = '20:55:31:8C:16:C2";
readonly s Name = 'BlueZ 5.37';
Yi
Error:org.freedesktop.DBus.Error.NoReply:
Message did not receive a reply (timeout by

message bus)

}i

Fig. 4. Output of a dbus command for methods,
signals and properties of the Adapter1 interface
in the /org/blues/hci0 object.
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"/org/bluez/hci0": {
"org.bluez.Adapterl": {
"methods": ["SetDiscoveryFilter"],
"signals": ["AdvertisingEnabled"],
"properties":
{ "Address": "20:55:31:8C:16:C2",
"Name": "Bluez 5.37" }

Fig. 5. Output in Fig. 4. is transformed to a
JSON format by the proposed tool DAN for an
efficient and accurate analysis.
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