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ABSTRACT

As online social networks are used as a critical medium for modern people's information sharing and relationship, their
users are increasing rapidly every year. This not only increases usage but also surpasses the existing media in terms of
information credibility. Therefore, emerging marketing strategies are deliberately attacking social networks. As a result,
public opinion, which should be formed naturally, is artificially formed by online attacks, and many people trust it.
Therefore, many studies have been conducted to detect agents attacking online social networks. In this paper, we analyze
the trends of researches attempting to detect such online social network attackers, focusing on researches using social
network graph characteristics. While the existing content-based techniques may represent classification errors due to
privacy infringement and changes in attack strategies, the graph-based method proposes a more robust detection method
using attacker patterns.
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Fig. 1 Fraud detection based on Social network graph
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Fig. 3 Campaigns for YouTube spam detection[17]
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