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Abstract Allowing only authorized users to record and inquire in the ledger, private blockchain
technology is attracting attention from institutions and companies. Based on distributed ledger
technology, records are immutable. Because news via the Internet can be easily modified, the
possibility of manipulation is high. Some false communication report systems are designed to
prevent such harm. However, during the gap between the false communication report and
verification time, contents on the website can be modified, or false evidence can be submitted
intentionally. We propose a system that collects evidence using a headless browser for more
accurate false communication management, and securely preserves evidence through a private
blockchain and prevents possibilities of manipulation. The proposed system downloads original
HTML, captures the website as an image, stores it in a transaction along with the report, and stores
it in a private blockchain to ensure the integrity from acquisition to preservation of evidence.
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Table 1. Comparison of Private Blockchains and
Public Blockchains

Private Public
Features Blockchain Blockchain
Access Permissioned read & Open read & write
write access to database access to database
Speed Faster Slower
Security Pre-approved Proof of Work
participants
Identity Known identities Anonymous
Asset Any asset Native assets
Cost The Operator covers SQare_:d_ by all
articipants
Example Hyperledger Fabric, R3 Bitcoin, Ethereum
Corda
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Table 2. Submission Items of false communication
reporting system

Website A[13] Website B[14]
Channel,
Type, Type,
Name, Name
reported E-mail address, Phone number,
items URL, E-mail address,
reason for reporting, URL,
File Attachment reason for reporting,
File Attachment
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Fig. 1. Private Blockchain System for Preserving
Evidence of False Internet Communications
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'use strict’;
st{Contract}= require('fabric-contract-api');
Evidence ¢ s Contract {
async createEvidence(ctx, evidenceID,
userName, userPhone, usertEmail, reason, userIP,
tiemstamp, URL, captureImage, originHTML) {
st evidenceData = {
userName,
userPhone,
userEmail,
reason,
userlIP,
tiemstamp,
URL,
captureImage,
originHTML

1
await ctx.stub.putState(evidenceID,
Buffer.from(JSON.stringify(evidenceData)));

¥

¥

module.exports = Evidence;

Fig. 2. Smart contract - Invoke
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Table 3. Comparison of Precedent research and
Proposal system

Precedent research Proposal system
Blockchain type Public Blockchain Private Blockchain
Data type Research data Evidence data
Access Approved Approved
Peer Over 5 4
Maintenance cost Low High
Speed Faster Slower
Registration Required Optional
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uire( 'fabric-contract-api');
s Contract {
async queryEvidence(ctx, evidenceID) {
onst docAsBytes = await ctx.stub.
getState(evidencelID);
if (!docAsBytes || docAsBytes.length ===

8) {
throw new Error(” ${evidenceID
does not exist’);
}
return docAsBytes.toString();
¥

¥

module.exports = Evidence;

Fig. 4. Smart contract — Query
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