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Abstract Due to the development of computer technology, IoT technology is being used in various
fields of industry, economy, medical service and education. However, multimedia information
processed through IoT equipment is still one of the major issues in the application sector. In this
paper, a big data protection model for users of IoT based IoT is proposed to ensure integrity of
users' multimedia information processed through IoT equipment. The proposed model aims to
prevent users' illegal exploitation of big data information collected through IoT equipment without
users' consent. The proposed model uses signatures and authentication information for IoT users
in a hybrid cryptographic method. The proposed model feature ensuring integrity and
confidentiality of users' big data collected through IoT equipment. In addition, the user's big data
is not abused without the user's consent because the user's signature information is encrypted using
a steganography-based cryptography-based encryption technique.
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Table 1. Comparisons for previous scheme vs. proposed scheme

Scheme Advantage Disadvantage
[7] Used in most applications Pre—process relevant information for application availability
[8] Use watermarking technique to process credentials Security-related issues are not Solving
[10] It deals with data related to various issues in the social and | Security algorithms related to authentication and encryption
economic sectors are not implemented
Performs authentication behavior associated with DoS attacks . .
[13] Y avior. ) > il Vulnerable in Security Attack
through the user's unique identification
[14] Improves safety in authentication and data access control Limit access to parameters using ID and random values
Mutual authentication is not smooth due to high constraints
[16] Access data shared by all users utual au Y 9
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2 10T 342 olgste] oz
w437 9 71
ofz Aol o]

J. G. KO et al. 7|¥
Ho|ee}t ddE sty JEHE
< Aot} 7]. o] 7L tiES

o, g AF

1T O

31 740] Xlo]q-

S. C. Rathi et al. 7L IoT AAE &3 3=



loT AREXAte| & CIOJH YEE AToIA 25517| 2(8t loT HE Het 2

10

N HEE A7) 915t A5 WS AFsHATHSI.
o] 72 RIS FEAE AshM HErHd 71ME A
& Zlo] 54oldt. T2y, o] 72 IoT HEE A
S o Hoby} wE ZAIE sfachA] Xt Aol &
o|t}.

G. Virone et al. 7|8 IoT A5 & AH|AL}
HE A= 2 AYPIE AtstATHIL

Al Ameen et al. 7|H2 [oT EQF 2 /{9l JHHS
o IAH ofEA A A HFE ERoISITHI0L
o] 7|'HZ ALS]- A &oko] tet olrEdt WHAH H
olEl & thF YA, AF ¥ A=slet AN Heb
gargjEo] FAE o] A 2= Ao] FAleITH11,12].

R. Fan et al. 7L JoT A E 0|3t 24159 <l
% 7= AlQkstal AeH13]. o] 7IH2 [oT 9= A
ot #HH DoS 343 IHE UF 522 AHAY
IF AES B sk AR o[ S| et FF 0
F kst

N. Gonzalez et al. 7|'H2 IoT 9= JHE A}
A Agstr] gt AL A ZES ARIsET [14]. ©]
71 WSS DL 749 42 ARgsto] A
Agtstal 917] wiiZoll A5 wloly H Alojo kA
8= FIAIX Ao] EAoITHSL.

Q. A. Kester et al. 7|2 Hlo|5 9] HAS ZE AF
B0 RS & e A4S s Addsltiiol
J&, o] 7HL 4% [oT "lolE Y] Ao Ak =
Zo] Eo} AT QFo] LA Lsirh

3. AHZiTz4m| 7[Hte] loT AMZX} HiG|O]E]
HS o9 M5

3.1 loT ALEXIQ| BIH|O|H ES

[oT A4 3% HlHlole JHEF o]&sto] [oT
ARGAS] RS BASH | 915t AEZHe TS 7]k
[oT AR8A19] Hlglolg] BE ®dg Aok} A it
9L 0T AHEA] 59 glo] Al 327 EHA o R of
&ol= A< ofdsta ok At B2 [oT AMEAHY
ddole AH & Ay 91F JEE AH7He 1 5
£ B9l stolEH . AdTHAE ARERITE o] 22 ol
= [oT ARAY Hlto]el7t A3AZFE PHsHA A
g = Sl= 7198e BRG] wEo|th E3L [oT
AREARY] HlHolEl = AHZFe 1T 7|9k oA
718 AMgSE7] 2ol [oT AHAY A BEE 5
9] Qlo] By og gst= AL it

At B2 [oT FHIZ25E -89 171 o] 4
dlole AR AFFE, AXNPE 5)E s
Aeotr] oA IGA(SHDA, ASDA, BADA)
2 Bt Fig. 12 Al ZEof|A [oT AHEALY] ¥
tlojg JEE BeAA ALstr] A 39A 9 52
S Bl 9l

FRAYA = [oT AREAS] Hdole JHE Jd 4
HE 53 #Hste DAt AsdA= Cellular
Networks2F WLANE 53] IoT Hdo]e FEE HA
St Agshs DAt mHAEto R BAUA = HEd

-0t

0T AFgAte] Wejolel 4Rg $A Aol

Wearable Device

. -

Heterogeneous Network

Analysis and Feedback

—

Sleep Check

Q Blood

Pressure

Heart rate

sensor Wireless

A

Skin temp

. Calories Fall
d detect Device-to-Device
4 Communication
Smart Band WLAN

Total
i / Activi
E ¥ o
Smart Shoes

Wireless
O

Cellular Networks

-

Station

i Hospital Data |
| File Server Managerment Server :
'

g-og0

Applicaation
Server
§

Fig. 1.

Transmission process of multimedia information



11 SEE==X HMod HM115

FRAGANA = [oT A9 HolHE =45t figt
ikt AlA(Heart rate AlAl, Sleep Clock AlA],
Blood Pressure AllA, Activity AlA], Smart Shoes Al
A BERE FAE O Ut ASHANAME [oT A=
He AAE doket AA 2 T8 AHoA Assh]
flsf ohget FAAMEE, BER, ACIEH ], 1t
e F)yE°l astt EAGA A E [oT HolEE
HA4517] 91% AH, HlolgHo]A d o EEA 0l 5
o] "asit}.

32 loT AKRXtO| SIE0[E| Rt A

o] BAL IoT Bu|25e S38 17 olgel w
olE AROHRl AAR, AAAR 5B A A
2J57] et SADAZA, 10T A8 Heole] 3
B4 e A o2 HuE B SUE [T A8
Zpo] wdole JBg Weld % A 3ReA [oT A8
Ayo] wlgjole] Bug eHsl] AL 9T FAA
459 A WAt o] TAGIAL 10T AHgAe] Bl
olg Fuel FAYS AF] AshA [oT AR
%8 RS N-1% A ASRTh N-1% th
2 AH83HE ol AdPheadng ol8ste] 4 (1)
A% FE3H [oT HHlolelo] v AuE HEY5]

m&olTt.

IBD, =

xT

{z’l et i i > 1
1)

1 ,otherwise

A (DAY B4 A [T AHSAY v AR
IBD, o 28Ry HEE A5 A 4
QA" ToT AREARY JHo §E JHE A3

s, = IBD, mod s @)

epheT1ea] F)ue) v gs Et 2E7h
e 7192 olgste] FEshe 10T Yelole] FuE
AR sjof 7 FEr} A 4 QEE oYy 5
tsytots,Z FHAT. SYPRE FHE olhe
AEbe e 7jge] MR BedE 2]
SJshHolet.

3.3 . 2551 7| MM

o] BAE IoT AHZRY £ H 17} o49] g
olg] HE(IQ AGHE, HAHE )5 A A
3] Yst ASHAZMN, [oT AR Wdolg 3
HE 535357 YA ARREE 715 4 3)~4 (D)

< 59 s7719 HA7E B

nli] _

I,(;,if nlil=0
= 3)

zhif nli]=1

{P i =n(i) it nli=0
)

PR =h(20) if nli]=1

4 3} 10T AHgAFe] Hdo]efe]
2 9IshA ol4l glol ofs) e A
(49 the H=% Hasin 9k of B BHS AX
L ol [oT A8 Higolg o] 2a4 BA} A
34k9] ofolel Mg Aol sl gispAelct

=
LE=R

to oy

5
>~ olN

3
0 1
Ty, Ty

o

3.4 loT AMBXQ| 4| HIOE #E Y

o] HAI= loT FHIZHH == 17] o]de dd
ole] HE(HQ ARHE, AAFE F)E FdstA A
glst7] 93t EAAAZA, o] IFL FERoA A
g [oT AH8A] Hldolg FEE AFdh= Aol
A= [oT AH8ALY] HHlole HEE A w2 &
[oT AH8AS] B HE IBD& gIghtt. Fejabes
[oT AHEAS] Bldole] AHo]| 23HE AH7He 12 1
HEE s, = IBD, mod s A9 AAtsto] &4 453}
9 ToT AR&A] HEo]e] HRE A 4 JEE s,

o

= s, - IBD, & AXIRIT 10T ARAS] WKl 2

ahel AE7he e Ao vEAn Y of dat &
i=1

N
oX,

H osi4s,+ 0 +s, = AT ZHN [oT AREALS] 4

g

HSAH.

fin}

]o

)

i

41 24 MY

AR IO A ToT AREARS] HigofE FH= Fig. 2



loT AEXI2| &l HlO|H FEE OHHsHH HS517| 9I5t loT & Hot 2d 12

o 2 oftoliol 22 FHE At Fig. 24
% A2 BEAAE [oT A849] Welols 52 At
sl A8 7 A HRE $4AT S YRS T

Solo] 45 BANGI A5t arae gat

7|E2AFE 418 7Hte g A9 ndy} HuyrtE 4
Ptk
SWD Port
RIJ45 network

IO shield

[Ere——

Arduino™ Uno V3 connector

Fig. 2. loT Device for simulation

4.2 85 &7t

421 284

Fig. 34 &840 izt 45B71oIA = [oT A&
Ao} Hdlos ARE 4] AsiA Ak el A
&2 o stz Aoy Al Brkstont. a8
B71oIA = 10T ARSARS] He|ofelE AR A
H o] whet [oT ARSARS] HEo]EE 4 3l 24 £
AR Ao olgsigtt. 84S Hewrtel mEt
[oT AREAYS] A AE sof M2 ToT AHEARS] W]
olf Aol tiet EE&G2 7€ REAET 6.5% >
BIE A9l o] Z2 AIE [oT ARARS] AVE HE
o w2 % A Aol wret HdjofE o] A2 o]
A7 wze] e Aol

G a e n & o e
M

Efficiency(%)
B 8 83 8 8 3 8 8

==Previous Model

===PFroposed Model

3

=]

2 S SN,

Number of Data

Fig. 3. Efficiency according to the degree of
information collected

422 et

Fig. 4719 o] gtk 587k dd Bvlee
3l 3E ToT AREARS] HElolg JE F [oT AR
o] AV AHE, ToT ARARS] 7ol et 4 HH
o] & Aro] e HYEE Bkt ol o
3t H7to A= ToT ARAS] HigolE HJE 7o) 4
olA Aske Hleo] 194 o2 FeHT i
7.7% A HErET. o] 22 23t Ak Zdo] Hd
AHE B3 ~AE FES 7 HgolH HE ofjviy
< EoP] A Adivial FER AH7HET v
71HE& ARSI W2ol e Aot ESE, ToT
AHEARS] HlGlelEE #4b AEste] -ETshe I
o] F7HHoz AEsI7| wEo] verd 2ot

\\s—§

=+=Not using loT device

collected(%)

2 R RYEY IR

===Using loT device

Accuracy according to the degree of information

o & L & P &

Number of loTUser

Fig. 4. Accuracy according to the degree of
information collected

423 F&24

At 2} 7]E RERO] [oT AHEALS HlHlolE
Au9] BA4E A= 2y Table 249 67] 3=
(Data dynamics, public auditability, Server comp.
Verifier complexity,

complexity. comp.

Encryption comp. complexity, Verifier storage
complexity)9] B7} Au}7} Ugkth Table 2X3 Aot
BYL /1% wdo] W) N-1% cRIAS ARgatel A
849 1 ARG B ASES HET e B
< AHESES7] wEo] [oT AHSARY] B g Ho] Ad
Hldloly FEE oA BA| FRtet ERL 0T AR
o] ulejole] Hxo] oY HRE FYslo] A8}
gizof Hdole7t &4 Qlo] =Sl EE, ARt
2P [oT ALgA] Welolel7h 3t Hels)7] whio]
Ollogn)% &2 AF Hlu/A% EdE Yepdrt.



13 SFE==X| M9H HM115

Table 2. Comparisons for Integrity of previous scheme vs. proposed scheme

Data Public Server comp. Verifier Encryption comp. Verifier storage
Scheme . o . . : .
dynamics auditability complexity comp. complexity complexity complexity
Previous Scheme No Low O(nlogn) o(1) O(logn) o(1)
Our Scheme Yes High O(logn) O(logn) o(1) O(logn)
b. 4= homes, WOCC, 164-169.
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