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Abstract

With the wide spread of Social Network Services (SNS), fake news—which is a way of disguising false information
as legitimate media—has become a big social issue. This paper proposes a deep learning architecture for
detecting fake news that is written in Korean. Previous works proposed appropriate fake news detection models
for English, but Korean has two issues that cannot apply existing models: Korean can be expressed in shorter
sentences than English even with the same meaning; therefore, it is difficult to operate a deep neural network
because of the feature scarcity for deep learning. Difficulty in semantic analysis due to morpheme ambiguity.
We worked to resolve these issues by implementing a system using various convolutional neural network-based
deep learning architectures and “Fasttext” which is a word-embedding model learned by syllable unit. After
training and testing its implementation, we could achieve meaningful accuracy for classification of the body
and context discrepancies, but the accuracy was low for classification of the headline and body discrepancies.
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1. Introduction

Since 2010, Social Network Services (SNSs) such as Facebook and Twitter have become widespread and
fake news, which is a form of false information disguised as media, has started spreading. It had a
significant impact on voting decisions in the 2016 US Presidential Election and became a hot topic [1].
Fake news on Facebook during the election was mainly used in support of a certain candidate [2].
Mainstream media around the world united to provide readers a confidence index for articles and
employed people to monitor for fake news to prevent its spread [3]. In addition, there have been various
attempts to solve this problem by taking a technical approach. For example, there are artificial intelligence
(AI)-based detection methods and methods that detect the abnormal diffusion pattern of fake news
propagation [4]. Al-based detection methods use models that have been trained on data; this method is
classified as a natural language processing (NLP) task based on machine learning. Several previous works
have garnered >80% accuracy using this method such as neural network models or decision trees [5,6].

However, Korean has two issues that cannot apply these works: (1) Korean can be expressed in shorter
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sentences than English even with the same meaning; therefore, it is difficult to operate a deep neural
network because of the lack of features for deep learning. (2) Difficulty in semantic analysis due to
morpheme ambiguity. We resolve these issues and proposed a suitable fake news detection model for
Korean by implementing a system that uses various convolutional neural network (CNN)-based deep
learning architecture and “Fasttext” which is a word embedding model learned by syllable unit. Among
the various types of fake news, we detect so-called “Click-bait” articles. In this paper, mission1 is the case
in which the headline and body are inconsistent and mission2 is the case where the content of the body

is irrelevant to the context.

2. Related Work

In this paper, we apply and transform various mechanisms based on “Fasttext” [7] and “Shallow-and-
wide CNN” [8] to implement a model for detecting fake news. This section introduces previous related

works that we use to implement models for fake news detection.

2.1 Word Embedding

Word embedding is a method of mapping words or phrases to vectors of real numbers. The traditional
method, “discrete representation” has a “one-hot vector” representation that consists of 0 second in all
dimensions with the exception of a single 1 in only one dimension that is used to represent the word.
However, “discrete representation” does not reflect the context and has problems handling synonyms
and antonyms. Recently, “distributed representation” has emerged as a way to represent words in a
continuous vector space where all dimensions are required to represent the word. This paper introduces

and applies “Word2vec” and “Fasttext” among various representations.

2.1.1 Word2vec

“Word2vec” represents word embedding using a neural network; it has two model architectures for
learning distributed representations of words: continuous bag-of-words (CBOW) and Skip-gram. The
Skip-gram architecture is widely used because it works better on semantic tasks than the CBOW model
[9]. The Skip-gram architecture uses each current word as an input (w;) for the model and predicts words
within a certain range before and after the current word (W,_j, ~ w; ). It maximizes the classification of
a word based on another word in the same sentence, so similar words have similar vectors and their
similarity increases [10]. Given a sequence of training words (w; ~ w;) and the size of training context

(¢), the objective of the Skip-gram model is to maximize the average log probability

1
;ZZ:l Y—c<jzcjz0l0gD(Weyjlwy) (1)
The basic Skip-gram formulation defines p(w,.;|w;) using the softmax function as follows:
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where v,, and v',, are the “input” and “output” vector representations of w, and W is the number of

words in the vocabulary [11].

2.1.2 Fasttext

“Fasttext” is a method of adding the concept of “Sub-word” to “Word2vec.” Each word is represented
as the sum of n-gram vectors and the word vector itself. Taking the word apple and n = 3 as an example.
It will be represented by the character n-grams: <ap, app, ppl, ple, le> and the word itself <apple>. The
reason why it has 2-gram vector <ap, le> is that it adds special boundary symbols <and> at the beginning
and end of words to distinguish prefixes and suffixes from other character sequences. The formulation is
as follows: suppose that you are given a dictionary of n-grams of size G. Given a word w;, let us denote by
G, < {1,..,G} the set of n-grams appearing in w. z, is a vector representation which is associated to
each n-gram g. Thus, v, in Eq. (2), which is the “input” vector representation of input word can be

represented as follows [7]:
Uy = deGw Zn (3)

2.2 Shallow-and-Wide CNN

The model architecture as shown in Fig. 1, is the “Shallow-and-wide CNN” architecture of Kim [8].
The first layer is the look-up table that is the set of k-dimensional word vectors that each corresponds to
the i word in the sentence. Then, a convolution operation is applied with multiple filter widths and a
max-overtime pooling operation. Finally, these features are passed to a fully connected layer and the

prediction is made with the softmax layer.

wait i
for -
the i

video -
and -
do .
n't
rent —
it

n x k representation of Convolutional layer with Max-over-time Fully connected layer
sentence with static and multiple filter widths and pooling with dropout and
non-static channels feature maps softmax output

Fig. 1. Shallow-and-wide CNN architecture [8].

It has two channels of word vectors: one named “Static” that is kept static throughout the training and
one named “Non-static” that is fine-tuned via backpropagation. Previous works have conducted
sentimental analysis with a dataset that consists of short sentences and the “Static” and “Non-static”

results were comparable, but “Non-static” allows the words to attain more meaningful representations
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[8]. However, if only “Non-static” is used, new words can be over-fitted in this model. Therefore, both

channels are used to secure the generality of the meaning of words.

2.3 Attentive Pooling

The model architecture shown in Fig. 2 is the “Attentive-pooling” architecture of Santos et al. [12].
Recently, attention mechanisms have been successfully used for image captioning [13] and machine
translation [14]. However, there were no further studies of applying the attention mechanism to NLP
tasks with two inputs such as pair-wise ranking or text classification. Meanwhile, “attentive pooling” has
contributed to the improvement of performance in these tasks by effectively representing the two inputs’
similarity [12]. Although there is the Term Frequency-Inverse Document Frequency (TF-IDF) method
that statistically measures the similarity by the frequency of words in a document, this model measures

the similarity by increasing the weight for words that have the same or similar meanings to the two inputs.

QUESTION CANDIDATE ANSWER
v v
WEs WEs
Retrieval Retrieval
v
Convolution Convolution
or biLSTM or biLSTM
v ¥
Q0= A=
tanh (QTUA)
G=
/ \
Column-wise Row-wise
max pooling max pooling
r, = Q- softmax r, = A-softmax

Fig. 2. Attentive pooling networks for answer selection [12].

2.4 Bi-LSTM

Long short-term memory (LSTM) is a structure that learns how much of the previous network state to
apply when input data is received. It resolves the long-term dependency problem of conventional
recurrent neural network (RNN) using both the hidden state and the cell state, which is a memory for
storing past input information and the gates that are used to regulate the ability to remove or add

information to the cell state. The multiplicative gates and memory are defined for time ¢ [15]:

fe= oW - [he—y, xe] + by) (4)
ir = o(W; - [he—y, xe] + by) (5)
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op = oW, - [he_q,x¢] + by) (6)
Ci = fi * Co_y + iy * tanh(W, - [he_y, xt] + b) (7)
h; = o, * tanh (C,) (8)

where o(*) is the sigmoid function and f;, i;, 0, C;, and h, are the vectors of the forget gate, input gate,
output gate, memory cell, and hidden state, respectively. All of the vectors are the same size. Moreover,
We, W, W, and W, denote the weight matrices of each gates and by, b;, b, and b, denote the bias vectors
of each gates. Another shortcoming of conventional RNN is that they are only able to make use of
previous context [16]. To resolve this, bidirectional-RNN (Bi-RNN) stacks two RNN layers. If the existing
RNN is the forward RNN that only forwards previous information, Bi-RNN stacks backward RNN that
can receive subsequent information, as shown in Fig. 3. Combing Bi-RNN with LSTM gives Bidirectional-
LSTM (Bi-LSTM), which can handle long-range context in both input directions [16].

Outputs cee Y1 Yt Ytt1 -
Backward Layer 4— I ' @
Forward Layer @ o —b
Inputs e Xy T Tpg1 oo

Fig. 3. Bidirectional-RNN. Adapted from Graves et al., “Speech recognition with deep recurrent neural
networks,” Proceedings of 2013 IEEE International Conference on Acoustics, Speech and Signal Processing,
pp- 6645-6649, with the permission of IEEE [16].

3. Model Architecture

This paper modifies and combines “Fasttext” and “Shallow-and-wide CNN” to implement a fake news
detection model. To detect so-called “Click-bait” articles among the various types of fake news, we need
to understand the consistency and relevance between the headline and body of article. To do this, we
extract the global feature vectors from the headline and body, respectively and compare the vectors. For
extracting method, there are several methods such as TF-IDF and RNN, but since the overall meaning of
text is determined by a few key words in the text, we use CNN which can extract the most salient local
features to form fixed-length global feature vector [17]. Then, we pass these features to a fully connected
layer and make the prediction with softmax layer. We call this model “BCNN (Bi-CNN)” because for the
headline and the body which are two inputs of model, the convolution and the pooling have been used.
Moreover, we try to improve the accuracy by implementing new models by applying LSTM/Bi-LSTM
and attentive pooling to BCNN; in this section, we first apply “Word2vec” and “Fasttext”, which are
representative word embedding techniques, to Korean and compare the accuracy. Then, we introduce

several BCNN models with better performance word embedding technique.
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3.1 Word Embedding

We train 100K articles with “Word2vec” and “Fasttext” to find suitable word embedding for Korean;
the results are as shown in Table 1.
This paper uses “Fasttext” because its performance is better in terms of accuracy.

Table 1. Test results for “Word2vec” and “Fasttext”

o= 2 o= ME
2:d¥e ?7:ER
Word2vec Batch: 5000 0=, gLA, 2EH U= 071
Epochs: 50
Fasttext Epochs: 5 o=, 23 = Qo 0.76

For the first question, geometry of words should show that not only “EX{Q!” and “Z&E” can be clustered each
other, but they can each have similar distances in vectors space to the corresponding countries which are “St=t” and
“59F. As “Fasttext” gives “S38” and “Q2” for above each question, “Fasttext” shows more comprehensive
geometry of words.

Softmax

Py conctd et o ™———_

Max Pooling
Dﬁ
Convolution Convolution
Embedding size
head body
So0] 25 ¥ H¥ & Z¥ SICh 9/29 2F 50| 059 A4 Hifolz 2 .

Title Contents
Fig. 4. BCNN architecture.

3.2 BCNN

BCNN is a CNN with two inputs and pre-trained word embedding “Fasttext” as shown in Fig. 4. It
extracts feature maps from headlines and bodies using 3-g filters through the convolution layer. The
number of filters is proportionally set as 256 filters for the headline and 1024 filters for the body
considering the huge difference in the amount of text between them. Then, it makes each feature map to

one vector through the max-pooling layer. This is the process of forming fixed-length global vector for
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the headline and the body. Finally, classification is performed through the fully connected layer. We use
Rectified Linear Unit (ReLU) as an activation function and the softmax function as an output function.
We use the “Static” channel that keeps word embedding static with pre-trained word embedding

“Fasttext” throughout training.

3.3 (Bi-)LSTM + BCNN

(Bi-)LSTM + BCNN applies the context information to existing word embedding by training it with
(Bi-)LSTM as shown in Fig. 5. We expect an improved performance because each word vector would

have both the vector trained by “Fasttext” and the context information in the sentence.

Softmax

Max Pooling

AT

Convolution

Convolution

LSTM } ﬁ
Bi-LSTM
-~ ol

Embedding size

=si0] OF ¥ ME T ZW SO 920 9F =30| 0|29 HM HHHYE 27 .

njr

Title Contents

Fig. 5. LSTM/Bi-LSTM + BCNN architecture.
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3.4 BCNN with Attentive Pooling Similarity

BCNN with Attentive Pooling Similarity (APS-BCNN) adds a similarity vector between two inputs
represented using attention pooling to a one-dimensional vector matrix that is derived from max-pooling
in BCNN, as shown in Fig. 6. We expect improved performance because the similarity vector has been

added.

Softmax

Fully d Neural

HNEEEEEEEEEENEEEEEEEE
LTI T TITTTT]d [ ..

head conv body_conv
max pooling Similarity max pooling
head conv - Softmax(head attention) | | body, conv - Softmax(body,_attention)

! !

head. body,
attention attention

Column-wise Row-wise
Max pooling T Max pooling

Than(head,. con/ U body, conv)

!

Num of head filters Convoluted body length
I—A—\ —
Convoluted Num of
head length Bodly filters
head con/ v bodly_conv
Embedding size
head body

S8to] 25  H™ & T sSio 9/29 2F S#o| 0|59 AHY Hjiz = .

Title Contents

Fig. 6. BCNN with attention pooling similarity architecture.

3.5 Hyperparameters

Hyperparameters are as shown in Table 2. As mentioned above, the number of filters is proportionally

set considering the huge difference in the amount of text between the headline and the body.
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Table 2. Hyperparameters

Label Description Optimized
filter_size Size of filters 3
num_filters Number of filters 256 (headline), 1024 (body)
dropout Dropout rate 0.5
L2_alpha L2 regularization lambda 0.1
batch_size Mini-batch size 64
embedding_dim Word embedding dimension 128

4. Experiments

This paper detects so-called “click-bait” articles among the various types of fake news. We define
mission] as where the headline and body are inconsistent and mission2 as where the content of the body

is irrelevant to the context (Table 3).

Table 3. Example of fake news for each mission (Korean)

Mission 1 Mission 2
Headline IlEt2 ZJE| ‘251 AV 'SH2|ZE{" 7} AFQIS| 7} P RICt
St=0f| 33 Troj| mjHY
Body ot ZFOHEER 7IEI20| 2558 WFH ‘SH2|ZEf'Q| 27} J.K RowlingQ| AtQIZ|7}
2302 REE HAC O s4CH
obH Hi@ ZX| 0| mjM A0l EAMS) apztot
LE QMOZ AME 2Lt
4.1 Dataset

We use 100K articles that were crawled from Joongang Ilbo, Dong-A Ilbo, Chosun Ilbo, Hankyoreh,
and Maeil businesses as a dataset. For each press, we categorize the news into economic, society, politics,
entertainment, and sports, and then collect articles in the same proportion for each category. Of these,
we use 31K for missionl and 68K for mission2. The real news and fake news are in the same proportion
for each mission and the training and validation data are composed at a ratio of 9:1. We measure the
model’s accuracy with test data that includes 350 recent articles (as of March 2018) that are not included

in the training and validation data and are composed of real news and fake news in the same proportion.

4.2 Experiment Results

We measure the accuracy using the model with the lowest validation loss among multiple steps of the
model and the results are shown in Table 4; AUROC (area under receiver operating characteristic curve)

is used as a measurement technique [18].

Table 4. Fake news classification accuracy results

Model Mission 1 Mission 2
BCNN 0.528 0.720
LSTM - BCNN 0.413 0.718
Bi-LSTM - BCNN 0.417 0.707
APS - BCNN 0.454 0.726
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5. Conclusions

This paper implements a deep learning model for fake news detection and measures the accuracys; its

main contributions are as follows:

1

2

3)

4)

The accuracy of classification for mission2, which consists of fake news that is irrelevant to the
article context, is the highest with APS-BCNN at an AUROC score of 0.726. It can be concluded
that the similarity vector between the headline and body contributes to detecting the content that
is irrelevant to the context.

The accuracy of classification for missionl, which consists of fake news where the headline and
body are inconsistent, is the highest with a BCNN in AUROC score of 0.52; however, this
accuracy cannot be used to detect real fake news. We can deduce the causes of low accuracy as
follows: (a) as CNN uses the local information of texts to classify, mission2 would have achieved
high accuracy due to the large amount of perturbed local information. However, as mission1 has
a relatively small amount of perturbed local information, it would have been difficult to classify
it. (b) The difference in the amount of training data between missionl and mission2 would have
caused a difference in the accuracy between missions; we were able to acquire a large amount of
fake news data for mission2 by mixing parts of the bodies of several articles. However, since we
had to make the fake news data for missionl individually, it was difficult to acquire a large
amount of fake news data like for mission2.

CNN with LSTM has low classification accuracy. Although there is a previous work of LSTM-
CNN with high accuracy in the text classification of one input [19], the application of LSTM in
the text classification of two inputs as shown in this paper had low accuracy. We can deduce the
cause of the low accuracy as follows: for example, if we assume that both the headline and body

have the same word “apple” as shown in Table 5.

Table 5. Example article

Example

Headline This apple is so tasty.
Body The red apple on the desk seems so tasty.

Before the LSTM has been applied, the word “apple” in both the headline and body would have
had the same vector trained by “Fasttext.” However, after LSTM has been applied, each word is
influenced by the preceding words and has different vectors. This reduces the association of
“apple” in the headline and “apple” in the body even though they are the same word.

“Fasttext” performs better than “Word2vec” in terms of Korean word similarity. We can deduce
the cause of the better performance as follows: unlike other languages, the syllables that form

Korean words have their own meaning. For example, the word “CH3}” is composed of the syllables

“CH” that means “big” and “3}” that means “learn.” This would have made “Fasttext” which is
trained in syllable unit, perform better in word similarity than “Word2vec” which is trained in

word unit.

This paper proposes a meaningful deep learning model for fake news detection. The limitation of this

study is that we could achieve meaningful accuracy for classification in the case where the content of the

body is irrelevant to the context, but the accuracy was low when the headline and body were inconsistent.
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In future work, we will implement a big-data system to collect and make good-quality fake news for

training data and retrain our model to improve the accuracy.
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