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Abstract At present, it is indispensable to utilize data as an information society. Therefore, the database
is used to manage large amounts of data. In real life, most of the data in a database is the personal
information of a group of members. Because personal information is sensitive data, the role of the
database administrator who manages personal information is important. However, there is a growing
number of attacks on databases to use this personal information in a malicious way. SQL Injection is
one of the most known and old hacking techniques. SQL Injection attacks are known as an easy
technique, but countermeasures are easy, but a lot of efforts are made to avoid SQL attacks on web
pages that require a lot of logins, but some sites are still vulnerable to SQL attacks. Therefore, this study
suggests effective defense measures through analysis of SQL hacking technology cases and contributes

to preventing web hacking and providing a secure information communication environment.
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1. Introduction data management became easier. However, as

much of the data came into the database, it was

As the information society develops, almost all threatened by hacking. Fortunately, as security
the information is being dataized and managed. technology has been developed to prevent

Therefore, paper data became unnecessary and hacking, data has been less leaked, but with the
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development of hacking technology, security has
become even more important today. The oldest
and most well known hacking technique is SQL
Injection. SQL Injection is a hacking technique
that is easy to break but also easy to crack. In
Chapter 2, we describe SQL Injection and its
damage cases. In Chapter 3, we discuss kinds of
SQL Injection. In Chapter 4, we discuss the
corresponding countermeasures. In Chapter 5,

we try to finish the report.

2. SQL Injection

2.1 SQL Injection

SELECT * FROM
students WHERE

studentld=117 or
1=1:

\ -

/

Send all student
data to the
server

id = admin
passwd =
abc’or'1=1

Receive all
student data

Fig. 1. SQL Injection Principle

SQL Injection is a code injection attack
method that manipulates a database abnormally
by  intentionally  exploiting  loopholes in
application security to execute malicious SQL
statements[1].

This occurs mainly when the user does not
properly filter and escape the data input. The
attacker is easy to attack, but the destructive
power is so great that it is the first thing a
developer learns[2].

Table 1, 2 & 3 shows OWASP TOP 10 since
2013. SQL Injection is a high—risk method of

attack, which has been the top of all Open Web

Application Security Project (OWASP) TOP 10,
which is updated every four years, in 2010, 2013
and 2017[3,4].

Table 1. OWASP TOP 10(2010)

T1 Injection

T2 Cross—Site Scripting(XSS)

T3 Broken Authentication and Session Management
T4 Insecure Direct Object References

T5 Cross—Site Request Forgery(CSRF)

T6 Security Misconfiguration

T7 Insecure Cryptographic Storage

T8 Failure to Restrict URL Access

T9 Insufficient Transport Layer Protection

T10 Invalidated Redirects and Forwards

Table 2. OWASP TOP 10(2013)

T1 Injection

T2 Broken Authentication and Session Management
T3 Cross—Site Scripting(XSS)

T4 Insecure Direct Object References

T5 Security Misconfiguration

T6 Sensitive Data Exposure

T7 Missing Function level Access Control

T8 Cross—Site Request Forgery(CSRF)

T9 Using Components with Known Vulnerabilities
T10 Invalidated Redirects and Forwards

Table 3. OWASP TOP 10(2017)

T1 Injection

T2 Broken Authentication

T3 Sensitive Data Exposure(XXE)

T4 XML External Entities

T5 Broken Access Control

T6 Security Misconfiguration

T7 Cross—Site Scripting(XSS)

T8 Insecure Deserialization

T9 Using Components with Known Vulnerabilities
T10 Insufficient Logging & Monitoring

2.2 Damage cases

There is a case of SQL Injection attack in
Korea. Immediate Stay 020 service "How are you

here?" In this attack, customer information has
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been leaked and customers have been sent an
Although it

it does not recognize the

unpleasant text message. iIs a
common technique,
fact of the hacking and it is revealed through the
hacking technique.

In another example, the British Information
Board

travel

announced that Worldview, a famous

website, announced that a credit card
number was hacked by an SQL injection attack
and warned against it. The British Intelligence
Commission has charged World View with a
penalty of £ 7,500. Worldview said that this
attack hacked card information of about 4,000
customers[5].

In addition to cases of personal information
leakage, it is possible to control the system
through web attack. Grasping a system is more
likely that a
secondary attack is more likely to occur than if

dangerous because it 1is more
the victim ends up harming the system. If you
add administrator privileges to a new user, the

attacker may become an administrator.

3. Types of SQL Injection

3.1 Bypass filtering

The filtering bypass technique is a general
attack method. It is an attack that is targeted at
a login page that normally inputs an ID and a
password. It uses an error of logical operation of
the T / F of the query statement to cause the
login authentication query to be unconditionally
TRUE, It is a way to neutralize. As a typical
pattern, input an abnormal SQL query as 'admin'
and password 'OR'1' = '1' in the login field of the

web server.

Table 4. Filtering Bypass

SELECT =
FROM tables
WHERE id= ‘admin’ AND passwd="OR'1'="1";

Table 4 shows a filtering bypass sample.
Passwd can succeed in login because 'OR'1' = '1
syntax 1s always TRUE even if ID and password

are not matched correctly[6].

3.2 Stored Procedure

Stored Procedure SQL Injection using stored
procedures. The stored procedure is a form of
SQL  set wup for
Especially, xp_cmdshell, which can be used in MS

operational  convenience.
SQL, is one of the frequently exploited stored

procedures[7] because it provides a role to

execute Windows commands.

3.3 Incorrect Queries

This query is based on an error message in the
database. It is an attack that causes an error to
get the database name, the table, the column,
and ultimately the data based on the error
information. This technique is used as a step for
collecting preliminary information and is not a
direct attack because it only acquires data

without modifying it[7].

3.4 Union Queries

This query uses the Union operator to add the

query that the attacker intended to the

parameter, thereby cutting out the desired

internal information. Table 5 shows a simple
query for SQL. The Union operator is used when
combining two query statements and returning
them, which is mainly used where data such as
postal codes or bulletin boards can be easily

identified[8].

Table 5. Basic Union query structure

SELECT * FROM A
UNION
SELECT * FROM B;

3.5 Blind Queries
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Blind queries are used when the web is
vulnerable to SQL Injection or database messages
are not visible to attackers. Unlike ordinary
queries, however, it is true and false that the data
is retrieved only by the server's response when
the query is true and false. Therefore, it
combines the results of the iterative process to
obtain the desired information, thereby causing
the attack to occur. Because many comparisons
are needed, attackers attack using automated

tools[9].

4. Countermeasures of SQL

Injection attack

4.1 Introduction of Web Firewall (WAF)
4.1.1 Physical Web Firewall
We recommend a physical dedicated WAF for

environments where the size of the enterprise is
large, where security is important, or where the
budget is sufficient. You can use appliances or

deploy cloud—based solutions.

4.1.2 Logical Web Firewall

If you do not have the capacity to deploy
dedicated web firewall appliances, you should
consider a public web firewall. Most public Web
firewalls act as a web firewall in a logical

configuration, not a device.

4.2 Secure Coding

4.2.1 Validating input values
In all

competition for

web security domains, there is a

external input values. All
external input values should not be trusted. The
same is true for SQL Injection. Do not trust any
input from outside. The external input value may
be a value directly typed by the user, but it may
include an external value that can modulate the

value using a proxy tool such as the Burp Suite

even if the user does not type it directly. The
most basic strategy of SQL Injection is to validate
the input value. There are two ways to validate
input values. The first is the blacklist method,
which restricts the characters or keywords that
change the structure of the SQL query. The other
is a white list method, which is a much stronger
security method than the black list method.

In the blacklist method, all but the prohibited
characters are allowed, but whitelisting 1is
prohibited except for the permitted characters.
Because it only accepts the specified characters,
you need to keep the whitelist differently depending on
the functionality of your web application. When
defining a whitelist, categorizing / patterning
using regular expressions is more advantageous
individual

for maintenance than defining

characters one at a time.

4.2.2 Dynamic Query Usage Restrictions

You do not need to worry about SQL injection
if your web application only uses static queries
when working with DBs. But realistically you will
not be able to use dynamic queries. Using
dynamic queries is almost a necessity because all
modern web applications interact with users and
are based on dynamic functionality. Therefore, it
is a good idea to use dynamic queries as static

queries by using parameterize queries.

4.2.3 Limiting Error Message Output

DB error information should not be exposed to
the user as it is. DB error information often
includes internal information to help developers
easily debug it. Based on this information, the
hacker will try to figure out the DB structure and
attempt to leak data. Therefore, DB error should
not be exposed to the user as it is. You also need
to be careful with too much guidance messages.
It is better to notify the message when the login
fails, the ID is wrong, the password is wrong, and

the login information is inconsistent.
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4.2.4 DB Security

4.2.4.1 Tsolating DB Accounts

The DB account used by the administrator and
the DB account accessed by the web application

must be separated.

4.2.4.2 Restrict DB Account Permissions
The web dedicated

account to access the DB and assigns only those

application creates a
privileges that are essential to this account based

on the principle of least privilege.

4.2.4.3 Removing default / committed stored
procedures

When the database is installed, it is a good

idea to remove the default included procedures

unless absolutely necessary.

4.3 Vulnerability Check and Monitoring
4.3.1 Continuous Vulnerability Check

You should regularly check for SQL Injection
vulnerabilities. It is recommended to periodically
check for wvulnerabilities by attempting to
simulate hacking or using a Web vulnerability
checker. Keep in mind that even a simple event
page can expose you to SQL vulnerabilities

whenever you interact with the database[10].

4.3.2 Logging and Monitoring

SQL Injection is often attacked by causing an
error or by repeatedly calling the same page or
function. Therefore, careful attention should be
paid to the subject of caution when a lot of
errors occur or when the same page is repeatedly
called by the same IP[11—15].

5. Conclusion

SQL Injection is known to be the most

attack

although it is long since it was published. There

dangerous of web hacking technique

are so many ways to deal with this, but if you

rely on only one thing, there will be many

loopholes. Therefore, it is necessary to utilize the

attacks so far and their countermeasures to

prevent them before they are attacked. However,

as technology continues to evolve, hacking

technology will also evolve, so constant research
and study will be needed to develop countermeasures.
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