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Abstract

This paper presents an experimental result showing the encryption and decryption times of the AES and LEA
algorithms. AES and LEA algorithms are international and Korean standards for block ciphers, respectively. Through
experiments, this paper investigates the applicability of the LEA algorithm for light weight IoT devices. In order to
measure the encryption and decryption times, 256-bit and 128-bit secret keys were randomly generated for AES and
LEA, respectively. Under our test environment using an Arduino microcontroller, the AES algorithm takes about 45ms for
encryption and decryption processes, whereas the LEA algorithm takes about 4ms. Even though processing times of each
algorithm may vary much under different implementation and test environments, this experimental result shows that the
LEA algorithm can be applied to many light weight IoT devices for security goals.
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Fig. 1. Overview of AES algorithm[6].
J8 1. AES Z2|Eo| S JHEH(f]

(1) SubBytes(SB)
SubBytes ¥4

-
3t

17 Zo] SHIEHX 16314
4x4 YA=Z AHHE 1280 EQ] =S a7 29
S-boxE ©]-&3] W3at= HAo|th & 1A
g 59 Zh das PG G)gkel w5 =

718k A

il
il

)

-
3t

Table 1. 4x4 matrix formed by an input block.

E 1 93 2So2%E YNE 44 B
Sl].l] Sl].l 511.2 Sl].:i
Sl.l] Sl.l 51.2 51.3
SZ.[] 52.1 52.2 52.3
Sii.l] 53.1 53.2 53.3
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Table 5. Rcon Table.
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Table 6. ADUINO UNO SPEC[7].
E 6 OFFO0lT UNO HI¥[7]

Microcontroller ATmega328P
Operating Voltage 5V
Input Voltage (recommended) 7 - 12V
Input Voltage (limit) 6 - 20V

Digital /O Pins 14 (of which 6 provide PWM

output)
PWM Digital I/O Pins 6
Analog Input Pins 6
DC Current per I/O Pin 20 mA
DC Current for 3.3V Pin 50 mA
Clock Speed 16 MHz
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]
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Random Key:
277159220248587E434D18550C623347101112131415161718191A1B1C1D1ELF
Key Schedule : 85396
Unencrypted data:
61736466617364666173646661736466
sncryrtion time : 45112
Encrypted data:
SE1153FFFFFFF 10C5C12FFFFFFDOFFFFFF ODFFFFFFBSFFFFFFAT3337FFFFFFSCFFFFFFF6
decrytion time : 44964
Back decrypted data:
€1736466617364666173646661736466
Fig. 8. AES256 process example in Arduino.
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Random Key : ATF1D92A82C8DSFE
Unencrypted data : 61736466617364666173646661736466
Key Schedule : 2960

encryrtion time : 1268

Encrypted data : ET4CEAC7557681512FD4CS5B8T711C481
decrytion time : 1256

Back decrypted data : 61736466617364666173646661736466

Fig. 9. LEA128 process example in Arduino.
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