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Development of LLDB module for potential vulnerability analysis in iOS
Application
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ABSTRACT

In order to register an application with Apple’s App Store, it must pass a rigorous verification process through the Apple verification
center. That's why spyware applications are difficult to get into the App Store. However, malicious code can also be executed through
normal application vulnerabilities. To prevent such aftacks, research is needed to defect and analyze early to pafch potential
vulnerabilities in applications. To prove a potential vulnerability, it is necessary to identify the root cause of the vulnerability and analyze
the exploitability. A tool for analyzing iOS applications is the debugger named LLDB, which is built into Xcode, the development fool.
There are various functions in the LLDB, and these functions are also available as APls and are also available in Python. Therefore, in
this paper, we propose a method fo efficiently analyze potential vulnerabilities of iOS application by using LLDB API.

= keyword : iOS, vulnerability analysis, debugger, LLDB

1.4 = A 7Rl el 4= AR App Storeel] 553171
e NE HF AEY 2S5 A S TS o gk

iOSE PCE G AAIQ MacOSE 7|HEO. 2 7ljdte of Android®] o1& A o] w2?] Google Play Storeol] H]3)
Z o) muta $gA|A o), Androidel B H =l A dAs A3 F9L A7) "ol Android Sl H]3)
MO F KOS ol 9t} j0SoA E&bets o] = 2gtolgo] 8] fjo] FETh AT Anto]fofrt obd

= 1
|

Al AL B oMy T= Hay

701 -E Objective C T Swift2 A E ) 7k o) A ez AR
Ao AL E2] o Z 7ol w2l App StoreZ: £ 7Fe 3 eiadsl AR Fepgol WA o ofE el
Aloldo] fr e ofE A o] M o] A0S 7] o} ZA
1 Dept. of Computer Science & Engineering, Chungnam National oY Be 1 shEEel vs AXA Aok
Univ., Dacjeon, 34134, Korea. olg gt FAE WA flsiM = FAA ol FEA
£ Lotesponding aubor (jryoudenacia) ol WAT F 9 AAA A 270 WA
[Received 6 April 2019, Reviewed 25 April 2019(R2 12 June 2019), i ey e _
Accepted 1 July 2019] st ARls HA e AF7F Basteh A FH ok
Yo o] =L 20199 AL EPRFAN Aho olgt =2 Yo EAAIT dEAA] B2 HIHES
AREN7|YH710] ADL wo} S8 AT No2014-6- . ; AL 612 Tloks 5
o, S g gy ST ol A4 AHEE e A7E BYar 194
B EES 01895 FHAEUARNS FA 5 R 3 UAT DM T DA B TAIE SE37] $
5 w8 23 Het 39 % $48 =Y,
Journal of Internet Computing and Services(JICS) 2019. Aug.: 20(4): 13-19 13

http://dx.doi.org/10.7472/jksii.2019.20.4.13



i0S OfZ2|A oMo B F UM FAS I8 LLDB 2= e
A= A3t =7 fuzzer’t AHEETE 1A fuzzing A P& FEF TR Agtoldo] o ZEA A
S B3 2o AgAE oE g A J1EHER 3 < BAske ATE Bol obE & ITH1[12]. 3 &
2 Al ““@ A & 7k flek A=A ZEA] EA vk Fofol thalA = i Android 730l Tiek A
A& Tetalr] SlslAe 541 Ao Basi, ¢ o]3 i0S #7gel tigk At BA 213
1 BAE rAE 34 7 A5 A 9 = AZEA NS FA3e IR EE FAEE T4
Ag 5o FAE AAR FdEEe 2 ek dosith sle WHolY $7.& o] &8 WS AM-E 4 QT3]
i0S ol Aol A TS THAE 4317 ¢ ZYE FAS YT Ro|t AE A0l 0] HAZ T3
A i0S tiute] 9 MacOSE A4 e F MacOSoll A 3= DVM(Dalvik Virtual Maching)®] FEZ 4 5to] API
S48 Xeodete= M B8 AMESt £4T 5 Q) £ FHs1 28 W7le Yotk $7& o) &e &
th. Xcodeol & LLDBEE o9 TWA7L 71EH 0= A w2 Ad APIE 75t 54 £4s FYshe &
W=l o] o]l& AHg3iAl €tk LLDBe tlAdH, Holot o]gst WHES T3l L& APIE EUEHHY
i0S tutel 2, AlE#H elHl| A C, Objective-C, C++ T|H g Y, BUHY AF4E 7N E FF 4 54
73& A Y3 Python 2IHE Abge] 7hgsfct FEt S FsiA "k o)-H Ambolgo] B the A
I E LLDB APIE- SBI(Scripting Bridge Interface)S = T Bol o]FARL AT AL o ZeA o]l
3|41 Pythono| A= Alg-o] 7hs3lth APIE E-8-319 ol vgdH el o O Qs A s Uk w4
Python 2T HEE ZA5hH LLDBIA 7| EH 02 A% o tist A= BA &tk A 2 AFdAe YA
st 7leR T AldstA 7\1—}5‘ pom FHorg A4 21 i0S ojZgA ool A Hepd 4o tsl thEh
of 3od et ARE FHsE & Uth
weba B =822 i0S ojZ Aol A F kA 2.3 A 24 diH
A4S YA 857 93¢ LLDB APL -5 ol
el ASET BE RES s SIS A EHE WHEOl S 2 DBiDmanic
Binary Instrumentation) ¢} Symbolic Execution®] 1t} DBI=
2. ¥ AT el 43 ZEE Yolsel ZEIe) B4 3
= Wol HH A9l BT AMEETH4L 2T
o] 7} W&o A, T AEHE F7I81Y, ?HEEVP 3E
2.1 32l 8 2d e jeolsl Wwelo] o3 AuE AL 4 ek olee
A AN S ez qe P SO 52390 PR 44 415 B
) @7} Agsol Gk DA el g T EHY T UK ST A% AR efFo A
N uzingelth HAE FA A Qe g ¢ EE WAL BRel A
292 WEste] o2 nPFH el FAS & o;jyzlb()hc Execunon#jg—l% el e e ‘Z]
B 5 GASE Motk 99 g ager B UVITE ARl EASe welHsIIo $71E
03 S A e AEaans ¢ UNT T A28 TE vl B 5 o 2
AR e TA F40) Atk wue ojgeAe)  1ES £AS L SRR A7 25l vl A
Amn olUz) g oE Z2EZ S rhorsh AT E 0] d s 7t W ghs Gohjlo] BE ARE B =
Hobd e = oz AL H T THIRIE]. Wgelty X2 A3 Thse AR E FES] AT
WAL ZZ AATET} B H QA B Baus oy ZUZ $48 YA FHo| oYt} ek &
A o] A}LHL}:, AAFT} I o] EnkA 71 mith WA s o A8 AEE BT welEE
57 Aoos ArFES 31753 ;\LJ:]th _r] Ae g AZb W 2E] AR7F A ZA-o] dth
= ABE AS 4 QL= LLDB APIE AFE-3ho] #H ok
2.2 OiE2A0IM B4 Wy B e s
44A oAl E EA s WY B ¢y
14 2019. 8



i0S ofZz/Al0lMe] EAA F oM 2ME2 2IE LLDB Z& JHY
3. LLDB 2& AA ¢ 74 branch A1 H 2] W# o9} 22 £ emp HH ol Y
a3t 97 2ol A7t Yok 2230 de) 2 o
AAH HoPe BHFEE Yol A Al A £ el AR 24, 9 24 55 vlastel M2 HE d
ARE shotaly o) w2 wets Ryl ssoz 1 A B5& ZHES she Arolth A FHopel wAst
HUTh A AR BA AL Fuzo] Ul §4 YL BA = AR =gsly] fEiM e olgd vl 24 whE A
o] olgigolut. olo] tisiAE Y 58 WA B W E5E efste Aol T3t AN AR 223
Heo]Z ol wA FAFHZO TN BA FAES 2 O] 7% shute] g ol s Fo) I=7F EAIEH] o)
Rolzt = YEE FHACE T AR EAHS THA 9 ol B2 HHoES MEA FHs1717} ofHrk
ole] 9JeFS = Hlo|HE ulolalr] ojFT= Holt). o B AFolA /e REdAe A S5 9%
o] A Bl xAE 9 28] go|EE =23ld Fo] nE FoolE /e H HaEe] XS debry] 4
B WS Sshe 15S FARG A 0A BAr 3 SRS ZI5S RET 01 715S &) A3 LLDB
7 Ve AZ BAoA Ae 52 220 AHLE 58 API % lldb.frame Disassemble 52 A}&-3le] £ o)A}
& 718 S3o] Wasith= Hotk olo] WEjAE = Y AE 7P LT FFE tzol et 1 Hel,
8 BE Wol M #43 7HS AR BASe 3 Heel s st 5 2718 HalE s e 5 gl
2 AAFEE 75 pERT 5 T o1& 58 A9 550] v F Sl= XA
S el € 5 AL G ARl BEold EAEE A
3.1 84 2 Aate] FAHQ #4419 F A gk
AA AR BAS Seie 2209 49 35 3.2 YXIAEQ} AR 2N
of T HAE BFF 2AES BAs ok Wtk 5
2 ) 2ojHEs ATE AFEn Ze ] Ay 52 IAA FAFH O Qs AHAIZE LAYE o, 3T
S WAShE Tp QI2ES MY Ue seto] Mastey,  —ob /b EAR SR AAS gasl Aot 4
Aahs Z2TUGAE bir bl b, br, bae, bgt 5 branch 1 AT @S] 8 7o el e SEekL A gl
AQe) WHAEL 2L 4 Uk branch AGS] Wgel = GHE T AT A FHL s e w7
= zam m2gd A 529 WANE /=S Aol 2 A2 o) AR ES SAlsh 8T vl elE vt
oftjell Al dH =, WA e FHs)of gk 3t

aste $71%el s ga,

[+] code

instruction #1

instruction#2 ——> crash
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[+] stack

[+] register

check the register in which the problem occurred

—

check the stack in which the problem occurred

tracking address
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(Figure 1) analysis register and stack
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0x18896facc <+120>: ldr x9, [x9, x10, 1lsl #3]

0x18896fad@ <+124>: ldr x21, [x9, #0x18]
[>>10x18896fad4s <+128>: cmp w8, #0Ox1
[++]10x18896fad8 <+132>: b.ne 0x18896fb54

Px18896fadc <+136>: ldr x8, [sp, #0x1e0]

0x18896fbad
0x18896fba4
[++]10x18896fba8
[++]0x18896fhac
0x18896fbb0
0x18896fhbb4

(73 2) B+ 25 24
(Figure 2) Function flow analysis
<+332>: ldr x8, [x0]

<+336>: ldr x8, [x8, #0x8]
<+340>: blr x8

<+344>: b 0x18896fhb8 7 <+356>
<+348>: ldr x19, [x9]
<+352>: chz x19, 0x18896ho0 ; <+172>

(O] 3) 2= 7l=M0| = SE EM
(Figure 3) Exeploitable flow

(11db) context register d

[*] register

; =0x1
1 <+256>

==>register jump

[x@ 1: 0x0000000101fbcb58(heap) —-> 0x8000000101e9d180(heap) ——> 0x0000000044444444(7)

[x1
[x2
[x3
[x4
[x5
[x6
[x7
[x8
[x9

e et b et b b b e

(11db) context stack
[x] stack

[00] 0x000000016e38880 :
[01] ©0x000000016e378888 :
[02] 0x000000016e378890 :
[03] 0x000000016e38898 :
[04] 0x000000016e3788a0 :
[05] 0x000000016e3788a8 :
[06] 0x000000016e3788b0 :

0x0000000103a70298(heap) —--> 0x0000000000000000(?)
0x000000016e3f88a0(stack) ——> Bx00000BL1a995f528 (WebCore) —-—> 0x@000000200000010(?)
0x000000016e318908(stack) ——> 0x0000000000000000(?)
0x0000000103be2270(heap) --> Bx00PVEO187c3cd68(JavaScriptCore) ——> @xb98012208b040T51(?)
. 9x0000000000000010(?)
0x0000000000000003(?)
0x0000000000000000(?)
0x0000000101e9d180(heap) —--> 0x00000000LLLLLLLL(?)
0x00080000LLLLLLLL(T)

(T 4) AX|IAE F=a 2t FH

(Figure 4) Track address values in registers

——> 0x0000000000000000(?)

--> 0x0000000188010001(StoreServices) —--> 0x30510012301b036e(?)
——> 0x0000000101fbcb58(heap) —-> 0x0000000101e9d180(heap) —-> 0x0000000044444444(?)

—--> 0x0000000100000001 (heap)

—-—> 0x00000001a9957528(WebCore) —-> 0x0000000200000010(?)
—-—> 0x0000000103b20380(heap) --> 0x0008150000000101(?)
—--> 0x00000001a9957528(WebCore) --> 0x0000000200000010(?)

(22 5) Ashe] 54 7t 55

(Figure 5) Track address values in the stack
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jmpcall (without dup)
> 0x00000001000f8808 : blr x8;
> 0x00000001000f8f7c : br  x3;
> 0x000000010009030 : br  x1;
> 0x0000000100119610 : ldr x8,
> 0x000000010011982c : ldr x8,
> 0x0000000100119c2c : blr x21'
> 0x000000010011bf94 : ldr x0,
> 0x000000010011c16c : blr
> 0x000000010011c6c8 : ldr

[x8, #0x90]; blr x8;
[x22]; ldr x8, [x8, #0x38]; blr x8;

[sp #0x8]; ldr x8, [x0]; ldr x8, [x8, #0x1b0]; blr x8;
X2
x0, [x23] 1dr x8, [x0]; ldr x8, [x8, #0x188]; blr x8;

(O3 6) 71 ErA
(Figure 6) Find Gadget
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