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Abstract

Key establishment method based on channel reciprocity for time division duplex (TDD)
system has earned a vital consideration in the majority of recent research. While most of
the cellular systems rely on frequency division duplex (FDD) systems, especially the 5G
network, which is not characterized by the channel reciprocity feature. This paper realizes
the generation of a group secret key for multi-terminals communicated through a wireless
network in FDD mode, by utilizing the nature of the physical layer for the wireless links
between them. | consider a new group key generation approach, which using bitwise
XOR with a modified pairwise secret key generation approach not based on the channel
reciprocity feature. Precisely, this multi-node secret key agreement technique designed
for three wireless network topologies: 1) the triangle topology, 2) the multi-terminal star
topology, and 3) the multi-node chain topology. Three multi-node secret key agreement
protocols suggest for these wireless communication topologies in FDD mode,
respectively. | determine the upper bound for the generation rate of the secret key shared
among multi-node, for the three multi-terminals topologies, and give numerical cases to
expose the achievement of my offered technique.
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1. Introduction

Physical layer-based security protocols received a great attention from the researchers in

both the security field and the communication filed since Shannon paper [1] and Wyner
[2]. From these two papers, the term information theoretical security became in the
wireless communication, which divides into two main branches. First, the channel model,
which deals with the transmission rate between the communicated nodes to be better than
the channel capacity between them and an eavesdropper to maintain the confidentiality of
the link without encryption. Second, the source model, which depends on the features of
the link between the communicated nodes to share a common randomness source for the
generation of a shared secret key.

In many previous pieces of research such as [3]-[5] handled the challenge of establishing
a shared secret key as a source model for TDD systems to utilize the benefits of the
channel reciprocity in key generation. According to [6], there are five stages to extract a
common bit string to be used as a symmetric key from the physical features of a wireless
link between a pair of nodes, i.e., single hop connection: channel estimation, randomness
extraction, quantization, reconciliation, and privacy application. The purpose of the first
two stages is to recognize a common randomness source used for the generation of a
secret key, which is under thought in this article. The other stages roles are to extract a
number of bits, from the observed randomness source, to be the shared secret key. The
noisy observation, between a pair of nodes resulted from the first two stages, needs an
extraction procedure to drive reliable bit strings. The secret key rate estimated from the
noisy observation regarded as the upper bound rate for the whole process. Moreover, it is
common in wireless systems that there is no statistical relationship between opponent
channels and legitimate user channels, even if there is a separation by a few centimeters
from each other [7]. The establishment of a shared secret between a set of the nodes is
more difficult than between two nodes because of the distinctive arbitrary channels
related to these nodes.

In [8], they introduced the first group secret key generation based on the source model.
After that, a number of tree-based schemes, [9]-[13], adopted the point-to-point
mechanism to generate a group secret key among a group of nodes. Moreover, convincing
schemes suggested for the generation of a secret key between multi-terminals concerning
wireless networks by taking advantage of the channel properties in [14]-[16]. These
schemes are more applicable to actual structures at the detriment of some scarification in
the rate of the generated secret key in TDD systems. In [17], the authors considered the
problem of the group secret key establishment for different models of wireless networks.
They merged the approved single-hop key agreement, the segmentation strategy, and the
one-time-pad procedure to generate the group key in a TDD system employing the
reciprocity feature of the wireless channel.

All the research related to this discipline oriented to the TDD system to get the benefits of
the channel reciprocity feature to establish a group shared secret key. Despite that, most
of the efficient wireless systems depend on FDD especially 5G networks, there is no, for
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my knowledge, group key generation scheme suggested for FDD networks. In the FDD
system condition, the treatment of two different channels concurrently for transmitting
and receiving leads to lose the benefit of the channel reciprocity feature used in the key
generation method as in TDD system. Therefore, the characteristics of channel status
information (CSI) used in [18]-[20] to create a shared key could not be used directly in
FDD mode.
I submit in this paper, a new procedure for generation of a secret key between multi-
nodes, without using the reciprocity feature of the linked channels. These nodes are
communicated in a different wireless form, especially, the triangle topology, the multi-
terminal star topology, and the multi-node chain topology. First, the suggested strategy is
validated using a simple triangle wireless topology, where three authorized terminals
want to have a common secret key between them without the leakage of any information
about that key to anyone outside the group. Moreover, | investigate a more difficult
arrangement, star topology, where the secret key generation rate between N (= 3)
authorized terminals are in centralization-shape is derived. Finally, the process of
generating the proposed shared secret key for FDD systems offered in the chain topology
of wireless networks. My suggested group key establishment approach depends on
merging my FDD point-to-point key generation mechanism [21], and the bitwise XOR
process. In the following points, | summarize my contribution:

o Figure out the secret key rate for a multi-point wireless communication system in FDD
mode.

e Triangle topology: | proposed an algorithm for the establishment of a shared secret
key between three nodes, based on a bitwise XOR method, for a triangle topology in an
FDD mode for 5G networks. The essential part of my suggested algorithm is applying
only one-time pad operation between any two FDD-based pairwise key generated
among a pair of nodes, and utilize it to generate a shared secret key between the three
nodes. Then, the upper bound rate of the generated group key in the suggested
algorithm demonstrated.

o Multi-terminal star network: an algorithm for the generation of a shared secret key
between multi-terminals based on bitwise XOR proposed for a star topology in FDD
mode of 5G networks. Where, the central node selects, randomly, a pairwise secret key,
and sequential broadcasting the resultant of the bitwise XOR operation between the
selected key with all other generated pairwise keys one by one. Then, the upper bound
for the generation rate of the group key in the suggested algorithm illustrated.

e Multi-node chain network: a bitwise XOR based group key agreement scheme
suggested for a chain topology consist of N authorized entities. Then, | derive the
upper bound for the group key generated rate.

The choice of the topologies in my suggested schemes came from the relevance of these

arrangements for the wireless FDD system.

The remaining of the paper arranged as follows. Section Il describes the wireless

communication system model under investigation and provides the assumption necessary

for my suggested schemes. | revisit the key generation for one hop in FDD mode for 5G
networks and determine its secret key rate in sections 11 for consistency. In section IV, |
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suggest an algorithm for the group secret key generation for a three-node network.
Another scheme for multi-nodes in FDD systems, star topology, is given in section V, and
show the impact of the number of terminals on the generated secret key rate. Section VI
presents the group key generation for chain networks. Numerical results and comparisons
are given in section VII; finally, concluding notes is presented in section VIII.

2. System Model

The system model for the group key generation scheme and its associated system
assumption demonstrated as follows.

I’m dealing with the difficulty of establishing a shared secret key among a group of nodes
in FDD systems, where N (N > 3) authentic nodes desire to produce a shared secret key
over a full-duplex wireless communication link in the existence of an inactive opponent.
In this scheme, all the authentic nodes can send signals over fading links, and they
assumed to be full-duplex nodes, i.e., any node uses two different bands for transmission
and reception of the signals. Each node n (n € {1, ..., N}) sends a known signal x,, over
specific channel use. The signals reached, the other terminals and the eavesdropper are:

Vi =hpix, +n,Vi€{l,...,N},i#n; )
YE = hnpxn +ng, (2)
where h,;and h, g denote the channel status from terminal n to the terminal i, and the
eavesdropper, respectively; n; and ng are additive white Gaussian noise with zero mean

and variance o2 at the terminal i and the eavesdropper, respectively.

All the fading coefficients are supposed to be independent and identically distributed,
so, h,; is independent of h,, . Furthermore, | suppose that no node has any information
about the channel properties of the communication links before communicating with any
node; however, channel state information statistical distributions presented at each
terminal. For clarification, | suppose that the channel gains are a univariate normal
distribution with zero means. Moreover, in this research, | suppose that all the nodes can
transmit and receive simultaneously between each other, i.e., full-duplex mode. In
addition, | consider that the fading coefficient of the wireless channel remains fixed for a
duration T. After that, it switches randomly to another independent quantity at the start of
every cycle of duration T. These recognized as slow block fading model in the literature.
Remark that these assumptions regularly utilized in most of the current associated
research for the generation of a shared secret key in wireless communication [22]-[24].
For each n € {1,..,N}, let S, =[s,(1),...,5,(L,)]" represent the signals sent by
terminal n in L,, channel uses. As in [20], | suppose that the transmitted power
constraint for each terminal is equal for simplicity, i.e.:

LilE{S,ZSn} <P,vne{l, .. N} 3)
Besides the usage of the wireless channels, those authentic nodes additionally utilize a

public channel to exchange messages, which will be overheard by the opponent. This
hypothesis of public channel usage has commonly assumed in related works [22]-[24].
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The eavesdropper is inactive, which restricts its role in the communication system for
receiving only the transmitted information from other members in the system. | express
all the exchange messages in the public channel as F. All the authentic nodes in the
network desire to have a common secret key among them, by exchanging messages
through wireless channels and the public channel. | denote the pairwise key generation
function associated with terminal n as f,,, i.e., Ky, = f,(Sp, Y, F), where Y, is the
signals received by terminal n. A group key rate Ry., is said to be achievable if, for
any € > 0, there occurs an algorithm and a random variable K, such that:

Pr(Ky, #K;) <en=1,..,N, (4)
%I(KQ;F) <, (5)
%H(Kg) = Riey — €. ©)

Here (4) expresses that the group key K, generated at all the nodes depending on the used
function is equal with high probability, (5) denotes that the eavesdropper acquires a
limited amount of information about the generated group key. Finally, (6) ensure that the
rate of the generated key is at least equal to the normalized entropy of the generated key.

3. Pairwise Key Generation For FDD System

In an FDD system, each pair of node communicates over two different bands, one for
transmission and another for receiving signals, simultaneously. So each link between two
nodes composite of two paths, with two different channel status, between them. The key
generation problem between two nodes, in FDD systems, is more complicated due to the
non-reciprocity of the channel gains between the two nodes.

Now, I’m studying the possibility of generating a shared secret key depending on
physical layer features of the wireless network in FDD mode with a non-zero rate. This
will be the beginning of generating a secret key between a number of users. Followed by
another step, which will discuss in the coming sections.

The following algorithm shows the suggested key generation scheme for point-to-point
FDD communication mode.

h;

Fig. 1. Single Hop.

The system model for the suggested scheme shown in Fig. 1, where two nodes attempt to
establish a secret key from the common observation of the composed channel gains of the
full duplex link (h;;hj;). The corresponding resource element of the scheme shown in Fig.
2, where the coherence time T split into two training allocation sequence, forward
channel training sequence Tr, and reverse channel training sequence Tg, . | assume that
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transmission between node i to node j carried over frequency f;. Simultaneously, from
node j to node i carried over frequency f.

— T -
fa 1) Node j transmits X. 2) Node j transmits Y;".
fi 1) Node i transmits X. 2) Node i transmits Y;.

— Tr, —fe— Tp, —

Fig. 2. Recourse Elements for Point-to-Point Link.

The proposed key generation scheme outlined in Algorithm A.
For channels h;; and h;; , after the forwarding phase of the channel estimation, both nodes
receive:
Y= hyX + N (7)
Y/ = hiX +N; 8

Algorithm A: Key Generation Protocol for Point-to-Point Link in FDD mode.

Phase 1: Channel Estimation.
o Node i transmits an identified signal X with transmitted power P over channel
h;; to node j. Node j receives Y]’-. Simultaneously, node j transmits a known

signal X with transmitted power P over channel h;; to node i. Node i receives Y;.

e Node i transmits Y; with transmitted power P over channel h;; to node j. Node j
receives ¥; from which it gets the estimation of the common observation ng).
Simultaneously, node j transmits Y]’- with power P over channel hj; to node i.
Node i receives Y; from which it estimates Tlf).

Phase 2: Pairwise Key Agreement.
e Both nodes approve the sequence K; as a shared key, using the correlated

estimation pair (Tzf), Tzﬁ”).

Simultaneously. After that, both of interacted nodes feedback their received signals, after
the reverse channel training phase, both nodes receive:

Simultaneously. From these observations, both nodes get the following estimates:

=@ _ xT _ xT xT
=() _ xT _ xT xT
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Theorem 1.
The distribution of the common observation h;;hj; is a univariate normal distribution with

. afio%
variance ——— and zero mean.
oi2j+o]?i

Proof. For details of the proof, please refer to the appendix section.

~(1) - . . . . 0-2-02-
So that, hf) iS a zero mean Gaussian random variable, with variance —1— +

ai2j+a]?i)
2 a2
i 2 .. =~(7) - - - -
L‘Lzzﬂl;”z, and similarly, hE’) is a zero mean Gaussian random variable, with
o
(oFise)
variance,
2 02
oo} %ijxi s
P AL 2\2 0 |Ix)2
(of+}i) ("i2i+||;||2)

From equations (11) and (12), | recognize that there is a common observation h;;hj;, from
which both nodes can use it as a common randomness source to generate a shared secret
key.
Assuming that both nodes transmit signals with transmitted power P during the channel
estimation phase, | have ||X||* = Ty, P.
Based on the lemma of data processing in [26], it is easy to observe, the validation of the
following Markovian relationship [22]:

R o Y o hyhy o ¥ o B
Which implies 1( A{"; A{) < 1(t; 1)),
Similarly, from the Markovian relationship

Yo b o hyhy o R o,
thave 1 ( A{"; AY) = 1(%; ).
As a result of lemma 3.1 in [21], I ( rD; EE")) = I(Y;;Y;), which indicates that 2" and

EED maintain the mutual information between Y; and Y;; which can be used to compute
the rate of a generated secret key between two nodes.

From ( EE"), Egj)), one can evaluate the secret key rate [27] as following:
) P
Ry =2 1(RY; BP) (13)

2 2
2 T 2 2 2 T \
ofi0 OiiTynz 2
; Uixi2_, o |

P R
oG5, “IxE_, o? || 7t

2 2 2 X2
2 2 2 111
(Uij'HTji) < 2, 0 ) /

2T 2
2,2 2 X1

of+a5 2 a fp—
\( i<} <"ﬁ+||xn2) AT

I
1
RL=Elog|

2 2 2
/ 2. g2, g2, 9~ \/ 2. 452, g2, 9~ \ 2. 452,
| 2yl DUz, o® g Gl Uz, o ) (747
2,2 2 11l 2,2 2 11l 2,2
ot 404, 2 a (s Joarh 2 a of.+0%,
\( ij ]I.) <Uﬁ+W) /\( ij ]I.) <ai]-+W) / ( j ]I.)
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Theorem 2.

The key rate of point-to point FDD link is:

R,

2 2 2 0 2 2 2 0
/ %%, PXIE__ | o? gjoi _,_ TUIXTE__ | o \
| (02 + 62)° o2\ TP |\ (o2 1 02)? o2 \2 XTI |
Oij T Tji (szi + 2) Oij T Tji (afj + 2)
I ] [5] | (15
2T gl a? o2 |
2,2 0% s ) 2,2 0 o ) 2.2 \?
| 93} ji ST o 9} ji U TIXT] o 9} ji |
(6% + a2 2 2, 02 B (6% + o 2t 2, 02\ T ) (6% + a2 2
ol (o + 1) b+l (o + i) S

Proof. For details of the proof, please refer to the appendix section.

To simplify the equation of the secret key generation rate R; over a link L, I will assume

that the variances of the channel gains for the two paths for a single link are equal, i.e.:
2 2

So,
2
|/‘72. U%P;;L g2 \l \
2 27pPT
o ) T
RL == E logl 5 2 I (17)
| |/¢7%+ %P;FL _ P;Z \l _(ﬁ)z |
2 2
\\ <a%+P;; ) FL / /
4. Group Key Generation For Triangle Topology
(1) (1
(0.5
I I
Kl:?l Kgl?
7(2) 7(2) #(3) 7(3)
L@ S—cy 7

K,:=
'

Fig. 3. Triangle Topology.

Now, I’m examining the group key generation problem in its simplest structure between
three authentic terminals (i.e., terminals 1, 2 and 3, as presented in Fig. 3). For clearness,
I suppose that all the channel gains of all the paths h;; for the forward transmission and
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hj; for the reverse channel, where i,j € {1,2,3}, are univariate normal distributions with
zero and variance aLZ, where L € {1,2,3}. A bitwise XOR process based scheme is
suggested for this topology to generate a secret key shared between the three terminals,
and the associated parameters are recognized. In section V and VI, | will expand my
challenge to cover a network consists of more than three nodes.

The proposed bitwise XOR based key generation scheme outlined in Algorithm B, where
three authentic terminals begin by point-to-point secret key generation based on the
physical layer attributes of the connections between them. Then a group key is created
depending on a bitwise XOR mechanism and exchanging messages over the public
channel. | present my protocol in Algorithm B.

In the point-to-point key agreement phase, based on the common observation between
each pair of terminals (presented in Fig. 3) that resultant from the training method and the
point-to-point key generation technique in Section 11, every two terminals can accept on

an approximately uniformly distributed shared secret key K; with rate R, = IFL where
R; defined as in (17),where L € {1,2,3}.

Algorithm B: Group Key Generation for triangle topology.

Phase 1: Point-to-Point Key Agreement.

e As declared in Section I, point-to-point secret keys can be established
depending on the channel fading coefficients of the paths linked with the
terminals, where every pair of terminals (i,j) permits, over the link between
them, a secret key K;, where L € {1,2,3}.

Phase 2: Group Key Agreement.
o Node 1 broadcasts K{@K3, so that nodes 1, 2 and 3 can acquire both K; and K3.
e Nodes 1, 2 and 3 concatenate (K4 |l K3) as the resulted secret key for the group.

The phase of group key generation is the most important component of my submitted
algorithm. Node 1 sends K;@K; over the public channel, so the other nodes acquire
K; and K;. In this case, the three nodes share K; and K5. Clearly, due to the operation of
a one-time pad [1], the opponent gains no information about K; and K5 . To obtain the
group key, | have to concatenate both keys (K; Il K3) , which achieved with the group key
generation rate for triangle topology:
Rryi =Ry +Rs3 (18)

As revealed, the rate of a group key generation for a triangle topology is equivalent to the
summation of the rate of a secret key generation over two links.

5. Group Key Generation In Star Networks

In this section, | examine the generation of a shared secret key between numbers of
authentic terminals in a star configuration. A model for the star network, with four
authentic terminals, presented in Fig. 4. The common observation between the terminals
shown in the figure, from which a pairwise secret key K, generated over each link L €
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{1,2,...,(N — 1)} with rate R, . A bitwise XOR-based scheme suggested for this
configuration, and the associated parameters are recognized as follows.

7(2)
hl

L
K:=
T
I3
Ky: =
T ‘w‘
P g g
@ (hl lhz 'ha ) @
7 (3) -
RS R

Fig. 4. Star Topology.

As in Section 1V, the point-to-point and group key agreements phases summarized in the
following key generation protocol, as exposed in Algorithm C.

Algorithm C: Group Key Generation in the Star Topology.

Phase 1: Point-to-Point Key Agreement.

e Asstated in Section 11, point-to-point secret keys can be generated depending on
the channel fading coefficients, where node 1 (the central node) and node i,
where i € {2,..., N} agree on a pairwise key K; for each link, where, L €
{1,2,..,(N—-1)}.

Phase 2: Group Key Agreement.

e Node 1 selects randomly K; , where € {1, ..., (N — 1)}, then broadcasts K;®K;
where j € {1,...,(N — 1)} and i # j,one-by-one, till all the N terminals shared
all the keys.

e All the N terminals concatenate these N — 1 keys (K Il K5 Il --- Il Ky_41) as the
result group key.

In the point-to-point key agreement phase, based on channel characteristics (presented in
Fig. 4), and the point-to-point key establishment technique in Section IIl, N point-to-
point secret keys generated by employing the channel characteristics between the
terminals, as presented in Section Ill. Referring to equation (17), the rate of K, (L =

1,..,N—1)derivedas R, = IFL , Where R; expressed as in equation (17).
In the group key agreement phase, | concatenate the generated (N — 1) independent
pairwise keys to achieving the concluding shared secret key among the nodes. Initially,

the centralized node selects randomly K; (i = 1,...,N — 1) and then XORing it with
another pairwise key generated in sequence, K;@K;, and then it delivers results to other
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nodes over the public channel. Repeat sending these key (N — 1) times till all the N
terminals obtain all other keys. Note that the delivering order between these terminals is
(K1®K,, K1®Ks, ..., Ki®Ky_1), in case that K; is randomly selected by the central node.
Clearly, the opponent gains no information about each key, since the one-time pad
operation [1] used. Finally, resulting group key (K; Il K5 Il K5 Il --- Il Ky—4) achieved by
concatenating these group keys with the rate of:

Rgtar = Zg:_ll Ry, (19)
Assuming the entire generated pairwise secret keys are equal, i.e.:

L=hL="=Iy1=1 (20)

Rstar = @ I (21)

Where, suffix L in the above equation indicates for any link, under the above assumption.

6. Group Key Generation In Chain Network

In this section, Algorithm A suggested for the triangle topology in Section 1V is expanded
to the chain topology with N authentic nodes. For simplicity, | suppose that all the
channel gains of all the paths h;; for the forward transmission and h;; for the reverse
channel where i,j € {1,...,N}, are univariate normal distributions with zero means and
variance o7, where L € {1, ..., N — 1}.

FN-1) F(v-1)

(1) H@) ¢ 23 ¢ e B A
i 2, 7Dy D 7y (hy—g S hy=17) R,
I _2 JIN-1

Kl:i KZ'T Ky_1: T

Fig. 5. Chain Topology.

As presented in Algorithm D, the suggested communication protocol consisted of two
phases: point-to-point key agreement and group key agreement.

Algorithm D: Group Key Generation in the Chain Topology.

Phase 1: Point-to-Point Key Agreement.
e Asstated in Section 11, point-to-point secret keys can be generated depending on
the channel fading coefficients, where each adjacent nodes accept a secret
key K;, where L € {1,...,N — 1}.
Phase 2: Group Key Agreement.
e Each node from number 2 to N, sequentially, broadcasts K{®K;, where
i €{2,..,N— 1}, until all the N nodes acquire K;.
e All the N nodes agree on K; as the ending group key.
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In the point-to-point key agreement phase, based on channel characteristics (presented in
Fig. 5) and the point-to-point key generation technique in Section 11, every adjacent node
(i,j) €{(1,2),(23),..,(N—1,N)}, accept a secret key K; VL € {1,2,..., N — 1} from

the common observation (EEL),EEL'D). Therefore, there are N — 1 separate secret keys.

The rate of K; canexpressas R, = IFL where R;, presented in (17).

In the group key agreement phase: First, node 2 forwarding (K; ®K;)to its neighbor node
3 over a public channel. Sequentially, node 2 forwarding (K;@®K3) to its neighbor node 4,
and so on till the last node. Clearly, the opponent obtains no information about any key,
due to the one-time pad operation [1] in the algorithm. The result group key K; can be
obtained for each node in the chain with the rate,

Rchain = Ry (22)
Since a simple bitwise XOR operation is used by the terminals to spread the generated
point-to-point keys between terminals in the group key agreement phase, the suggested
protocol in both Algorithms C and D has complexity O(N) for a certain time tuple. This
means that the suggested schemes have linear complexity corresponding to the number of
authentic terminals. Related to the current tree-based schemes in [9]-[11] with
polynomial complexity, the suggested schemes in this paper maintain lower complexity.

7. Numerical Results

Now, the analysis concluded in this paper will confirm with some numerical illustrations.
I explain the effect of the four parameters (Coherence time — allocation time for training —
variance of the channel gain — variance of the noise) on the group secret key generation
rate in the three suggested topologies so that | can maintain the positive effect to improve
the rate. For simplicity, all noise variances are suggested to be unity (i.e.,a? = 1).
Consequently, the signal-to-noise ratio (SNR) will be reduced to be the transmitted power
P.

From all the derived equations for the group key rates for the three given topologies, | can
conclude that the rate of the star topology is the greater as it increases linearly as the
number of nodes increases.

| first consider the effect of the channel coherence time, which is one of two variables in
the group key rates of the three topologies, on the group secret key rate in the three
suggested networks as shown in Fig. 6. From this figure, it can observe that the key rate
is decreasing as coherence time increase because the normalization factor 1/T in the rate
is due to the fact that the channel characteristics do not change for the coherence period T,
therefore the communication nodes can estimate only one value of the channel
distribution for every T symbol. Accordingly, my suggested methodology is suitable for
slow fading channel situations.
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Secondly, | consider the effect of the duration of the training sequence for both the
forward channel and the reverse channel in FDD systems on the secret key rate in the
three suggested networks as shown in Fig. 7. The figure shows that as the time allocation
for forwarding channel-training increase with respect to the part allocated for reverse
channel training, the generation rate of the secret key per channel use increase. That is
because the individual channel gain estimated during the forwarding path at each node,
but the reverse path used only as feedback for the knowledge of the reverse channel gain.
This result drives us for improving the rate of my suggested technique, and employ it for
future work.

Fig. 8 shows the effect of the channel gain on the group key rate, of course, these gains
considered as coefficients in the equation that is why the increase in the curves is constant.
I examine the effect of the channel gain variances of reverse and forward paths on the rate
with three different values.

| assume the entire channel gains variances are equal and the noise variances are unity.
The figure shows that as | increase the channel gain for the paths, the rate increase. This
result is because the increase in the channel gain increases the randomness of the
common observation between the nodes, which use as the source for the key generation.
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Fig. 8. Comparison of key rates for different channel gain variance for:
a. Triangle Topology. b. Star Topology with N=4. c. Chain Topology Network.
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a. Triangle Topology. b. Star Topology with N=4. c. Chain Topology Network.
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In Fig. 9, | examine the effect of the noise variances on the group key rate with three
different values. | assume the entire channel gains variances are equal to 1. The figure
shows that as the noise variance increase, the key rate per channel use decrease. These are
due to the effect of the noise on the common observation of the users, which leads to
decrease the signal to noise ratio of the common observation. These will reduce the
number of common bits, which can be detected to generate the key.

Finally, key rates of star topology examined in Fig. 10 as a variable of the number of
authentic terminals (i.e., N), where T = 15, the variances of all channel characteristics are
equal to one, and the power P = 10, 20 or 40. The figure shows the group key rate rates
for the star topology increase as the number of authentic nodes increases. That is because
they accomplish multiplexing gains (N — 1), as shown in the equation.

To clarify the performance improvement of my schemes, | compare my proposed
schemes with the benchmark schemes in [17] following the same input parameters. Table
1 summarizes the comparison.
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Table 1. Comparison of the performance of the suggested schemes and the benchmark schemes

Proposed Schemes Benchmark Work
Used Technology FDD TDD
Higher for channel gain Higher for channel gain
Secret Group Key Rate T e 0.25, T elow 0.25.

In Table 1, we held a comparison between our suggested protocol and the benchmark
work in [17], which designed for the same purpose and discussed in the introduction
section. In [17], the authors suggested a group key generation schemes depending on the
reciprocal property of the TDD system, which is not supported for 5G networks. In my
suggested schemes, | offered a solution based on FDD technology to support the 5G
networks. Besides that, my schemes provided a higher secret group key rate than the
benchmark work, and that because the key rate resulting from a single fading channel
based randomness source is the smallest and the key rate depending on the FDD system is
bigger whatever the value of the transmitted signal. That is because as we increase the
number of the channel gains composing the randomness source, the amount of entropy in
the constructed source increase.

8. Conclusions

A novel group key generation mechanism with low-complexity, compared with tree-
based algorithms, has suggested for various topologies suitable for FDD systems, which
depended on the proper merging of my suggested point-to-point key generation approach
for FDD systems, and the well-known bitwise XOR operation. My suggested approaches
based on the features of fading channel for wireless communication in FDD mode. |
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applied my suggested approach on triangle topology, star topology and chain topology,
which are, the more relevant topologies for wireless communication in FDD mode. From
the viewpoint of key generation rate, star topology is the best as the rate increase linearly
as the number of nodes increases. In addition, my result shows that the rate of the
generated secure key in all suggested topologies can be improved as the reverse training
allocation decrease, which can be future work in this trend.

Appendix

Proof of Theorem 1:
Since the two-channel status, h;; and hj; , are assumed to be a univariate normal

distribution with variance aizj and ajzl-, respectively, and zero mean.
As shown in [25], the product of two Gaussian random variables is a scaled Gaussian

distribution, and the scale is Gaussian.
The Product of two Gaussians PDFs h;; ~N (w;j, o) and hj; ~N (i, 0% )is:

S (x—px)?
hijhj; = —==exp [— 52 ] (23)
2mo’ x
Where,
0'.2.0'2. #0'2-'-#0'2
07 = % and p, = ——5—— (24)
O'L-]-+0']-L- O'L-]-+0']-L-
2
1 (Hij—#ji)
Sx = ——=6€Xp —22—2 (25)
2n(o?+0%) (o5+07:)

Under my assumption, | have zero mean in all the random variables distribution. Then,
U, =0andS, = L

2 2
Zn(oi]-+0]-i)

For any X; ~N (uy,02) , cX; = N (cuy, c?a?), scaling of the normal distribution. So,

252
hijhj; ~N'| 0, i (26)
(f+afi)
Proof of theorem 2:
From [26], | can evaluate the rate of the generated key by:
L (i
Ry =2 1(A{"; Q) 27)
I can rewrite R; as follows:
TR, = h( A{") - n( AP RY) (28)
Similar to [28], | have:
h(BP1RP) = n( AP —a R RP) (29)

<h(h{P-ah?) (30)
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The equality in (30) will hold if I choose a so that 2"

and ( EE"); Egj)) are jointly Gaussian. So that,

—ahPand P are independent

a= Cov ( EEL)’ flgj))/d?ﬁ(j) (31)
L
Where: Cov ( rD; EE’)) =E { h?, EE’)} (32)
Since the mean of both EE") and E(j) are zero the covariance:
Cov ( fzg); Egj)) = Var (hh;) = —” L (33)
' ' (v 12]*"7]1)
So, the upper bound for h ( A EE’))
h(BP1 D) = n( AP - a k) (34)
Since aX; = N (auy, a’cd).
2
O 70) Y _ (Var (k)
(B RP) =110g (Var(h )- =C0 (35)
So:

/ var( ) \

TR, = %log|

I
2
—() _(Var(hi]-h]-i))
\Var( h; ) 7‘/‘"(%2].))
Accordingly, | can conclude an equation for the secret key generation over a point-to-
point link as follows:

R,
2 2 o2 a? 2 2 o2 a?
9ij%ji T2 o2 9ij%ji v Ix]? g*
7t 22 TTIXTE [\ (52 402 7t e
(a + 0’ (J; +-2 ) ojj t0j; (a?, +- 9 )
JE X I

g? g?
5202 o2 ) 2 2 o? 5 2
0ij ]l i X112 a 9i;9ji JIXII? g Ul]o—]l
(2 +02) | o2 2 TR |\ (o7 + 02 o2\ T | (62 4+ o7
o+ 11 (szi + ) ij T Y (0424 + )

X112

(36)
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