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Abstract

Image steganography is one of the key types of steganography where a message to be sent is
hidden inside the cover image. The most commonly used techniques for image
steganography rely on LSB steganography. In this paper, a novel image steganography
technique based on blocks matrix determinant method is proposed. Under this method, a
cover image is divided into blocks of size 2 x 2 pixels and the determinant of each block is
calculated. The comparison of the determinant values and corresponding data bits yields a
delicate way for the embedment of data bits. The main aim of the proposed technique is to
ensure concealment of secret data inside an image without affecting the cover image quality.
When the proposed steganography method is compared with other existing LSB
steganography methods, it is observed that it not only provides higher PSNR, lower MSE but
also guarantees better quality of the stego image.
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1. Introduction

I n the era of advancements in the field of communication technology, the security of data is

one of the major research concerns. There are many cryptographic methodologies that are
adopted to secure secret information transfer. Steganography is based on concealment of
secret data in another type of information. Steganography is derived from two Greek words;
‘steganos’ which means covered and ‘graptos’ which means writing. Steganography works
differently from cryptography by hiding secret information inside cover of file formats like
image, video, audio, and text [1, 2]. It benefits through protected communication by not
allowing unauthorized access to important and secret data. Image steganography relies on
three components: 1) the cover image which functions to conceal information; 2) the secret
information; 3) and the stego image having concealed data. In spatial domain, least
significant bits (LSB) steganography is the most frequently used image steganography.
There are various LSB steganography techniques in literature [3]. All the steganographic
techniques under use have their own benefits and weaknesses specifically measured on the
basis of imperceptibility, embedding capacity and robustness. Human visual system (HVS) is
vulnerable to light variations; it is hard to distinguish between similar colors. For instance,
black color has 0 pixel value. Human eye is unable to distinguish between black colors for
pixel values 0 to 15. These facts made scientists utilize the limitation of HVS to store secret
information in LSBs [4].

The proposed technique is 1LSB technique and outcome of this steganography technique
shows that suggested methodology has better quality of stego image and improves security
of secret information. LSB steganographic techniques are commonly evaluated by image
performance metrics such as peak signal to noise ratio (PSNR), Universal Image Quality
Index (UIQI) and Mean Square Error (MSE). In the proposed image steganography based on
blocks matrix determinant (MDS), for the valuation of prominence of proposed technique,
we considered different attributes suggested by [6-8].

This paper is arranged in five different sections: Section 2 focuses on literature review, while
in section 3 the methodology of proposed technique is explained. In section 4, metrics used
for the assessment of stego image quality are described. In section 5, experimental results are
explained where both quantitative and qualitative analysis is done for showing the
significance of proposed methodology.

2. Background

Image steganography can be categorized into two main domains depending upon data
embedding mechanism, mainly as spatial domain image steganography and frequency
domain image steganography [5, 6]. LSB is the most frequently used spatial domain image
steganography technique in which data is embedded inside least significant bits of image
pixels. Various key types of existing LSB steganography techniques are discussed below.

2.1. LSB in GIF Images

Graphic Interchange Format (GIF) is a palette based image in which alpha channel is used to
store colors or a color lookup table. In this method, information is concealed in the least
significant bits of GIF images. The major problem of this method is limited payload and its
vulnerability to visual and statistical threats [7].
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2.2. Difference Expansion LSB Technique

In this technique LSB embedding focuses on using difference expansion technique which
utilizes redundancy in digital data to embed single bit of message in two bits of cover image
pixels [8]. This method puts less data bits in cover image and do not generate a high quality
stego images.

2.3. Hiding behind the Corners

Hiding behind corners LSB technique is based on considering original data to discover the
suitable hiding areas in cover image and secret message bits are concealed in corners [9].
The major shortcoming of this method is that its embedding capability is very small.

2.4. Edge-based LSB Techniques

This technique focuses on hiding data in the edges of an image. Data is hidden in those
patches of image where value of pixels differ from their neighboring pixels i.e. edges and
corners where the significance of derivative is elevated [10]. The benefit of this method is
that pixel modifications at the corners of image are not taken into consideration by attackers.
The drawback is same that it has short embedding capability. Another edge based LSB
method is focused on using difference of two pixel values. In this method, edges hide more
bits than even areas of the image. The data embedding capability of this technique is fairly
more, but it is less secure [11].

2.5. Pixel Value Differencing and Modulus LSB Technique

This method relies on using difference and modulus function to secure data by changing the
remainder [12]. Pixel value differencing and modulus LSB technique embeds a smaller
amount of data in images.

2.6. Image Interpolation LSB Technique

Image interpolation technique is used to make information secure in the disturbance area
[19]. This technique hides additional data in rough areas of image than in smooth regions.
Data is not fully secure in this method. Data can be retrieved from the file [13].

2.7. Neighborhood Pixel Information Technique

This method embeds secrets data bits in cover image pixels based on values of neighboring
pixels. Three neighborhood methods are used for embedding data; in-Four Neighborhood
Method, Diagonal Neighborhood Method and Eight Neighborhood Method. Embedding
capacity of this method is high yet secret data is deformed, therefore retrieval is difficult if
stego image quality is altered during information transfer [14].

2.8. Threshold Based Image Steganography Technique

Threshold based steganography is a technique that scans cover image for color intensities
and distinguishes image pixels based on their grey or color level. Image pixels are divided
into four categories based on their pixels and after the classifications of pixels data bits from
secret message are embedded into the pixels according to their category [15].

2.9. Image Steganography Using Similarity of Bits Pairs

In this method pair wise matching of pixels is used to hide information. In this technique two
bits are embedded inside each pixel. The pixels bits are compared with secret data bits pairs,
if any of the pixel pair match with data bits number of pixel pair is stored in least two
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significant bits. If none of the pixels bits are match than data bits are stored in 0™ pair and
pair number is stored in 2LSBs [16].

3. LSB Image Steganography Based on Blocks Matrix Determinant
Method

The main purpose of the proposed MDS technique is to hide secret data while ensuring
minimal effect on the cover image quality. The process of embedding data to the cover
image and extracting data from the stego image is explained below.

3.1 Encoding Process for MDS

The encoding process for the LSB image steganography based on blocks matrix determinant
method follows the steps described below:

o If the cover image is a color image, then it is divided into RGB channels and
read. If the cover image is a monochrome or a greyscale image, then only
the single grey channel is read.

e The cover image is divided into blocks of size 2 x 2 pixels.

e For every block, the decimal value of the four LSBs of the four pixels
forming the block is calculated.

e By using the decimal values calculated above, the determinant of each block
is calculated.

e Since one data bit is inserted into one block, it data bit from data stream
will be inserted virtually into the it* block of the cover image.

e Based on the value of the determinant of the i** block and it" data bit, there
exists four different cases of encoding.
1. The it" block determinant is even and the i*" bit of secret data is 0.
2. The i*" block determinant is even and the it" bit of secret data is 1.
3. The i*" block determinant is odd and the it" bit of secret data is 0.
4. The i*" block determinant is odd and the i*" bit of secret data is 1.

e If the determinant and the data bit to be inserted are both odd or both even,
then there is no need for modification of any pixel in the block. Thus, for
case 1 or case 4 above, no changes are made in the pixel values of the block.
When case 2 occurs, by changing pixel values of the block, the block
determinant will be made odd. When case 3 occurs, by changing pixel
values of the block, the block determinant will be made even.

The process of encoding is also illustrated as a flowchart in Fig. 1.

The method of changing the pixel values of a block and to convert a determinant from odd to
even or from even to odd is explained as follows:

LetA = [Ccl Z] be a block of the cover image with the element values calculated from the

4LSBs of the corresponding pixels. The determinant of the block A can be calculated as shown
below:

b

=1

|=ad—bc 4)
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Fig. 1. The flowchart for the encoding process of MDS
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Suppose E represents an even number and O represents an odd number. Based on the elements
of the block A, there are sixteen possible cases for which |A| can generate even or odd as listed

below:
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Therefore, if the determinant of the block needs to be converted from even to odd or from odd
to even, then a combination from Eg. 5 can be used. There are sixteen different combinations
which result in either even or odd determinants. Out of sixteen, there are ten combinations
which result into an odd determinant value and six combinations generate even determinant

value.
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To illustrate with the help of example, let us consider if the block is similar as case 6 of Eq. 5,
its determinant is even. But if the data bit to be inserted is 1, then the determinant of the block
should be converted into odd. This can be done by modifying the block to a similar form as in
case 8 or 14 of Eq. 5. This only requires a single pixel’s LSB modification inside the block.
Thus, the LSB values of the pixels corresponding to matrix element c in case 8 or d in case 14
would be inverted to make the determinant odd. The selection of the case for the modification
is kept random when there are multiple options ensuring minimal changes. The reliability of
this technique is increased as the alteration in pixels’ value of the resultant block is also kept at
random. In addition, a change in pixel value is kept random as +1 or -1 which makes it more
complex and challenging to break. This data concealment method results in a secure and a
reliable steganographic mechanism which helps to improve the complexity of MDS technique
and makes it more difficult for the intruders to notice the concealed data or to detect the
original data from stego images.

The encoding method is elaborated with the help of following example. Let us consider an 8 x
8 monochrome cover image with the pixel values as shown in Fig. 2.a and the data to be
embedded into the cover image is shown in Fig. 2.b. The cover image is divided into blocks
of size 2 x 2 pixels as shown in Fig. 2.a. The process of embedding secret message bits for two
different blocks, first block (block (1,1)) and third block (block (1,3)) respectively are as
follows:

230 | 203 152 | 163 184 | 141 173

47 =il pL 180

131
43 1528 193
35 29 3
pl 207 232 | 223 27
20 44 57 CUN 194 | 242 150

(@) (b)
Fig. 2. Data Encoding Example: a) Cover Image b) Secret Data Bits

o|lo|m|o
|||
=X =R
|||

e The pixel values for the first block are 118, 230, 47 and 251. When represented in
binary these values are 01110110, 11100110, 00101111 and 11111011 respectively.
Thus, the block matrix for the first block is obtained by mining the 4LSBs from each
pixel and represented as shown in Eq. 6.

_[6 6
A= [15 11] ©)
The determinant for this block is even, as shown in Eq. 7 below:
16 6]._ _ _
|A|_|15 11|_6><11 6x15=—24 (7)

As the determinant of the block is even and first secret data bit to be inserted is a 0, no
changes will occur in this block. As a consequence, the data bit into first block is
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concealed into the cover image without changing a single pixel value of the block.
Thus, for this block cover image and stego image pixel values will be the same.

The pixel values for the third block are 163, 184, 180 and 56. When represented in
binary these values are 10100011, 10111000, 10110100, 00111000 respectively. Thus,
the block matrix for the third block is obtained by mining the 4LSBs from each pixel
and represented as shown in Eq. 8.

LS 0

The determinant for this block is even, as shown in Eq. 9 below:

|A|=|i g|=3x8—8x4=—8 9)

For the third block, secret data bit to be inserted is 1 but determinant is even. The form
of the block matches with case 2 of Eqg. 5. To make the determinant odd, this block
would be converted into case 10 of Eg. 5 by changing only one bit in the block. If the
LSB of the last pixel is inverted, the block matrix of the third block will take the form
as shown in Eqg. 10 below:

A= [i g] (10)

Now, the determinant for this block is odd, as shown in Eq. 11, thus giving the
information that the inserted data bit into this block is a 1.

|A|=|i §|=3><9—8><4=—5 (11)

In the stego image, the pixel values for the third block will be 163, 184, 180 and 57.

To conclude the above example, when data bit and block determinant values are in accordance
with each other no change is required but still one data bit is embedded in the block and when
they are not in accordance with each other; change is made in block in a logical and calculated
manner which ensure minimal change in pixels during data encoding. Thus, at larger scale it
can be anticipated that in MDS to conceal a data bit in a single block the chance of modifying
pixel’s value is 50%, resulting in minimal effect and better quality of stego image.

3.2 Decoding Process for MDS

Once the stego image is received, the decoding process for the LSB image steganography
based on blocks matrix determinant method follows the steps described below:

If the stego image is a color image, then it is divided into RGB channels and read. If
the stego image is a monochrome or a gray scale image, then only the single grey
channel is read.

The stego image is divided into blocks of size 2 x 2 pixels.

For every block in the stego image, the decimal value of the four LSBs of the four
pixels forming the block is calculated.

By using the decimal values calculated above, the determinant of each block is
calculated, and data bits are extracted.
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1. If the it" block determinant is even, then the it bit of the secret data is 0.
2. If the i*" block determinant is odd, then the it" bit of secret data is 1.

e All extracted data bits are concatenated to form the secret data.

The process of decoding is also illustrated in Fig. 3.
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3
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=
Append 0 to Append 1 to
Data Data
Write Extracted
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End

Fig. 3. The flowchart for the decoding process of MDS

4. Image Quality Assessment Metrics

A steganographic technique is evaluated based on three main features; payload,
imperceptibility and robustness. A technique is considered best if it provides high data hiding
capacity, high level of imperceptibility and is robust against attacks but the most significant
factor is its property to remain undetectable. There always exists a tradeoff between these three
factors [17].

4.1 Payload

The payload represents the total amount of data embedded inside a stego image in bits [18].
It can be calculated by using the following equation:

Payload = ¥, ¥\, Bits (x; ) @

where j, k represents pixels location and x;,, gives amount of data hidden in stego image.
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4.2 Imperceptibility

Data hiding capacity and imperceptibility are directly proportional to each other. The higher
the fidelity of a stego image, the better is the imperceptibility and imperceptibility is satisfied
when there is minimal difference between original and stego image. Imperceptibility of a
method is determined based on image quality metrics which mainly include PSNR, MSE and
UIQI [18]. For the proposed method, these key parameters are tested to certify the suitability of
the proposed method over existing steganography methods.

MSE is used as common distortion measure to access the quality of images [17]. MSE of a
stego image is calculated by taking the average of squared intensity of input image and stego
image as shown by the following equation:

MSE = ﬁZ}L The1 (Xjx — X302 2
where N is number of rows and M is number of columns which represent dimensions of image,
j and k are image coordinates. x;  is generated stego image and x; ;. is the original cover image.
UIQI is an indicator that shows the quality of an image after the application of the
steganography process. Original image and stego images are compared based on luminance,
structure comparison and contrast. 1 is the maximum value for UIQI which shows no change
in image or original image. The most common parameter used for the evaluation of an image
quality through an objective manner is the PSNR. It is a mathematical measure for identifying
image quality based on the pixel difference between the original and the stego images [19].
The value of PSNR is calculated by using the equation below:

2

PSNR = 10 Log, ~2a 3)
where MSE denotes mean squared error and C. holds maximum value in the image.

4.3 Robustness

Robustness is a property of harness of eliminating secret information from stego image.
Transform domain techniques transform image into another domain by using DWT, DFT and
DCT to hide the secret information [5]. Transform domain techniques are more robust against
statistical attacks [20, 21]. Spatial domain techniques embed data into image directly, these
techniques are not robust enough against statistical attacks like RS-analysis, Chi-square attack
etc. Spatial domain steganography techniques are examined via stegnalysis and the main aim
of stegnalysis is detection of secret information from cover image [22]. The most commonly
used stegnalysis techniques include visual stegnalysis, histogram analysis, higher order
statistics (RS) and two-fold statistical techniques for images by using spatial correlations. For
the stegnalysis of the proposed method in this paper, visual detection and histogram analysis
are performed.

5. Experimental Results

The proposed technique along with other existing techniques is implemented in MATLAB
R2016a on Intel core i5 with 4 cores and using 8 GB RAM. Experiments are performed on
fifty standard images; and the results for some of the 512 x 512 pixels and 256 x 256 pixels
standard images are presented here for the experimental analysis of the proposed technique.
These images are taken from database “The USC-SIPI Image Database Volume 3:
Miscellaneous” [23]. The proposed technique is first compared with existing LSB image
steganography techniques, where it ensures the high security while having limited data
hiding capacity. Secondly to illustrate the security improvement, MDS is compared with
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1L.SB steganography techniques. Fixed amount of data is hidden in standard images. When
compared, MDS shows highest PSNR and lowest MSE depicting the prominence of the
proposed technique over other 1LSB steganography techniques. In qualitative analysis,
section histogram analysis is done to verify the image quality of stego image generated by
MDS data embedding. The following sub-sections illustrate the experimental results.

5.1 Quantitative Analysis

The quantitative results are calculated based on standard image performance metrics
described in section 4. For analysis of different LSB steganography techniques two color
images Lena and Baboon images are used, whereas from grey scale images Lena grey and
Baboon grey images are selected. The payload of MDS is defined as one bit per block since
one bit data is stored per four pixels. As a result, for 256 x 256, 512 x 512 and 1024 x 1024
sized color images, maximum data hiding capacity using MDS is 8 KB, 24 KB and 96 KB
respectively. PSNR values, which indicate the peak signal to noise ratio, under MDS are
higher when compared to other methods, certifying the high quality of the stego images. The
results calculated for MSE under MDS are lower when compared to other LSB image
steganography methods. After the application of MDS encoding process with maximum
payload for the above mentioned images the value of UIQI is calculated to be 0.99 which
indicates that data embedding has minimal effect on pixel values and data is concealed
without compromising on image quality.

Table 1. Comparison of MDS stego Baboon and Lena gray (512 x 512 pixels sized) images with
existing methods.

Baboon Gray Lena Gray
Method | —ee—5sNR @B) Payload (bits) | MSE __ PSNR (dB) Payload (bits)

[15] 233 4238 410,636 2,84 4364 433.224
[16] 21,10 34,92 524,288 19,82 35,19 524.288
[25] 10,54 379 56,291 430 41,79 50,960
[26] 3251 33,01 916.010 15,31 36,28 837.332
27] 81,86 29 1.024 65,02 30 1.024

28] 34,12 328 14.916 14,22 366 85.507
[29] 10,30 38 15.176 10,30 38 74.600
[30] 15,27 36,29 886.516 11,22 37,63 809.966
MDS 0,12 57,19 65536 0,12 56,98 65536

Table 1 shows the results comparison between the proposed method and other LSB image
steganography methods in the literature for Baboon Gray and Lena Gray stego images.
When MDS generated results are compared to the other LSB steganography methods for
gray images, MDS provides much better data security having highest PSNR and lowest MSE
but payload of MDS is lower from some of them. Thus, limitation of this technique is in terms
of its limited payload, but it is most appropriate when high security is required for
steganographic purposes.
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Table 2. Comparison of MDS stego Baboon and Lena colored (512 x 512 pixels sized) images with
existing methods.

Baboon Colored Lena Colored
Method e PSNR(dB)  Payload (bits) | MSE  PSNR(dB)  Payload (bits)
[15] 1,22 47,15 1.329.318 3,24 42,32 1.355.199
[16] 9,54 38,36 1.572.864 9,06 38,57 1.572.864
[31] 7,12 39,6 1.156.000 7,19 39,56 1.156.000
[32] 19,51 35,22 2.877.658 5,61 46,64 2.297.680
MDS 0,09 58,19 196.608 0,09 57,49 196.608

Table 2 shows the results comparison for Baboon and Lena stego color images. When compared
with other LSB methods, the MSE is the lowest for MDS stego color images. In addition, the
difference from the original image is the lowest resulting in highest PSNR values.

To illustrate the effectiveness of MDS, experiments are also conducted by embedding fixed
size data in different 1LSB image steganography techniques. A secret data of 6 KB is
embedded in four different color images Baboon, Lena, Building and House of size 256 x 256
pixels and the results for stego images are compared with only 1LSB steganography techniques.
For the evaluation of MDS encoding mechanism, when PSNRs are compared; MDS has the
highest PSNR as shown in Table 3.

Table 3. Comparison of MDS with 1LSB methods based on PSNR (dB) by hiding 6KB data in
(256 x 256 pixels sized) color images

Image Classic LSB [33] [34] [35] [36] [22] MDS
Method

Baboon 51,46 49,13 46,53 40,06 49,37 54,17 58,26

Lena 45,61 45,61 49,20 40,26 45,61 52,38 57,55

Building 49,84 46,72 46,82 40,30 48,34 52,37 57,49

House 51,48 51,48 47,68 40,27 51,47 52,37 56,84

Results for PSNR are shown graphically for Building, House, Baboon and Lena color images in Fig. 4.

70
B0
5o M Classic LSB Method
m[33]
40 m [34]
W [35
20 [35]
W [36]
20 m[37]
B MDS

10

Baboon Lena Building House

Fig. 4. 1L.SB techniques comparison based on PSNR (dB) by hiding 6KB data in (256 x 256 pixels
sized) color images
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The MSE values are also calculated after hiding 6 KB of data in these images. Minimal values
for MSE show that MDS produces minimal changes/error in stego images as compared to
other 1LSB images steganography methods as shown in Table 4.

Table 4. Comparison of MDS with 1LSB methods based on MSE by hiding 6KB data in (256 x
256 pixels sized) color images
Image Classic LSB Method [33] [34] [35] [36] [22] MDS

Baboon 0,46 079 145 641 0,75 025 0,097
Lena 1,78 1,78 078 612 179 038 0114
Building 0,67 138 135 607 09 038 0116
House 0,42 046 111 611 046 038 0135

The results for PSNR and MSE certify high security and stego image quality prominence of
MDS as compared to existing 1LSB image steganography techniques.

5.2 Qualitative Analysis

In this subsection, a qualitative analysis is presented for MDS. Histogram analysis is one of the
significant types of stegnalysis where pixel by pixel comparison depicts the quality of a
steganographic technique. The qualitative comparison in this section shows that for the original
image and the stego image pixel values are almost the same and the distortion is not noticeable
depicting the high quality of stego images. The comparison of original and stego images and
their histograms are shown in Fig. 5-8.

Cover Image Histogram Stego Image Histogram

Stego Image

SEERB BB
EEEBEEEE

Fig. 5. Qualitative comparison for Baboon color cover image vs. stego image (with size 512 x 512
pixels) and their histogram

‘Cover Imaze Histosram Stego Image Histogram

Cover Image

. BB EEHE BB
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Fig. 6. Qualitative comparison for Lena color cover image vs. stego image (with size 512 x 512 pixels)
and their histogram
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Fig. 5 and 6 shows the comparison between original and stego 512 x 512 pixels sized
Baboon and Lena colored images. 24 KB data is stored inside original images using MDS
encoding method. For the Baboon stego image generated by application of MDS encoding
method PSNR of 58.19 dB and MSE of 0.09 is calculated. Whereas, for Lena stego image
PSNR of 57.49 dB and MSE of 0.09 is noticed. The visual comparison between images and
pixel by pixel comparison for original images and stego images using histogram shows that
data embedment in these colored images do not have any noticeable affect the pixel values of
original cover images confirming the quality of MDS method.

Cover Imaze His_tozmm Stego Image Histogram

Stego Image

- BEBEBEBBE
- 68BBBREE

Fig. 7. Qualitative comparison for Baboon gray cover image vs. stego image (with size 512 x 512
pixels) and their histogram
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Fig. 8. Qualitative comparison for Lena gray cover image vs. stego image (with size 512 x 512 pixels)
and their histogram

Histogram analysis are also performed on 512 x 512 pixels sized Baboon and Lena gray
images as shown in Fig. 7 and 8. Data of 8KB is embedded in these images. PSNR of 57.19
dB and 0.12 MSE are noted for Baboon stego image, while PSNR for Lena stego image is
56.98 dB and MSE calculated is 0.12. Histogram comparison shows almost no change in the
pixel values before and after data embedding in grey images. Thus, proposed method MDS
is more secure, have minimal effect on cover images and reliable than other prevailing LSB
image steganography techniques.

Conclusion

In this paper a novel LSB image steganography technique based on blocks matrix
determinant is proposed. This technique is 1 LSB and is more secure and reliable than other
prevailing techniques. In this technique image is divided into blocks of 2 x 2 and 4LSBs are
chosen. These target bits are converted into decimal values; determinant for every block is
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calculated. If the data bit to be hidden is 0 and the determinant of the block is even or if the
data bit is 1 and the determinant of the block is odd then no change is required. But if the
data bit is 0 and determinant of block is odd or data bit is 0 and determinant is even then 1 bit
modification is done. This allows hiding data with minimal modifications in pixel values.
The results exhibit that this technique ensures high security level along with exploiting
efficient methodology for its execution.
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