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Curriculum study of information security awareness for medical institution

Dong-Won Kim®*, Keun-Hee Han™**

ABSTRACT

As smart devices and communication technologies have developed rapidly, the healthcare industry in the globe is seeing
remarkable issues on medical security. At the same time, personal medical records are being shared in the network, which
would raise the risk of information security. This thesis aims to develop the curriculum to raise the awareness of
information security among workers in medical institutions by referring to NCS(National Competency Standards)
International standards, medical institutions’ requirements and educational institutions’ curriculums on information security
based on proven results from medical devices and systems introduced in the public health centers, territorial branches,
community health posts and primary, secondary, tertiary hospitals. Thus, this thesis offers the method to improve
information security in healthcare institutions through validation testing conducted by medical practitioners and ICT
experts.
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(Table 1> Accidents and case in medical security

Year Description Ref
2009 | For Medical Secrets, Try Facebook [10]
A Review of the Security of Insulin Pum (6]
p Infusion Systems

Hacker Shows Off Lethal Attack By cont
rolling Wireless Medical Device
Froedtert Hospital hacked, patients alerted
of illegal access

HealthSource of Ohio data leak exposed
8,800 patients information

Hospital database hacked, patient info
vulnerable

This ain’t your dose: sensor spoofing attack
on medical infusion pump

2011

2012 [11]

2013 [12]

2014 [13]

2014 [14]

2016 [20]
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2.3.3 ISO/IEC 27001:2013

ISO/IEC  27000(Information  technology -
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2.3.4 ISO 277799:2016
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(Table 2) Actual condition survey subject

code mdeical institutions
HSP-L1 Primary hospital
HSP-L2 Secondary Hospital
HSP-L3 Third Hospital
PHC-L1 Public Health
PHC-L2 Health center
PHC-L3 Health clinic
PHR-L1 Small pharmacy
PHR-L2 Large pharmacy
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<Table 3> Medical information security base[19]

Div Main contents

Medical laws and policies related information

protection and security

Medical privacy policy / task guideline

Key information handling outsourcing related

law/regulations/procedures

e Managing access authority of key informatio

n

Classification standard of information asset

Strategic planning for the development of me

thods of information protection services

e Medical information systems proctection, secu
rity program and safety facilities

e Medical classification, listing and security ma
nagement of assets

e Security rating method for major asset

Knowled
ge

o
1>
=
Ho
o

Handling key information assets
Management method of media contained key
information

Physical disposal / destruction method of key
information contained in media and industrial,
electronic equipment

Subjects and sort of training needed or perfo
rmed in interior and exterior facility

Key information management regulations
Key information writing guide, required entry
and standard of content for key information c
reater

Key information writing, keeping, disposal, sy
stem buildup for general staff

How to protect key information and manage
security

Designing, development, utilization and mana
gement of key information protection training
program

Key information educational material develop
ment methods and training techiques
Knowledge about cause of major information
accident and trends

Guideline knowledge about major information
accident

Technolo
gy

Ability to analyze medical laws and policies
Ability to write a report

Ability to security plan

Security technique (OS, Server, Applicatiaon,
Program, etc)

e vulnerability identification ability

security development ability (Secure coding,
Secure Design, etc)

e Ability to use analytical tools

Ability to use security solutions(F/W, IDS, 1
PS, etc)

Ability to utilize medical information system
(EMR, PHR, PACS, etc)

Medical information protection Security threat
and risk analysis ability

Medical information system vulnerability anal
ysis ability

e Medical information security IT technology

etc

Attitude

Law-abiding spirit for legal requirements / re
gulations about information security
Law-abiding spirit for legal requirements / re
gulations about technical security for key info
rmation

Responsible and fair attitude to key informati
on security

Dilligent attitude to activity for medical infor
mation proctection/security

Responsible attitude as key information mana
ger

Elaborate attitude to finding key information’
s vulnerability and preventing

Active and propulsive attitude to keeping info
rmation security
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e Cooperation for keeping friendly relationship
with other departments for information securi
ty

e Law-abiding spirit to follow fixed law / rules

/ regulations for information security

Resonsible attitude to keep information securi

ty

Diligent attitude to repetitive tasks for inform

ation security

e Jogical and creative attitude to developing cu
rriculum and teaching materials for various e
ducatee

e Responsible attitude to careful planning for m
aximizing efficiency

e Continued research and research will for effic
iency advancement of information security ed
ucation management system

e Effort to apply information security guideline
to work
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CVR = N (1)

2

SVR : Content Validity Ratio
N : Nmberofresponse
N, : (valid) Likert 4 or (veryualid) Likert 5

N
2

(Table 4) The minimum value of the relevant
percentage(17, 19)

Personal 7 8 9 | 10| 15|20 | 25| 30| 35

.C.VR 0.99]0.75]0.78 | 0.62 | 0.49| 0.42 | 0.37 | 0.33 0
minimum 31

Aol FAHE ARES 9 ogitel ME7t 20
& ddeR w&HA el BEER A o
ato] giE At on, z2t g5 A A
< A9k CVR 2445 ws3pge gk dE
7Fe] P& Bl &(CVR)E Table 59 2o, 0424
0o goR AAHoE Btk ARG mE

(Table 5) Educational units element CVR

Educational

dbetEion Educational units element CVR

Medical convergence security

hospital infrastructure security

Medical terrorism and
infrastructure security

Medical
security

Computing platform

=] = =]

Supply chain security

. ISO/IEC 274799 understanding 0.7
Medical

Domestic and international
Trends trends in the Medical 0.8

hospital environmental analysis 0.8

To set the security range 1

Security goals 0.9

Asset identification 0.8

Asset analysis 0.9

Risk analysis 0.9

Risk assessment 0.9

Eliciting security requirements 0.9

Security requirements analysis 1

Security requirements 0.8
specification :

Verification of the security 0.9
requirements )

Risk Information protection policy 1

management Protect organizational 1
information

Establishing human 0.8
security measures :

Physical control of the 0.8
protected areas :

System protection 1

Office building security 0.8

Build the application security 0.9

Server security building 1

Network security building 1

Build a database (DB) security 1

Establishment of 1
operational security




Infringement incident response 0.8
IT established a disaster 09
recovery system :
Information security training 1
Security threat detection 1
Security threat analysis 1
In response to security threats 0.8
Post processing 0.8
Security audit plan 1
Performs security audits 1
Security audit follow-up 0.9
. Security certification preparation 1
Security - - - —
audit Security certification application 0.9
Security certification audit 0.8
Security authentication 1
measures nonconformance
Security certification follow-up 0.9
Security Introduction to information 0.7
theory protection :
Network hacking and 1
vulnerability analysis
Web hacking and 06
S ¢ vulnerability analysis :
ecurity An analysis on the system
technologies hacks and weakness 0.9
Secure coding and 08
development security :
Database security 0.8
Understand | Understanding the Medical 1
the solution | solutions
The latest trends in 1
Security information security technology
trends Information security 0.9
accident case :
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+ Executive
+ Director, Manager
v T staff(Security)

¥ Doctor
Select a healthcare | \iedical technician

professional ¥ Pharmacist
¥ Nurse & Nurse assistant

Assessment Result v Outsourcing
Self-level assessment ~ ¥ Etc

Education level = Z Evaluation questions
Type
< Good 1 - i
v Better:2

v Greato4 l

¢ Ewellent 5

Level of
education

| | |

Information Security Privacy Medical Information

Security
!
(Fg 3) Gricdumutiliztion flow dart

(Table 6) Self-assessment Criteria in Education Level

Self-assessment criteria
Lv | Information Pri Medical Type
Security rvacy Security
1 10~20 30~45 10~20
2 21~30 45~60 21~30 |Awareness
3 31~40 51~175 31~40
4 41~50 76~90 41~50
5 51~60 81~110 51~60 Training
6 61~70 111~120 61~70
7 71~80 121~130 71~80
Education
8 81~100 131~150 | 81~100
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<Table 7> medical information security awareness curriculum

%?:tciiggﬁil Education Type Lv Educational units element
Medical convergence security Education 7 | Medical convergence security
X hospital infrastructure security Awareness 3 | hospital infrastructure security
i\giﬁﬁg Medical terrorism and infrastructure security Awareness 2 | Medical terrorism and infrastructure security
Computing platform Education 7 | Computing platform
Supply chain security Education 8 | Supply chain security
Medical Medical standard trend Awareness 2 | ISO/IEC 27799 understanding
Trends The Medical trends Awareness 1 | Domestic and international trends in the Medical
Training 5 | hospital environmental analysis
Security planning Training 4 | To set the security range
Education 7 | Security goals
Awareness 2 | Asset identification
. . Training 4 | Asset analysis
Security risk assessment — - -
Training 5 | Risk analysis
Training 5 | Risk assessment
Training 5 | Eliciting security requirements
. . . Training 5 | Security requirements analysis
Define security requirements — - - A
Training 4 | Security requirements specification
Training 4 | Verification of the security requirements
Education 7 | Information protection policy
Administrative security building Training 4 | Protect organizational information
R Training 5 | Establishing human security measures
manilgsel?nent Training 4 | Physical control of the protected areas
The physical security of the building Training 4 | System protection
Awareness 1 Office building security
Training 4 | Build the application security
Technical security provisioning Tra?ning 4 | Server securit}f building
Training 4 | Network security building
Training 4 | Build a database (DB) security
Training 5 Establishment of operational security
Security system management Training 6 Infringement incidgnt response
Education 7 | IT established a disaster recovery system
Training 4 | Information security training
Training 5 Security threat detection
R Training 6 | Security threat analysis
Security threat management control — -
Training 5 In response to security threats
Training 4 | Post processing
Training 4 | Security audit plan
Security audit Training 4 | Performs security audits
Training 4 | Security audit follow-up
Security audit Training 4 | Security certification preparation
Training 4 | Security certification application
Security certificate management Training 4 | Security certification audit
Training 4 | Security authentication measures nonconformance
Training 4 | Security certification follow-up
Security theory Introduction to information protection Awareness 1 Introduction to information protection
Network hacking and vulnerability analysis Training 5 | Network hacking and vulnerability analysis
) Web hacking and vulnerability analysis Training 5 | Web hacking and vulnerability analysis
tecslfg;iétgyies An analysis on the system hacks and weakness Training 5 | An analysis on the system hacks and weakness
Secure coding and development security Training 6 | Secure coding and development security
Database security Training 5 Database security
t[ireld;}s]sli;ii Understanding the Medical solutions Awareness 2 | Understanding the Medical solutions
Security The latest trends in information security technology Awareness 1 | The latest trends in information security technology
trends Information security accident case Awareness 1 | Information security accident case
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