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A Conceptual Study on the Development of Intelligent Detection Model for the
anonymous Communication bypassing the Cyber Defense System

Jung Ui Seob*, Kim Jae Hyun**, Jeong Chan Ki***

ABSTRACT

As the Internet continues to evolve, cyber attacks are becoming more precise and covert. Anonymous communication,
which is used to protect personal privacy, is also being used for cyber attacks. Not only it hides the attacker’s IP address
but also encrypts traffic, which allows users to bypass the information protection system that most organizations and insti
tutions are using to defend cyber attacks. For this reason, anonymous communication can be used as a means of attacking
malicious code or for downloading additional malware. Therefore, this study aims to suggest a method to detect and block
encrypted anonymous communication as quickly as possible through artificial intelligence. Furthermore, it will be applied to
the defense to detect malicious communication and contribute to preventing the leakage of important data and cyber attacks.
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Onion Sent by Client to 4
Router 4 will decrypt the E[4u] layer
using its private key. to find the next
router's IP address, and encrypted data.

Onion Sent by 4 to 3

Router 3 will decrypt the E[3u] layer
using its private key. to find the next
router's IP address, and encrypted data.

Data Sent by 5 to Target

Onion Sentby 3 to 5
Router 5 will decrypt the E[3u]
layer using its private key, to find
just the unencrypted data pacet.
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