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Design of Military Information System User Authentication System
Using FIDO 2.0-based Web Browser Secure Storage
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Shin Dongil*, Shin Dongkyoo*

ABSTRACT

Recently, a number of military intranet infiltrations suspected of North Korea have been discovered. There was a
problem that a vulnerability could occur due to the modification of user authentication data that can access existing military
information systems. In this paper, we applied mutual verification technique and API (Application Programming Interface)
forgery / forgery blocking and obfuscation to solve the authentication weakness in web browsers that comply with FIDO
(Fast IDentity Online) standard. In addition, user convenience is improved by implementing No-Plugin that does not require
separate program installation. Performance tests show that most browsers perform about 0.lms based on the RSA key
generation rate. In addition, it proved that it can be used for commercialization by showing performance of less than 0.1
second even in the digital signature verification speed of the server. The service is expected to be useful for improving
military information system security as an alternative to browser authentication by building a web secure storage.
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