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ABSTRACT

In order to prepare for the future warfare environment, which requires a faster operational tempo, it is necessary
to utilize the fourth industrial revolution technology in the field of military operations. This study propose a
methodology, ‘machine learning based dynamic targeting’, which can contribute to reduce required man-hour for
dynamic targeting. Specifically, a decision tree algorithm is considered to apply to dynamic targeting process. The
algorithm learns target prioritization patterns from JIPTL(Joint Integrated Prioritized Target List) which is the result
of the deliberate targeting, and then learned algorithm rapidly(almost real-time) determines priorities for new targets
that occur during ATO(Air Tasking Order) execution. An experiment is performed with artificially generated data
to demonstrate the applicability of the methodology.
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« JTCB :Joint Targeting Coordination Board
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Fig. 1. Air tasking cycle
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Table 1. Multiple ATO cycle man—hour
Elapsed Man—hours
Time Major task
(hour) Avg. | Max.
1~10 Publish AOD update 58 61
11 ~ 20 | TNL development complete 68 74
21 ~ 30 Merge TNLs complete 55 61
31 ~ 40 JFACC stratc?gy update 64 74
meeting
41 ~ 50 Decision brief and MAAP 55 74
shows
51 ~ 60 58 64
Publish ATO
61 ~ 70 64 74
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» CDE: collateral damage estimation
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+ JTL :joint target list
+ ROE : rules of engagement

Fig. 3. Target process in phase 5
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Fig. 4. Machine learning based dynamic targeting
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Table 2. Data attributes of JIPTL

Attribute Example

Priority B

Objective Interdiction of Enemy Ground Forces
Target POL, 3" Division
JDPI A, B, C POL Valve

Desired Effect | 90 % Destruction fo the installation

Component GCC

Reason of Remove a enemy capability
Nomination that refuel mobile reserve
Coordinate N 40 35 32.000 E 126 45 40.000
Field Elev. 35 ft
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¥ayol 49 G g AR dFAES @ = Table 3. Target category, count, ratio of the gulf war
=93 11 22wk TR XL AAQARE -
o ‘J‘aﬁ ] ‘*f:] s 4 _OBL = Cat 0|  Category A Category B |Count| Ratio
FAge7] Wizl Qs Alo] wpEAsit) Egh 056
‘Component’(Fd 7AW FIHFHE FH3 74 OCA Airfields Airbases 3,
g oratal, ol ®F A9 2AHa9S ofy 053
@} $HekE|n)) Reason of Nomination’(F2ZH AR5)e OCA Airfields Reserve Fields 29 v
7 FAel A Y BAS g AR FE UE , , 104
o] 7} TATe] QFEHoly] W] FAZ=H AL OCA Airfields Helicopter Bases 68 %
AL

=
2] s F7] 9 FaxsolA] FLARE X Non Communications . 3.64

OCA . . Radar Installations | 200
ettt 1] o]¥r) ¥hA “Coordinate’ (4] FiE)E Electronic Installations %
A BExo] e 34 AsE 24} 8 8 OCA Non Communications | Radar collocated 200 3.64

1 1 1 o 0,
r waeign 2 So Ao AWA A 93 Electronic Installations | with SAM sites %
SA-2 AdlF WAL 7Rk Ao ke x| OCA I\II"H Co.mm“m?f‘“.‘ms ATCNav aids | 100 | 182
= o o 45 I a Electronic Installations %
TF FA0l sivkar 7HgsiAk A E et A3e] A logical
= S Non Communications |  Meteorological 1.15
o Jo] L= o= T A J
A A FEeAlE Bshe sl 4 0CA Electronic Installations radars B %
g A9, AR HHE SHAEA} ¥ Aoln F -
Zpe] Ao AhHor e 2592 71a Aotk OCA | Air Logistics, general Air Depots 14 %
A > PSS 5RO m x| = 5
FA AA7E e ARl dgE vAE olH @ OCA | Air Ammo Depots Maintenance and 0 0.00
g2 gy 5 2 Z4HT JaAE T P repair bases %
A wrAlE 2= o)k wElA JIPTLOlA] SYHs= Aircraft and
Agpel &A4S Target(MF-2Q %A ZF, ¥3)7 ocAa | Air o Depots Components o | 000
- - = Production and %
‘Coordinate’ (¥4 Z)olH, o] 7 £Ado] Ao A Assembly
FA AN 2t FA o] HEsh= Vs Y %A .. | Atomic Energy Feed
o ohze] AAEE ey ofgA AAHEAA o N g | and Moderaor | 0| 40
—(:Sl' dll/g ;g E%‘ E{%L@J'U]—_Ti T__%%E]’ @Il]—;_ﬂ = /\E] ;:_'] Materials Production
& dolHs 2Zd SAXEE vEoR SHNsR Nuclear, Biological, |p. Chemical and 0.56
. L . e . Chemical (NBC) Biological Production| 31 Y
] ‘Target’, ‘Coordinate’, &< HT2A] Priority’ 2 T emica and Storage 0
4e delE o s o
MEA o 2= AA A HANA AFEH 55027 %4 Nuclear, Biological, | Energy-Associated 0 0.00
; X o
S ez g A A Altarget system)2] H(Target Chemical (NBC) | F ac}gﬁgssfé?fgfuon %
by category Automated Intelligence Installation file)$} H
9 wgle a2 A 83te] Table 37 o] A — )
siglom, o]F Aol E7FSH “Miscellaneous/Other’ Mlhtar}lfgalsr;dusmal Fca(c);iiriz(sl S(E(é;igrzl 4 0(;2)7
9747 BAS ALt AxA AA ZA NG 4,5287) V— Mt’ " "
£ 12 FEoE W] 24670 wAL X e | (Chiefy Miliay) | S| %
AL golEAe s A WER= A=A — - -
= HelEts Al 24 M ASH Military Industrial Industrial o | 000
FEAAA wel ‘Category 0/A/B7}F Q2™ ‘Radar Base Production Centers %
collocated with SAM sites’, ‘Surface to Air Missile Sites/ Military Industrial Defense Logistics 0 0.00
Complexes’, ‘Tactical Surface to Air Missile Sites/ Base Agencies %
Installations’®] - 324 Wl tisix= 71249 Miscellancous/Other | AUl installation not g5 | 17.70
AE o wAlE ¢ 2] A E5)L=] in above list %
5 71%5S FAIS ‘Category C° 74 Al &35}
k. olEE AHE volEle] HYWE F BH 4 Toul s 10000
F THE vtk 4 Target A0l ARSEH AL ’
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sH 5 24 913 239l £ Coordinate’ = FAPFIE SAEA7E Eoha B F slena ¥4
AAAE D AP )=o) EFE FoEAS dFH A5 0SS WSl AY dolHy FLurE
ol 912 #Fo] et Fig 67 2 Wale] AxA e o, F71H0 2 Fig 6 FEe A=A 1Y
BAARE Mo Ao, AY REE BH A BA4EE Bt F $AFE 14850
A ellA ez Bgsach A% el dea
ol darg]Fe] gl EAI7F HA e olfr= Table 4. Target priority class
olE] #= | AEX—]OX HITE FAH I
18] dAe] sgelA 46 A2zt Hrl A Class Definition
Ale] dF21 GARS(Global Area Reference System)!'®S-
Hesle] AYE 1° X 1°8 dhte] Az WEsle] A} A Top priority target, duplicated strikes
23 7o]7] wio|t}. recommended
452l ‘Target priority’ = APe] ZF2Hd 149 B High priority target
D) AAZES Aol e B S0 - .
XH_]? l)j - ‘i_'a s Azl B 4 e N C Not high priority for current operations,
Al EAARE vhgeR A4Sk M 13 but valuable for future operations
ATOE 1% EAA s AA Adel S8 #98
ArZ uje 2oy ma /Y BASUAE F9 D Irrelevant to current aqd future
@ wAAe AHe ] wie 488§ 7] operational directive
Agts darglFe] 19aF 448 HHS kel B Low priority, no strike recommended
A SAEYE dFEme B £ dSS Holx despite reserved sorties
2e B A6l AT Agolet Ak
) o RAE AL mAO O] o= = , ) )
SA JIPTLE A A9 A9 4l EAE 5 Table 5. Daily strikes by AIF categories
4 A, B, €O APK WFE hro] Abgsht 2 4
o= Hol AE-FHQ s HIE 93 Table 49 D+1 PAIr Experiment
Zo] 57k WEE AAsISTh Daily Strikes SS:VVE; Dataset
A AR Wt AL AR 0EE TAUF : :
Wa Aelehd Table sPSF gon, TABSI) o OCA(Offensive Counter Air) 372 203
Nuclear, Biological, Chemical 39 21
T (NBC)
e Command, Control and 161 38
Communications(CCC)
Electricity 44 24
Government Control 32 17
Naval 13 7
Petroleum, Oil and Lubricants 3 18
(POL)
Lines of Communication(LOC) 8 4
Gound Order of Battle(GOB) 282 154
Scuds 64 35
Surface to Air Missile(SAM) 139 76
Military Industrial Base 8 4
' Total 1195 652
Fig. 6. Example of survey data
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Table 6. Data pre—processing method

2

Table 8. Form of pre—processed data

Attribute Type Description Method
Cat 0 Categorical | Relation with
(Nominal) Objective )
Merge into a
Cat A Categorical Category of | one variable
(Nominal) Installation |Use the most
detailed level
Cat B Categorical | Specific Type | of category
(Nominal) | of Installation | = ‘TGT
Catrgory’
Cat C Categorical Equipment
(Nominal) Model
. Categorical .
Location (Nominal) City / Area | Not to use
Latitude | DD°MM'SS” Target Convert to
Longitude | DDD°MM'SS” Coordinate | ‘GARS Cell’
. Categorical | Target Priority
Priority |~ v dinal) on JIPTL None

Table 7. Pre—processing of experimental dataset

Before pre-processing dataset

ID [CatO| CatA | CatB |Cat C| Location | Latitude | Longitude |Priority
1 | OCA | Airfields | Airbases Al BALNMBSI9E A
Taqaddum
2 | OCA | Airfields | Airbases H2 |333400N|405627E| A
Military | Material Kuwait
2467 Industrial | (Chiefly ;‘ha WHUNM0BE C
Base | Military) Y
Military | Material Kuwait
2468 Industrial | (Chiefly gi“”“ 295320 N |47 5 4E| C
Base | Military) ty
Pre—processed dataset
D TGT Category GARS Cell(Coorainate) Priority
1 Airbases 448LG A
2 Airbases 442LH A
2467| Material(Chiefly Military) 457KZ C
2468 |  Material(Chiefly Military) 456KZ C
562 / @Ak el 7] ek A A 4520199 89)

Value
Attribute Type
# of Class| Example
TGT Categorical Air Defence
Category (Nominal) 61 Headquarter
(Target) q >
GARS Cell | Categorical 73 440LG,
(Coordinate) | (Nominal) 411G, ...
. Categorical A, B, C
Priority | Ordinal) > D, E
TEZE AA ] 50 % T AE aLeeke] 6523
2 48, ¥ 3435 9 B4 9 3495
o] = Yol A SHES Adle A3 123, Bl
i 13], C, D, E°ll= 03] Hiitshs WAow S5W
2 A4
ol¢} e o AAHE HAF dolEAe 8/
HR(EHEATF N, FE¥T V), A5A glo] 2468
A =R %ugﬂcﬁ 131:4 Table 6|4 H= B}
9} o] “Category 0 ~ C= 7H4 AR shte] 4
TR FY, HET GARSE AE3t A9E 1° X I°
wele] A Wass Puos AxeS Fasch

AAEE &3 tﬂom*i‘gl W3l=  Table 739 @om,
A7l =29 AFE volele] AR SEj:= Table
87} 2t}

3.3 QAZH LR 28 sHE

oA AA U By S5 RQ Party | 7|A|A] E
T ctree FFE ARESF FASIATE otree FEE
T4E HEEe] 7]%23 B A7 (unbiased recursive
partitioning based on permutation test) WH-S Al&-5}o]
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Fig. 7. Learned decision tree
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Table 9. Terminal nodes
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Table 11. Result of the performance test(confusion
matrix and statistics)
Con. .
Reference Overall Statistics
mat.
Prediction| A | B| C | D | E
Accuracy : 0.888
66| 0|0 0 |95 % CI : (0.863,
0.9098)
B 117519100 No Information Rate
C 0 23275/ 16| 0 | 04224
P-Value [Acc >
D 1 |4 ]29(236| 0 [NIR] : < 2.2e-16
Kappa : 0.8336
E 00 0|O0] 6
Statistics by Class
A B C D E
Sensitivity 0.9706]0.7353|0.8786|0.9365 | 1.0000
Specificity 1.0000{0.984410.9089|0.9305 [ 1.0000

Pos Pred Value

1.0000{0.8824|0.8758|0.8741 |1.0000

Neg Pred Value

0.997010.958810.9110{0.9660|1.0000

Balanced Accuracy |0.9853]0.85980.8937/0.9335|1.0000

weights
Node Freq
A B C D E
4 1 0 0 0 0 50
5 0 1 0 0 0 26
6 0.993 | 0.007 0 0 0 143
10 0 0 0 1 0 52
13 0 0 0.916 | 0.084 0 83
15 0 0.171 | 0.057 | 0.771 0 35
16 0 0 0.5 0.5 0 8
19 0 0.089 | 0911 0 0 45
20 0.25 0.45 0.3 0 0 20
21 0 0 0.988 | 0.012 0 80
25 0 0 0.217 | 0.783 0 23
26 0 0 0 1 0 77
27 0 0 0.727 | 0.273 0 44
29 0 0 0.019 | 0.981 0 315
30 0 0 0312 | 0.688 0 48
32 0 0 0 0 1 8
34 0.389 | 0.611 0 0 0 18
36 0 1 0 0 0 58
39 0 0 0.214 | 0.786 0 28
41 0 0.242 | 0.758 0 0 33
42 0 0 1 0 0 25
47 0 1 0 0 0 17
48 0 04 0.6 0 0 35
49 0 0 1 0 0 21
51 0 0 0.992 | 0.008 0 264
54 0 1 0 0 0 15
55 0 0.346 | 0.645 0 0 26
56 0 0.012 | 0.988 0 0 82
58 0 0 1 0 0 7
59 0 0.829 | 0.171 0 0 41
564 / AR]85 4] 2122 Al45(2019' 8Y)
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Table 10. Decision nodes and p—value

Node Attributes

TGT Category = {Air Defense Headquarters, Airbases, Cruise Surface to Surface Missile Launch Positions, Fixed Positions For
Mobile Missile Launchers, Radar collocated with SAM sites SA-2, Radar collocated with SAM sites SA-3, Radar collocated

1 with SAM sites SA-6, Radar collocated with SAM sites SA-8, Surface to Air Missile Sites/Complexes SA-2, Surface to Air
Missile Sites/Complexes SA-3, Surface to Air Missile Sites/Complexes SA-6, Surface to Air Missile Sites/Complexes SA-8};
p<0.001

D) TGT.Category = {Radar collocated with SAM sites SA-2, Radar collocated with SAM sites SA-3, Radar collocated with
SAM sites SA-6}; p<0.001

3 | GARS.Cell = {441LG, 441LH, 443LJ, 444LJ, 449LG}; p<0.001
TGT.Category == {Basic Processing, Electric Power Generating, Transmission, and Control Facilities, Government Detention
Facilities, General, Ground Force Headquarters, Guided Missile and Space System Production and Assembly, Helicopter Bases,

7 | Highway Transportation, Meteorological radars, Naval Bases and Installations, Naval Headquarters and Staff Activities, Naval
Supply Depots, Railroad Transportation, Technical Research, Development and Testing, Non nuclear, Telecommunications,
Unidentified Control Facility }; p<0.001

] GARS.Cell = {440LG, 441LG, 441LH, 443LG, 443LJ, 444LG, 444LJ, 445LG, 446LG, 448LG, 448LN, 449LG, 449LN,
450LE, 451LE, 452LC, 454LB, 455LA, 456LA, 456LB, 457LA}; p<0.001

9 TGT.Category == {Basic Processing, Government Detention Facilities, General, Ground Force Headquarters, Helicopter Bases,
Meteorological radars, Technical Research, Development and Testing, Non nuclear, Unidentified Control Facility }; p<0.001

11 | TGT.Category = {Highway Transportation, Railroad Transportation}; p<0.001

12 | GARS.Cell = {441LH, 448LN, 449LG, 449LN, 456LB}; p<0.001

14 | TGT.Category = {Highway Transportation}; p<0.008

17 | TGT.Category == {Electric Power Generating, Transmission, and Control Facilities}; p<0.001

18 | GARS.Cell = {441LG, 441LH, 443LJ, 444LJ, 448LN, 449LN, 456LB, 457LA}; p<0.014

22 | TGT.Category = {Electric Power Generating, Transmission, and Control Facilities, Railroad Transportation}; p<0.001

23 GARS.Cell = {442L], 444LF, 446LE, 446LN, 446LP, 447LG, 447LP, 448LF, 448LJ, 449LH, 449LM, 450LB, 450LD, 450LH,
450LK, 451LC, 451LD, 451LM, 452LF, 453LB, 453LD, 455LD, 456KY, 456KZ, 457KZ}; p<0.001

24 | TGT.Category = {Railroad Transportation }; p<0.001
GARS.Cell = {442L], 444LE, 444LF, 445LE, 446LD, 446LE, 446LN, 446LP, 447LE, 447LN, 447LP, 448LB, 448LF, 448LJ,

8 448LK, 449LB, 449LH, 449LJ, 449LL, 449LM, 450LB, 450LD, 450LG, 450LH, 450LJ, 450LK, 451LC, 451LF, 451LM,
452KY, 452LF, 453KY, 453LB, 453LC, 453LD, 454KY, 454KZ, 454LA, 455KY, 455KZ, 455LC, 455LD, 456KX, 456KY,
456KZ, 457KX, 457KY, 457KZ}; p<0.02

31 | TGT.Category = {Government Ministries and Administrative Bodies, Nonmilitary, General, Maritime Port Facilities}; p<0.001

33 | TGT.Category == {Chemical and Biological Production and Storage, Government Bodies, General}; p<0.001

35 TGT.Category = {Fortifications and Defense Systems, Ground Force Material and Storage Depots, National, Combined and
Joint Commands}; p<0.001

37 | GARS.Cell = {442LJ, 455LA, 455LB, 456KY, 457LA}; p<0.001
TGT.Category = {ATC/Nav aids, Fixed Missile Facility, General, Fixed, Surface to Surface Missile Sites, Material(Chiefly

38 Military), Military Troop Installations, Offensive Missile Support Facilities, Radar Installations, Reserve Fields, Tactical Surface
to Air Missile Sites/Installations ROLAND, Tactical Surface to Air Missile Sites/Installations S-60, Tactical Surface to Air
Missile Sites/Installations ZSU-23/4}; p<0.001

40 | GARS.Cell = {442L], 455LB, 456KY}; p<0.033
GARS.Cell = {441LG, 441LH, 443LJ, 444LE, 444LJ, 445LH, 445LJ, 446LD, 447LG, 447LH, 447LN, 448LB, 448LG, 448LJ,

43 | 448LK, 448LN, 449LB, 449LE, 449LF, 449LG, 449LJ, 449LL, 449LN, 450LH, 451LC, 452KY, 452LF, 453KY, 453LB,
453LC, 454KY, 454KZ, 454LA, 454LB, 455KY, 455KZ, 455LD, 456KZ, 456LA, 456LB, 457KY, 457KZ}; p<0.001
TGT.Category = {End Products(Chiefly Civilian), Fixed, Surface to Surface Missile Sites, Government Control Centers,

44 | Offensive Air Command Control Headquarters and Schools, Shipborne Missile Support Facilities, Tactical Surface to Air
Missile Sites/Installations ROLANDY}; p<0.001

45 | GARS.Cell = {441LG, 448LK, 449LG, 454LB, 456LA, 456LB, 457KZ}; p<0.013

46 TGT.Category = {End Products(Chiefly Civilian), Fixed, Surface to Surface Missile Sites, Offensive Air Command Control
Headquarters and Schools, Shipborne Missile Support Facilities}; p<0.002
GARS.Cell = {441LG, 441LH, 443LJ, 444LE, 444LJ, 445LH, 445LJ, 446LD, 447LG, 447LH, 447LN, 448LB, 448LJ, 448LK,

50 | 448LN, 449LB, 449LJ, 449LL, 449LN, 450LH, 451LC, 452KY, 452LF, 453KY, 453LB, 454KY, 454KZ, 454LA, 454LB,
455KY, 455KZ, 455LD, 456KZ, 456LB, 457KZ}; p<0.036

52 | TGT.Category == {Military Troop Installations, POL and Related Products Production, Pipeline and Storage Facilities}; p<0.001

53 | GARS.Cell = {449LE, 449LF, 449LG, 457KY}; p<0.007

57 | TGT.Category = {ATC/Nav aids, Radar Installations, Reserve Fields}; p<0.001
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