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A Study on the Influence of Victimization Experience and Awareness
on Cyber Security Behavior - Focusing on Dual Process Theory*
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C Abstract-\ The purpose of this study is to investigate the direct effect of victimization experience on cyber
C _ security behavior and the indirect effect of information protection awareness through the Dual Process
Theory. Baron & Kenny regression analysis was conducted and the results are as follows - first, victimization
experience has a positive effect on cyber security behavior; second, the relationship between victimization
experience and cyber security behavior is mediated by cyber security awareness; and third, the direct effect of
victimization experience on cyber security behavior and the indirect mediating effect of cyber security awareness are
both positive (+). The direct effect of victimization experience on cyber security behavior is analyzed to be relatively
large compared to the indirect effect that cyber security awareness has on cyber security behavior.

Based on these results, It is suggested that periodic cyber security education and campaign policies are needed to
enhance cyber security behavior.
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(Table 1) Two Thinking Processes in Dual Process Theory

Thinking Process System 1 System 2
Fast Slow
High capacity Capacity limited
Parallel Serial
Nonconscious Conscious
. Biased response Normative response
Attribute Contextualized Abstract
Automatic Controlled
Associative Rule-based
Experience-based decision making Consequential decision making
Independent of cognitive ability Correlated with cognitive ability

source: (Frankish & Evans(2009); Evans & Stanovich(2013): Park, 2016 #91).
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(Table 2) Variables and Operational Definitions

Division Variable Name Contents Variable Measurement
Passwqrd setting fr.equency when using PC 1. No case
Case 1: CMOS Login )
. L . . One case
Case 2: When logging in to the operating system
. . 3. Two cases
Dependent Cyber Security (Windows, etc.) % Three cases
variable Behavior Case 3: Turning off screen protection 5‘ Four cases
Case 4: When setting up shared files and folders 6. Five cases
Case 5: When Saving Critical Data Files 7‘ Six cases
Case 6: When accessing backup data '
Victimization Experience case
Independent Victimization Case I: Daflmage caused by malicious code ; go experle?ze case
variable Experience infection . One case of damage
Case 2: Leaking Personal Information and 3. Two cases of damage
Invading Privacy
Importance Level
1. Very low
Med} atng Cyber Security How important is it for information security? 2. Low
variable Awareness 3. Average
4. High
5. Very high
1. Less than 2 million won
2, 2~3 million won
Monthly household income 3. 3~4 million won
4. 4~5 million won
5. More than 5 million won
0. male
Gender 1. female
1.12~19
2. 20s
Control Demographic Age 3.30s
Variable Factor 4. 40s
5. 50s
0. Below high school graduation
Educational Background 1. College students or higher
degrees
0. Not employed
Employment 1. Employed
Region 0. Metropolitan areas
&l 1. Non-metropolitan areas
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(Table 3) Key Explanatory Variables and

2. Baron & Kenny Ui7H-3]| =M

i}i HigH = Systemlﬂr 5‘H
Ao ¥3}7F 011 o] =gt

MY A 2R
Distribution of Password Setting Cases

Frequency of Password Setting Cases
Variable Name Variable Measurement Frequency | Ratio(%)
Average Standard Deviation
No experience 3,660 91.5% 1.59 1.638
Victimization
Experience 1 case experience 255 6.4% 2.30 1.727
Count
2 case experience 85 2.1% 2.57 1.499
Less than 2 million won 155 3.9% 1.19 1.575
2~3 million won 603 15.1% 1.43 1.537
Monthly
Household 3~4 million won 1298 32.5% 1.60 1.590
Income
4~5 million won 1089 27.2% 1.73 1.683
More than 5 million won 855 21.4% 1.89 1.768
Male 2,038 50.9% 1.83 1.632
Gender
Female 1,962 49.1% 1.47 1.659
12~19 0652 16.3% 1.74 1.620
20s 782 19.6% 2.14 1.717
Age 30s 827 20.7% 1.99 1.647
40s 888 22.2% 1.48 1.603
50s 851 21.3% 1.01 1.436
Educational Below high school graduation 493 12.3% 1.55 1.554
Background College students or higher degrees 3,507 87.7% 1.66 1.669
Not employed 1,577 39.4% 1.55 1.601
Employment
Employed 2,423 60.6% 1.72 1.686
National capital region 1,278 32% 1.82 1.750
Region
Non-National capital region 2,722 68% 1.58 1.603
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(Table 4) Multiple Regression Analysis Results on the Impact of Victimization Experience on Cyber Security Awareness

Cyber Security Awareness
Division Model 1 Model 2
b 8 b B
(Reference Group: Not employed) -086 069 087 069
Gender(Reference Group: Male) .016 .013 .019 .016
Age -.036** -.080™** -.034*** -.076%*
Control
Variable Monthly Household Income L0577 092 L0537 L0947
Educational Background .097* .052* .090* .048*
Region(Reference Group: 082" 062" 090 068
National capital region)
Independent Variable Victimization Experience 078" 047%*
Constant 100.998*** 99.706™*
R? .018 .021
Adjusted R? .017 .019
F 12.514** 12.006***

* €0.05 ** p{0.01 ** p(0.001
Dependent Variable : Cyber Security Awareness
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(Table 5) Multiple Regression Analysis Results on the Mediating Effect of Cyber Security Awareness

Cyber Security Behavior
Division Model 1 Model 2 Model 3
b B b B b B
Employmem(Refereﬂce 287+ 085+ 289+ 085+ 274 081%**
Group: Not employed) ‘ ' : : : ‘
Gender etk _ solok _ sk _ ek _ ook _ ok
(Reference Group: Male) -.280 .085 261 .079 264 .080
Control Age _382*** _319*** _372*** _310*** ‘566*** _305***
Variable
Monthly Household Income 122 L0817 120 .086*** 121 .080**
Educational Background .816*** 162+ 70 153 J755%* 150
Region(Reference Group: - gk g s 1ras nack
National capital region) 157 044 -108 030 123 035
Independent TN . s s ook ook
) Victimization Experience 465 104 452 .101
Variable
Med%ating Cyber Security 166 062
Variable Awareness
Constant 17.577% 16.556*** 5.444%
R? .090 .101 104
Adjusted k2 .089 .099 .103
F 65.900*** 63.8206*** 58.1286™*

* p€0.05 ** p(0.01 ** p{0.001
Dependent Variable : Cyber Security Behavior
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(Table 6) Direct and Indirect Effect of Victimization Experience on Cyber Security Behavior

Direct Effect Indirect Effect
Inci;spgrg?ent Dependent Variable
izl Size Mediating Variable Size
Victimization Cyber Security Cyber Security
Experience 101 Awareness 0.0029 Behavior
Cyber Security
Awareness
v
_Q&\** '0@**%
A
Victimization Cyber Security
Experience 1077 o Behavior

#45(0,001, *p<0.01

(O3 2) §EHS 504 oA
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(Fig. 2) Result of Mediating Model Test on Cyber Security Awareness; Standardized Regression Coefficient
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(Table 7) Hypothesis Test Results
Division Contents Adoption
Hypothesis 1 Indw@uals VlFtlmlzatlon Experience will have a positive (+) effect on Cyber Supported
Security Behavior.
) Cyber Security Awareness will mediate the relationship between Victimization
Hypothests 2 Experience and Cyber Security Behavior. Supported
Al Regarding Cyber Security Behavior, System 1 thinking process and System 2
Hypothesis 3-1 thinking process will have the same direction of impacts. Supported
Hypothesis 3-2 System 1 thinking process impact will be relatively larger than System 2 thinking Supported
process impact.
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