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Abstract

MANET can be applied to various applications as it can autonomously configure the network with only mobile nodes. However, the
network can be vulnerable to cyber attacks because it is organized in a distributed environment without central control or management.
In this paper, we propose a simulation-based network security vulnerability analysis and verification method. Using this method, we
simulated the routing message modification attack, Sybil node attack, and TLV message modification attack that may frequently occur
in MANET, and confirmed that similar vulnerabilities can be occurred in the real system. Therefore, the proposed method can be used
to improve the accuracy of the protocol design by verifying possible security vulnerabilities through simulation during the protocol

design procedure.
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Fig. 7. Network topology for validating cyber attacks in MANET.
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Fig. 11. RTT value according to the routing message
modification attack at the testbed.
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Fig. 16. Simulation status when message modification
attack of TLV type message performed.
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0x30
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000 000 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
P00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00

Fig. 17. Abnormal behavior due to message parsing error
when the length field modification attack performed.
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