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Abstract

Smart home with various IoT devices provides convenient and efficient services. However, security is important
because sensitive information such as private video and audio can be collected and processed, as well as shared over
the Internet. To manage such smart home IoT devices, we use blockchain technology that provides data integrity and
secure management. In this paper, we utilize a PoS(Proof of Stake) method that verifies the block through the
accumulated stake in the network rather than the computation power, out of the PoW(Proof of Work) block chain, in
which the computation for the existing verification must be continuously performed. Among them, we propose a
blockchain based system with DPoS(Delegated Proof of Stake) method to actively solve the scalability part, for
security that is suitable for smart home IoT environment. We implement the proposed system with DPoS based
EOSIO to show realization, and we show performance improvement in terms of transaction processing speed.
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Table 1. Comparison of consensus algorithms.
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F 2 HO|Ego] At

Part Specification

CPU i7-7700HQ

RAM DDR4 2400MHz 1/4GB

Storage 500GB SATA3 SSD

{"id":"fed344dbc79668c1708955b0%acte41f4eb1b3574f8ad474470cb7ffd2cbfaa3”, "trx":{
"receipt”:{"status":"executed","cpu_usage_us":404,"net_usage_words":15,"trx":[1,
{"signatures”:["SIG_K1_Ke7d48UFBRrcNS6CUT6BhE99KE6XSZWxyYheS3tBIeu3eKXv18hD7KKrpg
5avZ2h5Z1M3blW j8kuCX8pSGr2QriusNoCk3g”], "compression” : "none" , "packed_context_fre
e_data":"","packed_trx":"47a5c45cdbagf38b32880000000001000000004c2323ad00000O269
bgabibdal e3d 38ed32321 42323 ad 23d00000
000b368a6C200"} 1}, "trx": {"expiration":"2019-04-27T18:53:59","ref_block_num":4348

3,"ref_block_prefix":2285014003, "'nax_net_usage_words":0,"max_cpu_usage_ms":8,"de
lay_sec”:0,"context_free_actions":[],"actions":[{"account”:"polman”, "name":"rqst
data","authorization":[{"actor":"bob","permission”:"active"}],"data":{"addnet":"
polman”,"rgster":"bob","targetdevice":"senali"}, "hex_data":"000000004c2323ad0000
000000000e3d00000OOODBEBacC2" ], "transaction_extensions":[],"signatures”:["SIC_K
1_Ke7d48UFBRrcNS6CUT6BhB99KEXSzWxyYheS3tBIeu3eKXv18hD7KKrpg5avZzh5Z1M3bWW j8kuCxs
pSGr2QriusNoCh3g"], "context_free data":[]}}, "block_time":"2019-04-27T18:53:00.50
0", "block_num":43486,"last_irreversible_block":43594,"traces":[{"receipt":{"rece
iver":"polman","act_digest":"82c2235fd20fde1e83f94e450e8ac3e85707d846e8aabB6BEC
fB661d9fas6e7", "global_seguence”:61416, "recv_sequence”:17890, "auth_sequence":[["
bob",4]],"code_sequence”:1,"abi_sequence”:1},"act”:{"account”:"polman”,"name":"r
gstdata”,"authorization”:[{"actor”:"bob","permission”: "active"”}],"data":{"addnet
":"polman”,"rgster”:"bob", "targetdevice”:"senali"}, "hex_data":"000000004c2323ad8

d b868a6c2"}, "context_free":false,"elapsed":2396,"console":
"L Mtrx_id": " fed344dbe79668c1708955b0%acte41f4eb1b3574f8ad474470cb7ffd2cbfaaz”, "
block_num":43486,"block_time":"2019-84-27T18:53:00.500", "producer_block_id":null
,"account_ram_deltas":[],"except”:null,"inline_traces":[1}1}

Fig. 8. Transactions in block.
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Table 3. Block size per block size.

E Q3 EAM™MM 5 & S5 AO|=
Tx Contained Block Size (Byte)
0 670
1 1,623
15 14,996
30 29,345
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Fig. 9. Transaction time of consensus algorithms.
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Fig. 10. Experiment of authority record.
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