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Abstract

With the advent of the fourth industrial revolution characterized by hyperconnectivity and superintelligence and the
emerging cyber physical systems, enormous volumes of data are being generated in the cyberspace every day ranging
from the records about human life and activities to the communication records of computers, information and communica-
tion devices, and the Internet of things. Big data represented by 3Vs (volume, velocity, and variety) are actively used
in the defence field as well. This paper proposes a big data governance model to support effective military operations
in the cyberspace. Cyberspace operation missions and big data types that can be collected in the cyberspace are classified
and integrated with big data governance issues to build a big data governance framework model. Then the effectiveness
of the constructed model is verified through examples. The result of this study will be able to assist big data utilization
planning in the defence sector.
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Num Source Destination Protocol | port Information
1 72.14.207.xx 53.110.3.1 HTTP 80 GET ..
FYU EL §ARE URL 957
2| 132.57.112.xxx 53.110.3.1 HTTP | 80 | GET .. o A
=

3 53.110.3.1 HTTP 80 GET ...

4 84.16.64 192.168.0.xx ICMP - ICMP Request packet: type 8,13,17, and 10
www > 51512 [ACK =1 Ack=

5 | 7214207xx | 192.168.0xx | TCP | 80 v > 31512 [ACK] Seq 1 Ack=879
Win=7248
51512 > www [ACK] Seq=879 Ack=330

6 192.168.0.xx 72.14.207 xx TCP 80 .
Win=6432

7 192.168.0.5x 53110350 TCP 128 Mis-matched source IP address (internal &
external)

8 10.3.221.xxx 192.168.1.xxx TCP 11 Error of length field(too large & small)

9 142,594 xx 7914207 xxx TCP 18 Error of control flag field (mutually exclusive
flags)

10 195.71.13.xxx 52.11.188.xxx TCP 12 Unknown destination IP address

11 192.168.0.xx 72.14.207 xx IGMP 80 V3 Membership report

12 192.168.0.xx 72.14.207.xx HTTP 80 GET / image/care.gif HTTP/1.1
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