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ABSTRACT

Industrial control systems consist of various physical devices such as sensors, actuators. Security Infringement such as
waterworks facilities Remote Access Infringement and power control systems Infection have been occured by vulnerability of
Access Control. Access control to physical devices must be fulfilled with a reliable system. However, Having a single
access control system inside company can not guarantee reliability. In addition, when single access control is struggled with
error or infringement, access control system is totally unavailable. so system requires a additional access control method or
system. In this paper, we proposed access control mechanism for reliable and stable operation using blockchain and smart
contract. Proposed Mechanism using trust score to consider resources to be consumed depending on each industrial
environment in consideration of the industrial control system where availability is more important than integrity and
confidentiality. Unlike other blockchain-based access control system, proposed system is designed for the currently operating
industrial control system.
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Table 1. Grade Access Algorithm

Input: S is the array that mapping command and need score

1: Toc := Operation Command Transaction

2. Tyr = Verify Request Transaction

3: Ty := Verify Transaction

41 Tge = Executed Command Transaction

5: N = need score

6: sum = 0

7: if Toc upload to blockchain

8 sender, command, signature < Toc
9: Tvr (sender , command, signature)
10: N < S(command]

11: while sum == N

12: if Tv upload to blockchain
13: result < Ty

14: if result 1= 0

15: sum < sum+ result
16: else

17: return alarm;

181 end if

19: end while
20: command executed
21: Tre(sender, command)
22: end if
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