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ABSTRACT

Nowadays, intelligent Android malware applies anti-analysis techniques to hide malicious behaviors and make it difficult for
anti-virus vendors to detect its presence. Malware can use background components to hide harmful operations, use activity-alias
to get around with automation script, or wipe the logcat to avoid forensics. During our study, several static analysis tools can
not extract these hidden components like main activity, and dynamic analysis tools also have problem with code coverage due
to partial execution of android malware. In this paper, we design and implement a system to analyze intelligent malware that
uses anti-analysis techniques to improve detection rate of evasive malware. It extracts the hidden components of malware, runs
background components like service, and generates all the intent events defined in the app. We also implemented a real-time
logging system that uses modified logcat to block deleting logs from malware. As a result, we improve detection rate from
70.9% to 89.6% comparing other container based dynamic analysis platform with proposed system.
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<intent-filter=

2.1 Q=20 AMITE9| 24 3| J|HY
211 gtE=20|= ol AXHES =7/= 718
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+= AndroidManifest.xml 3} ol A4
Ao}t Fig.1.3F %ol  (activity) S84
LAUNCHER 7} 2] o} Main RLESES
(intent-filter) 845 &8 AAs= 7oz w3
3 4 glt}. LAUNCHER 7helazele} MAIN o
s AABE o ofe] &3 d dEnEE A4}
w, ojo] At AF R Aelshe e ofvlght. 9
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HlElE A3tz WHlelE (activity) 84 €]l
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A& A= 7155 AFEt Fig.2.9F Ze] o
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SDK(Standard Development Kit)9] »= =+
4l AAPT(Android Asset Packaging Tool) (7]
£ o]8¥ HEIE =& A Fig.3. 3% 2| vl o

android:label="@string/app_name">

zaction android:name="android.intent.action.MAIN" /=
<category androild:name="android.intent.category.LAUNCHER" /=

<fintent-filter=
cfactivity=

Fig. 1. Main activity definition in AndroidManifest.xml(6)
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<activity > android:name

|— <intent-filter>

<action>
<category>

<activity-alias> —[ android:name

|_ android:targetActivity
<intent-filter>

<action>
<category>

Fig. 2. Comparison of activity definition between {activity) and {activity-alias)

root@S4URC-Set0@l-Host23:~# aapt d badging c2c2eb5eB83a45d25ccab6coT1l6bTO91T.apk

package: nam
sdkVersion:'10"
targetSdkVersion: '22*

uses- permission ‘android.permission.INTERNET'
‘android.permission.ACCESS_NETWORK_STATE®
‘android.permission.WRITE EXTERNAL _ STORAGE*

uses-permission

uses - permlsﬁlon
application-label: 'Music Player'
application-icon-160:'res/mipmap-xxhdpi-v4/ic_launcher_music.png’

application-icon—4ﬂ@:'
application: abe
uses-permission

res/mipmap - x

‘com.net.bigger.flower.source.generally' versionCode='63"' versionName='6.3"

dpi-v4/ic_launcher_music.png’
usic Player' icon='res/mipmap-xxhdpi-v4/ic_launcher_music.png’
‘android.permission.READ EXTERNAL_STORAGE'

Fig. 3. Sample of failure to extract main activity using AAPT
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Table 1. Comparison of dynamic analysis tools
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At 98 #AE F odvke AAS AW
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Ao MAAA P& vl2ER), T} g9 A
= Agsix] 7] wEol wel delnjE]r} &)
32 @ QY] FAe] Brlsdithe "AE Adot

i ot

w3k Alzad oWlE: wigE] ¥F A, ANH,
SMS, A3} gealel]l diajxat WA A7])7] el o}
o 525 EE oJHlE ] &3 4 glrt
Droidbox(11)& gt==Ro]= o EHe|eal AVD
(Android Virtual Device)el#] §-& Alg)slo] g}
ol 1/0% SMS, vlEYaE o] 43 AH §39 2

A& RZUEHs] Agsle & .
Androguard® °l-&3te] 54 A4S s3] 9
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Aol Al me, FA B4 53 A

Monkeyrunnerg o]4-3}ed Ul oWl EE A7
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7HA e}

Mobile-Sandbox(13)&= QEMUE 74te2 3}
€ duRolE o BHCIHE AF ¥4 FYshe
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5 oglo], A4S AYE 5 ke Hde Adr =

r{m N>
_13: Lm _Bi 1>

(activity-alias) activity Run service Broadcast event
Tracedroid(9) No Yes Partial
CopperDroid(10) Unknown No Partial
Droidbox(11) No No Partial
Mobile-Sandbox(12) No No No
C-Android(13) No No No
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<activity-alias android:enabled="true” android:icon="@mipmap/ic_launcher_settings” android:label="@string/app_alias”
android :name="com .dot .Maindpp lication§Backdct ivity” android:noHistory="true"
android:targetict ivity="com.dot .Maindpplication$Maindct ivity” android:theme="@android:style/Theme NoDisplay >

v<intent-filter>

<action android:name="android.intent.action MAIN"/>

<category android:name="android.intent.category,LAUNCHER />

</intent=filter>
<factivity-al ias>

Fig. 4. Sample code of (activity-alias) in AndroidManifest
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<application android:label="com.android.prov
ver android:name=" Do,‘_o CLomJ_ete

<intent-filters
<action android:name="

<intent-filter»>

<action android:name="ar

<category android:name="g

androi

y android:name="android.intent.category.DEFAULT" />

ads ger">
andP01d enabled="tru

u \\
m
v

ent.action.BOOT_COMPLETED" />

ion.PHOME_STATE" />
egory .DEFAULT" />

Ak wEbd H A A
AndroidManifest.xml& 3Asle] BHREsjfrE

SAue] SEH oMES LE MAAA AWE
A 5 glow, ol wet BA £4e) ;= A
DA% A2 5 e

3.2 t=20|E 22 el LS 71 &A

32.1 logcat HI{ T7|E 0|28t 21 A CfE 7|
A
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Tolth. logcats WH Z7]9] FHAzte| XHE}U%
7129 279 oko] W3 27|12 23}s logeatol
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ie] logcatell 715% 225 AHA|sl7] $18te]
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it

R E AALLE Jogeatd S FdZ
7128k A|2HS Aokt 229] ofo] wl¥ =7

& 238k logeatell 7155 237} AAlE AR 9}

ol AR 2ok AREA Gonz §a ¥4 A
4 Z1%¢ AAeE Sl A3 logeat

W =277} 23Ee S S5l 238 A

322 HHOE 0|88 21 AH th8 7Y £A

ol H& FF HAS= o] FH =
< A%, 44 H& Runtime.exec() WAER
“logcat -c¢" WEHS AP = 9l ol Fd o
o] logcatel 7129 218 wF AMAsle] &

25 AMAISs 7S AREE 5 ol ol=idt 39
Z19ell d-g3hr] $13ted, AOSP(AndImd Open
Source Project)d] logcat &2z E FAE £
otk logcat W3l ¥4 F F AHAEE -
LAl sl AAFEE FAsl] 2 AMAIE
= g} o]F AF logeat A2aF
Wesle] Jogeate] AHAlE FEA on o}

T E

—= =

2 nE /58 gadow 488 logeat HlolU
5 o4& & ook, #AH logeat BielyE=

logeatell 715" 235 AHASHA] RabARk o

stod qie] Tk

(NS hHDRUID URT,

'ititem.g%thttributeNS{NS_ﬁNDHDID_UHl.

in item.getElementsByTagName(
sitem.getAttributeNS (NS_ANDROID_URT,

dd(item.getAttri

buteNS (NS_ANDRO

Fig. 6. Extracting main activity from {activity-alias) element
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for 1 in self.>
for item in self.xml[i].getElementsByTagName( ):
for actionItem in item.getElementsByTagName( ):

IntentEvent = actionItem.getAttributeNS(NS_ANDROID URI,
eventlList.append(IntentEvent)

return eventlist

Fig. 7. Event extraction from broadcast receiver

root@S4URC-Set0@1-Host23:~/apk_| par:e# python parsing_manifest.py c2c2e5e83a45d25cc0ab6c5T16bTO91T. apk
packageName com.net.bigger.flowe rce.generally

main_activity com.dot.MainApplicationgMainActivity

get_acrivities ['com.dot.MainApplication$MainActivity']

services ['com.dot.MainApplication$MainService']

receivers ['com.dot.MainApplication$MainReceiver

events [u'android.intent.action.REBOOT', u'android.intent.action.ACTION_SHUTDOWN', u'android.intent.acti
on.QUICKBOOT_POWEROFF', u'android.intent.action.BOOT_COMPLETED', u'android.net.wifi.STATE_CHANGE', u'and
roid.net .wifi.WIFI STATE CHANGED', u'android.net.wifi.supplicant.CONNECTION CHANGE®, u'android.net.conn.
CONNECTIVITY CHANGE']

Fig. 8. Components extraction result from malware sample
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[SDK]
[SDK]
[SDK]

[SDK]
[SDK]
[SDK]

l[android.app.ApplicationPackageManagerl [aetApplicationInfo] [FindApplicati
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Fig. 9. Malware sample with deleting logcat buffer
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Fig. 10. Proposed system architecture
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Table 2. Success rate for analyzing 1000 malware samples

Total sample Original C-Android Applying our proposal
Activity-alias 171 16 171
No main activity 16 0 16
Can not install 104 16 0
No anti-analysis 709 709 709
Total 1000 709 896
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