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Abstract

With the advancement of information and communication technology, tactical networks are continuously being
converted to All-IP future tactical networks that integrate all application services based on Internet protocol.
Futuristic tactical mesh network is built with tactical WAN (wide area network) nodes that are inter—connected
by a mesh structure. In order to guarantee QoS (quality of service) of application services, tactical service mesh
(TSM) is suggested as an intermediate layer between infrastructure and application layers for futuristic tactical
mesh network. The tactical service mesh requires dynamic QoS monitoring and control for intelligent QoS
coordination. However, legacy networking nodes used for existing tactical networks are difficult to support these
functionality due to inflexible monitoring support. In order to resolve such matter, we propose a tactical mesh WAN
node as a hardware/software co-designed networking node in this paper. The tactical mesh WAN node is
conceptually designed to have multi-access networking interfaces and virtualized networking switches by
leveraging the DANOS whitebox server/switch. In addition, we explain how to apply eBPF-based traffic
monitoring to the tactical mesh WAN node and verify the traffic monitoring feasibility for supporting QoS
coordination of tactical-mesh traffic.

M keywords: futuristic tactical mesh network, intelligent QoS coordination, eBPF-based packet monitoring, tactical
service mesh WAN node
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