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Abstract This paper proposes efficient and secure two—way authentication protocol for binding update
messages between mobile devices and home agents / correspondent nodes in IoT and Mobile IPv6 (MIPv6)
environments with limited computing power and resources. Based on the MIPv6 message exchange, the
proposed protocol satisfies both the authentication and the public key exchange optimized for both sides
of the communication with minimum modification. In the future, we will carry out a performance analysis
study by implementing the proposed protocol in detail.
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Fig. 1. Mobile Node Mobility on MIPv6 :
Mobile Node get care of address from
Foreign Agent as moving to Foreign
Agent area, and it happen Binding
update exchange between Mobile
Node and Correspond Node
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