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AGRBEIS Various cryptographic technologies have been proposed from ancient times and are developing
in various ways to ensure the confidentiality of information. Due to exponentially increasing computer
power, the encryption key is gradually increasing for security. Technology are being developed; however,
security is guaranteed only in a short period of time. With the advent of the 4th Industrial Revolution,
encryption technology is required in various fields. Recently, encryption technology using homomorphic
encryption has attracted attention. Security threats arise due to the exposure of keys and plain texts used
in the decryption processing for the operation of encrypted information. The homomorphic encryption can
compute the data of the cipher text and secure process the information without exposing the plain text.
When using the homomorphic encryption in processing big data like stored personal information in various
services, security threats can be avoided because there is no exposure to key usage and decrypted
information
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<Table 1> Notation

Notation Meaning
m message
Enc() encryption function
Dec() decryption function
modp remainder by mod p
! Plaintext Space M } ! Ciphertext Space C
el g ¢; « Enc(m) 7

‘!
<« m« Dec(c)

[Fig. 3] Concept of Homomorphic Encryption
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