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ABSTRACT

With the proliferation of social media, it has become easier for people to spread rumors online, which can
aggravate the issues arising from online rumors. There are many individuals and organizations that are adversely
affected by malicious online rumors. Despite their importance, there has been little research into why and
how people spread rumors online, thus inhibiting the understanding of factors that affect the spreading of
online rumors. With attention seeking to address this gap, this paper draws upon the dual process theory
and the de-individuation theory to develop a theoretical model of factors affecting the spreading of an online
rumor, and then empirically tests it using survey data from 211 individuals about a specific rumor. The results
indicate that the perceived credibility of the rumor affects the individuals’ attitudes toward spreading it, which
consequently affects the rumor spreading behavior. Vividness, confirmation of prior beliefs, argument strength,
and source credibility positively influence the perceived credibility of online rumors. Finally, anonymity moderates
the relationship between attitude toward spreading online rumors and the spreading behavior.

Keywords: Online Rumors, Dual Process Theory, De-individuation Theory, Perceived Credibility, Anonymity,
Social Media

I . Introduction and temporal constraints. Despite the tremendous
benefits of electronic connectivity and interactivity,

The growing reach of the internet, the proliferation
of online media, and the wide availability of powerful
mobile devices all serve to allow and enable people

to access and distribute information without spatial

the available emerging communication technologies
also have adverse side-effects, such as allowing people
to easily propagate information that involves the un-
confirmed elaboration or annotation of public topics,
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events or issues (Zhao et al., 2011). Therefore, it
is noted that such information, which is spread
through online channels but cannot be verified as
true or false during circulation, is characteristically
referred to as online rumors (Kwan et al., 2013).

Prior research on this issue indicates that the
spreading of online rumors may result in serious
damage to an individual’s, company’s or brand’s im-
age, and undermines corporate credibility and con-
sumer loyalty (Kimmel, 2004; Thomas, 2007). Even
if the rumor is subsequently proved to be false, it
may already have caused considerable damage to
the reputation of the individual or the organization
at the object of the rumor. Moreover, despite the
falsification, the rumor would continue to float on-
line, and continue to adversely affect the reputation
of individuals or companies.

Researchers have used several perspectives to ex-
plain why people spread rumors online. Some re-
search argues that people adopt and spread rumors
online because information presented in the online
environment lacks verification from professional
gatekeepers, while others stipulate that anonymity

- which enables people to plagiarize, alter, and mis-
represent information - may motivate the spreading
of rumors (Metzger et al,, 2003). Also, Burbules (1998)
suggests that the “leveling effect” due to the pre-
sentation of online information in a similar format
places all information on the same level of accessi-
bility, and therefore, all authors on the same level
of credibility. Besides, for this reason researchers
have explored how rumors are propagated through
online networks, by focusing on the assessment of
information credibility (Thomas, 2007), the network
patterns of online rumors (Kwan et al., 2013), and
the modeling of rumor dynamics (Zhao et al., 2011).

It is noted that, although much progress has been
made in the examination of spreading rumors online,

most prior studies have produced fragmented and
equivocal research findings mainly due to the lack
of a coherent theoretical foundation (Ashkanasy,
2017). The qualitative studies of online rumor play
a dominant role in online rumor research, with case
and content analysis as the main method (Brandtzaeg
and Felstad, 2017; Jong and Diidkers, 2016). Quantitative
studies of online rumors have been studied as a part
of cyberbullying (Lowry et al., 2016) and there is
a lack of research that dearly examines online rumors
except for Oh et al. (2013) and Chua and Banerjee,
(2018). In other words, scientific, systematic, and
quantitative studies on online rumors are rarely used
(Tian and Chen, 2013). Consequently, the conditions
under which people may be more likely to spread
rumors online remain unclear, and need to be further
investigated (Liu and Yu, 2013).

To address this gap, this study develops a research
model that explains individuals’ behavior of the
spreading online rumors. This paper posits that the
perceived credibility of a rumor is a key to predicting
this behavior because people tend to accept a rumor
with a certain degree of probability depending on
its importance and credibility (Agarwal et al., 2008;
Walthen and Burkell, 2002). The dual process theory
is adopted to explore the antecedents of the perceived
credibility of a rumor (Deutsch and Gerrard, 1955).
It examines how an individual or individuals judge
the credibility of information, providing a broad
guideline for identifying the antecedents of an in-
dividual’s judgment of credibility. In addition, draw-
ing upon the de-individuation theory (Spears et al.,
2002) which explains how anonymity plays a sig-
nificant role in shaping individuals’ communication
activities online (Jessup et al., 1990; Sproull and
Kiesler, 1991), we posit that the degree of anonymity
moderated the behavior of individuals when spread-
ing online rumors. Based on these arguments, this
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paper addresses the following questions: 1) What
factors influence the perceived credibility of an online
rumor? 2) How does anonymity play a role in shaping
individuals’ behavior of spreading online rumors?

The results of this research offer implications that
can be applicable and useful for both the academia
and the business. For the academia, the study contrib-
utes to a richer understanding of an individuals™ be-
havior of spreading online rumors by identifying
the antecedents of the credibility of a rumor, which
affect the extent to which people spread rumors
online. For the industry, the study provides some
initial guidelines for identifying rumors that may
be more likely to spread online, and thereby develop-
ing strategies to appropriately cope with and manage
the influence of online rumors and their potentially
adverse effects on a business or an individual’s reputa-
tion and goodwill in the community.

II. Literature Review
2.1. Definition of Online Rumors

We draw attention to the fact that authors in several
disciplines have defined and identified the character-
istics of a rumor. Knapp (1944) states that a rumor
is “a proposition for belief of topical reference dis-
seminated without official verification” while Allport
and Postman (1947) define a rumor as “a specific
proposition for belief, passed along from person to
person, usually by word of mouth without secure
standards of evidence being present.” Jaeger, Anthony
and Rosnow (1980) define a rumor as “a proposition
for belief in general circulation without certainty as
to its truth” and DiFonzo and Bordia (2007) define
a rumor as “unverified and instrumentally relevant

information statements in circulation that arise in

contexts of ambiguity, danger or potential threat and
that function to help people make sense and manage
risk.” Therefore, the definition of a rumor should
contain the following three elements: the rumor: (1)
is a proposition of belief; (2) is officially unverified
when issued; and (3) should deal with either current
events or topical issues to express the emotional needs
of community and/or to help people make sense
in the context of ambiguity, danger or potential threat.
In addition, it is necessary to state the specific means
by which an online rumor is transmitted. Accordingly,
this paper defines an online rumor as a proposition
of belief of topical issues to a society disseminated by
online means without official verification (to express
the emotional needs of community and/or help in-
dividuals to make sense in the context of ambiguity,

danger or potential threat).
2.2. Forms of Rumors

There are many ways to classify rumors. If we
consider the forms of rumors according to the moti-
vational scheme because this study is interested in
investigating factors affecting spreading rumors,
Knapp (1944)’s classification is perhaps the most
popular as well as appropriate. Knapp categorized
over 1,000 wartime rumors as either dread (fearful
of a negative event), wishful (hopeful of a positive
event) or wedge-driving (expressing hostility toward
a people-group) (DiFonzo and Bordia, 2007, p. 37).
In this study, we especially focus on the motivational
factors for spreading wedge-driving rumors, which
can be applied to group-organizational rumors, and
may be most frequently seen today on the Internet.
Moreover, a sample rumor chosen for this study
is expressing hostility toward a person called Tablo,
a Korean singer. The following news describes it
(Abbott and Makowsky, 2010):
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“Daniel Seon Woong Lee, better known in Korea
as recording artist Tablo, graduated from Stanford
with a seemingly uncontroversial record: two English
degrees, a bachelor’s in 2001 and a master’s in 2002.
But over the past ten months, an Internet campaign
has launched attacking Lee’s credentials and, he says,
threatening him and his family. Lee received a mas-
ter’s degree in English through Stanford’s co-term
program in 2002. Lee, the front man of premier
Korean rap group Epik High, became aware of the
allegations that he was not a Stanford graduate in
March, when he began receiving threats to his Twitter
account. The sources of the attacks were netizens -
vocal participants in an online community - who
question the validity of Lee’s Stanford degrees. An
intervention from Stanford Registrar Tom Black and
a letter from English professor Tobias Wolff did little
to help stop the movement.

The campaign to discredit Lee’s degrees exploded.
One of the largest antagonists, the netizen group
“We Urge Tablo to Tell the Truth,” formed in May
and now has more than 131,000 members. The allega-
tions range widely - that Lee has exaggerated his
grade point average and that he claims he was best
friends with Reese Witherspoon when she attended
Stanford, for example. Black said verifying a person’s
degree from the University is not an unusual practice,
but he has never seen a case this severe. Black released
a copy of Lee’s transcript, and when that did not
prove satisfactory, he wrote a letter vouching for
Lee’s attendance and graduation. Recently, Black al-
lowed camera crews to film him printing a degree
to show that none of the process is fraudulent. Black
said that he does not think the netizens will stop
asking questions. He has stopped responding to
e-mails concerning Lee. “It’s all just rumor and in-
nuendo,” Black said. “It’s not truth they’re after. It’s
just to ruin his life.” Lee maintains that he is not

angry and even waited several months before pursu-
ing legal action. He hopes a documentary airing on
October 2, 2010 in Korea (“Tablo Goes to Stanford,”
on Korean network MBC) will vindicate his
reputation.”

After the nationwide Munhwa Broadcasting
Corporation (MBC) network aired the documentary
on October 2, 2010, the Korean police reported the
results of the investigation about the verity of the
Tablo rumor on October 8, 2010. The rumor was
proved false by the concerned authorities, but it sur-
vived over a long period of time, and continued
to be circulated on the Internet. The conventional
notion that people spread rumors because they believe
them to be credible regardless of the underlying truth.
Walthen and Burkell (2002) proposed an iterative
model explaining how people judge the credibility
of online information. The assessment of information
credibility occurs in three stages. First, the users form
an impression of the overall credibility of information
by examining its surface characteristics and
organization. Next, the information content is eval-
uated for credibility by considering the characteristics
of the source and message. The third stage involves
the individual’s cognitive state at the time of evalua-
tion, which reflects the purpose in seeking the in-
formation, prior knowledge of the topic, and the
time available to retrieve and process information.

Along the similar lines, other researchers have
also identified that people evaluate the credibility
of information based on three components: source,
message, and receiver (Cindy et al., 2012; Zhang
and Watts, 2003). All of the above factors primarily
address how the individuals evaluate and judge the
credibility of information from their own point of
view. Therefore, this study is also built upon three
major components: source (the characteristics of the

source), message (the characteristics of message), and
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receiver (a receiver’s cognitive state such as the pur-
pose in seeking the information, prior knowledge
of the topic, and the time available to retrieve and

process information).

[lI. Theoretical Background and the
Development of Research Model

3.1. The Dual Process Theory

In order to figure out how these factors can aftect
the credibility of rumor, and consequently, spreading
of rumor, we have adopted the dual process theory
(DPT) and the de-individuation theory. The dual
process theory (DPT), proposed by Deutsch and
Gerrard (1955), effectively explains that the credibility
of information depends not only by informational
influence (i.e., the information receiver’s evaluation
of the target information), but also on normative
(i.e., social) influence. Prior studies have used this
theory to many contexts such as neighborhoods, uni-
versity settings, and workplace communities, demon-
strating the significance of joint effects between in-
formational and normative influences when examin-

ing the credibility of information (Kaplan and Miller,
1987). Researchers invoke DPT because of its com-
prehensive perspective in explaining individuals’ be-
haviors in relation to online communication (Sia
et al, 2002).

Drawing upon DPT in <Figure 1>, we posit that
the evaluation of the credibility of an online rumor
is determined by the combinatorial effect of two
major dimensions: informational and normative in-
fluences (Deutsch and Gerrard, 1955). Informational
influence arises from information obtained from oth-
ers as evidence of reality. It is based on the receiver’s
self-judgment of the received information, and hence,
the information-related components such as message
(content), source and receiver (Hovland et al,, 1953).
Accordingly, the characteristics of such as argument
strength, vividness, the characteristics of source such
as source credibility, and the characteristics of a re-
ceiver such as prior knowledge, confirmation of prior
beliefs in prior literature can fall on the information
influence category. On the other hand, normative
influence has not been actively studied in previous
research in the context of online rumor spreading.
It refers to the influence on the individual arising
from the norms/expectations of others that are either

Informational Influence

another as evidence about reality

the presenting topic

An influence to accept information obtained from

Derived from the power of the presenter if this is
considered to be more authoritative and erudite about

Receiver’s self -

Normative Influence

judgment of the
received information

audiences

An influence on the individual arising from the norms/
expectations of others that are implicit or explicit in the
choice preference of the group or community

- One’s communication evaluation is based not so much
on the received information as on the opinions of other

<Figure 1> Dual Process Theory
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<Figure 2> Research Model

implicit or explicit in the choice of preferences of
the group or community. From this point of view,
consensus among receivers can be regarded as the
normative influence (<Figure 1>).

Next, we argue that the attitude toward spreading
online rumors is determined by the extent to which
an individual perceives the rumor to be credible.
This analytical framework characteristically offers a
set of theoretical constructs for studying the determi-
nants of rumors as in <Figure 2>.

3.1.1. Attitude and Spreading Behavior

Studies note that an individual’s attitude is a psy-
chological tendency that is expressed by evaluating
a particular entity with degrees of “like” or “dislike”
(Eagly and Chaiken, 1993). The Theory of Reasoned
Action (Fishbein and Ajzen, 1975) suggests that a
person’s volitional behavior can be predicted by his
or her attitude toward that specific behavior. This
theoretical linkage has been empirically supported

across a wide range of research contexts such as
persuasion (Anderson, 1995), technology adoption
(Connolly et al., 1990), and consumer behavior
(Schiffman and Kanuk, 2004). Prior studies com-
monly state that individuals are expected to behave
in such a way as to not to contradict their attitudes
toward a particular object. In particular, communica-
tion studies have demonstrated that an individual’s
behavior of spreading rumors is determined by his
or her attitude toward the spreading of the rumors
(Kim and Bock, 2011). Therefore, with the application
of this link between attitude and behavior.

HI: The attitude toward spreading online rumors will
positively influence the behavior of spreading the

online rumors.

3.1.2. Perceived Credibility of a Rumor

Although online media has changed the manner

»

of rumor transmission from “hearing” by word of
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mouth to ‘seeing’ via written online messages, the
factors pertaining to the spread of online rumors
are analogous to the factors proposed by earlier per-
suasion studies (Esposito, 1986) to the large extent
that people are more likely to spread rumors when
they are convinced by the information (Esposito,
1986; Jaeger et al., 1980). In other words, people
spread a rumor because they believe that it appears
to be credible regardless of the truth behind the
rumor or what is being said or shared with others
(Walthen and Burkell, 2002).

The credibility of a message is a receiver-based
judgment that involves both objective judgments of
information quality and subjective perceptions of the
source’s trustworthiness, expertise, attractiveness,
and other qualities (O’keefe, 2002). Several studies
in the communication literature suggest that the deci-
sion to transmit a rumor may be influenced by one’s
confidence in the truth of the rumor (Jaeger et al,
1980; Kimmel and Keefer, 1991; Rosnow et al., 1986).
Esposito (1986) examined the relationship between
belief and rumor transmission using questionnaire
data collected from graduate and undergraduate stu-
dents under unusually tragic circumstances. The re-
sults were consistent with those of Rosnow et al.
(1986), and Kimmel and Keefer (1991)’s, which pos-
ited that people were more inclined to pass along
rumors they believed to be true than those rumors
that they believed were false. Some studies, of course,
suggest that there is an association between belief
in a rumor and rumor-specific attitudes (Scheper-
hughes, 1990).

H2: Perceived credibility of online rumors will positively
influence the behavior of spreading the online rumors.
H3: Perceived credibility of online rumors will positively
influence the attitude toward spreading the online

Tumors.

3.1.3. Prior Knowledge

In the marketing literature, prior knowledge is
defined as an individual’s perception of how much
(s)he knows about a product. In other words, prior
knowledge of customers is considered a key factor
affecting their processing of information (Alba and
Hutchinson, 1987). Notably, there are previous stud-
ies that further posit that assessment of the message
presentation and content depend on the users” prior
knowledge of the topic and the time available for
information retrieval and processing (Johnson and
Russo, 1984). In this study, we measure whether
an individual has sufficient preexisting knowledge
on the rumor to understand it. Prior knowledge can
be considered as important in influencing an in-
dividual’s degree of confidence in the incoming
information. Prior knowledge is also closely related
to confidence in one’s own decision making (Jingjun
et al, 2011).

H4: Prior knowledge will positively affect the perceived

credibility of online rumors.
3.1.4. Vividness

To enumerate, vividness refers to the extent to
which information is emotionally interesting, con-
crete, image provoking, and proximate in a sensory,
temporal, or spatial way (Nisbett and Ross, 1980).
Additionally, vividness is defined as a mediated envi-
ronment’s representational richness based on its for-
mal features, ie., how the environment presents in-
formation to an individual’s senses (Steuer, 1992).
It includes two sub-dimensions: breadth, i.e., the
number of different senses that a medium can engage,
and depth, ie., how closely a medium can replicate

parts of the human sensory system (Steuer, 1992).
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Not surprisingly, if websites effectively use rich media
tools, they can attract more attention from online
readers (Zeff and Aronson, 1997). Wasko and Faraj
(2005) suggest that people who rate the quality of
information as higher due to sophisticated repre-
sentation formats are more likely to share it. For
this reason, if an online rumor’s receivers encounter
vivid information for the rumor, they are more likely

to pass it on.

Hb: Vividness will positively affect the perceived credibility

of online rumors.
3.1.5. Confirmation of Prior Belief

Previous research indicates that confirmation or
disconfirmation of a prior belief significantly influen-
ces the perceived credibility of the received in-
formation (Fogg et al., 2001), i.e., the level of con-
firmation between the received information and the
receiver’s prior beliefs (Luo et al, 2009). The previous
work on scientific reasoning and social cognition
shows that people use their prior beliefs when evaluat-
ing new information, and such beliefs are often stub-
bornly held and resistant to change (Lord et al, 1979).
In addition, confirmation-bias literature in psychol-
ogy shows that people have greater confidence in
new information that confirms their prior beliefs.
In the e-WOM context, when consumers perceive
information to be consistent with their prior expect-
ations, they have more confidence in the belief of
it (Zhang and Watts, 2003). Conversely, if the new
information disconfirms to their prior beliefs, con-
sumers are likely to refuse to accept the recom-
mendation and discount its validity. Therefore, for
this reason, this logic can also be applied to the
credibility of online rumors.

He: Confirmation of prior beliefs will positively affect the

perceived credibility of online rumors.
3.1.6. Argument Strength

Argument strength is defined as the extent to which
the message receiver views the argument to be con-
vincing or valid in supporting its position (Cacioppo
et al, 1983). Namely, argument strength is concerned
with the quality of the received information, such
as completeness and logic (Kim and Benbasat, 2009).
If the received information is perceived to be made
up of valid arguments, the receiver will develop a
positive attitude toward the information and consider
the received information to be credible (Cacioppo
et al., 1983). On the other hand, if the received in-
formation appears to be comprised of invalid argu-
ments, the receiver will apparently develop a negative
attitude toward the information, and it can be pre-
dicted that the receiver will be inclined to treat it
as not credible. Argument strength has been found
to be an important element used by individuals in
the evaluation of incoming communications (Nabi
and Hendriks, 2003).

H7: Argument strength will positively affect the perceived

credibility of online rumots.
3.1.7. Source Credibility

Several studies in persuasion show source credi-
bility to be associated with attitude formation and
change (Petty and Cacioppo, 1981). Additionally,
studies show that attribution to a credible source
is an important part of the typical formulation of
a rumor (Bird, 1979; Blake et al., 1974). Moreover,
rumors gain plausibility by the addition of author-
itative citations and a media source from which the
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rumor was supposedly heard (Blake et al., 1974).
Accordingly, rumors are frequently ascribed to
high-status community members (Bird, 1979).

H8: Source credibility will positively affect the perceived

credibility of an online rumor.

3.1.8. Consensus

The normative influence occurs when information
on the position preferred by other members is avail-
able (Kaplan and Miller, 1987). Kelly (2004) defined
consensus as the agreement of two or more in-
dividuals on the performance level of a product. For
example, if an individual finds that others experience
the same effect with respect to the same object or
person, (s)he will have greater confidence in the eftect.
If many other individuals think something is correct
or good, an individual will be likely to think that
way as well (Sundar, 2008). Consequently and for
this reason, consensus information is considered like-
ly to have a greater effect on interpersonal communi-
cation than non-consensus information (Pincus and
Waters, 1977). In other words, people tend to believe
what is believed by most even if it is not true (Deutsch
and Gerrard, 1955). The strength of consensus is
reinforced when more supportive viewpoints from
different individuals are incorporated (Weiner, 2000).
People automatically tend to trust sites and sources
that are either recommended by known others or
come from aggregated testimonials, reviews or ratings
(Chaiken, 1987).

H9: Consensus will positively affect the perceived credibility

of online rumors.

3.1.9. Anonymity and the De-individuation Theory

Anonymity ranges from complete anonymity to

complete revealing of one’s identity, in terms the
extents of unlinkability and unobservability (Cho and
Kim, 2012), which depend on the online media plat-
form in which the individual is involved (Ma and
Agarwal, 2007). The technical functions of the online
medium influence individuals’ perceptions of the de-
gree to which the medium allows for disclosure, either
by leading them to express their identities, share
their personal information, and expose details of their
activities, or by allowing them to completely close
off their personal information (Ma and Agarwal,
2007). It is notable that anonymity is a key character-
istic of computer-mediated communication and in-
dividual users have different levels of anonymity,
an individual’s online behavior may be explained
by considering the degree of anonymity when inter-
acting with others (Jessup et al., 1990; Kiesler et
al., 1984; Moore et al., 2012).

Based on the de-individuation theory, the influence
of anonymity on an individual’s behavior of spreading
online rumors can be explained by a two-fold process.
First, anonymity may foster uninhibited behavior
such as spreading rumors online, because being an
unknown entity or individual hiding behind the veil
of the Internet, enables people to feel less un-
comfortable when they spread the rumors. Therefore,
this result was identified because anonymity lessens
the perception of appraisal from others and fosters
anti-normative behaviors by diminishing self-aware-
ness (Kiesler et al., 1984; Sproull and Kiesler, 1991).
Second, given the conditions of anonymity and re-
duced observable social cues relative to face-to-face
interactions, an individual’s motivation to generate
more interesting arguments is stimulated by the pro-
vision of anonymity (Connolly, 1990). Accordingly,
the use of anonymity shapes individuals’ behavior
of spreading rumors online by amplifying the effects

of undesirable social-psychological influences on
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opinion-expression behavior. For this reason, we pos-
it the following moderating effect, which is shown
in <Figure 2> along with the above hypotheses:

HI0: Anonymity will positively moderate the relationship
between the attitude toward spreading online rumors

and the behavior of spreading the online rumors.

IV. Methods

As mentioned earlier, a sample rumor on a Korean
celebrity, with a nickname of Tablo, was selected.
The reference to this rumor, and the reference to
a specific target, and helping respondents recall their
behaviors with respect to spreading the specific rumor
were expected to increase the respondents’ accuracy

in the survey.
4.1. Measurements and Data Collection

The survey items were adapted from previous re-
search with some modification to fit the context of
the present research (Smith and Vogt, 1995; Zhang
and Watts, 2003). For vividness, source credibility,
consensus, spreading online rumors and anonymity,
we worked to incorporate the online aspects into
the items. Additionally, a multimedia feature of on-
line medium was reflected in the measure of vividness,
the names of online communities which were created
to deal with Tablo’s rumors were included in the
items for source credibility. The consensus items
ask the degree to which individuals agree on other
people’s opinions with respect to the same object.

After the modifications, a bilingual person was
engaged to first translate the English version into
Korean following Brislin (1970)’s approach for back
translation. Another bilingual translator (who was

not aware of the original English version) was then
engaged to translate the Korean version back into
English. The two English versions as noted were
then compared to ensure that there were no sig-
nificant differences in the meanings of the versions
used for the study. The translated Korean version
was then finalized together upon collaboration by
two of the authors, as well as the assistance from
the two translators.

A preliminary test of the survey instrument was
conducted prior to the main data collection, using
two individuals with doctoral degrees and eight care-
fully selected doctoral candidates. The 10 individuals
were asked to complete the paper questionnaire, in-
terviewed to report any difficulties in understanding
the questions, and invited to give suggestions. The
results did not reveal any significant issue in under-
standing the survey instructions and items. The stat-
istical results for the small sample were satisfactory.
Based on the suggestions made from the 10 re-
spondents, some minor changes were made, such
as the addition of further explanations on items.

Thereafter, a pilot test of the online questionnaire
was conducted in the portal of a leading university
in Korea for the duration of one week. The online
questionnaire included two main sections. The first
section of the questionnaire provided an explanation
of the general research purpose and a brief story
about the Tablo rumor. This section also included
explanations of some special terms used in the
questionnaire. In the second section, the respondents
were asked to answer the questions referring to the
Tablo rumor as they had heard or read from various
media sources. It is noted that out of the 63 pilot
responses, 56 were considered complete. A paired
t-test indicated a significant difference (p < 0.01)
between the beliefs in the rumor before and after

the police report. Based on the survey responses,
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the survey items were restructured to focus on the
situation before the police report to examine why
people would spread rumors online in the first place,
and the survey method was changed to a paper-based
questionnaire in order to explain the purpose of the
study and instructions of the survey sufficiently before
the survey.

The respondents of the main survey were under-
graduate students from three universities in South
Korea, who were encouraged to recall the situation
prior to the police report. A total of 211 responses
were received. Extra academic points were given as
an incentive to the survey participants to fill out

and return the survey questionnaire. The questions
were asked regarding the participants’ perceptions
of their prior knowledge, vividness, confirmation of
prior beliefs, argument strength, source credibility,
and consensus. The items on perceived credibility
of the online rumor, attitude toward spreading the
online rumor, and behavior of spreading the online
rumor were also included in this section. Finally,
the respondents were asked to provide some per-
sonal demographic information. The operational
definitions and measurement items are shown in
<Table 1>.

<Table 1> Definition and Measurement Items of the Constructs

Construct Item

Definition and Measures

Prior Knowledge

Definition: The extent to which an individual has background knowledge required to
understand a particular rumor (Rudell, 1979)

Iteml |I don’t have any difficulty in understanding the Tablo rumor
Item2 |I don’t need others’ help to understand the Tablo rumor
Item3  |I think I have sufficient knowledge to understand the Tablo rumor

Vividness Ttem2

Definition: The representational richness of a mediated environment as defined by its formal
features; the way in which an environment presents information to the senses (Steuer, 1992)

Iteml | The information with concrete figures enhanced the reality of the Tablo rumor
The information with a concrete case enhanced the reality of the Tablo rumor
Item3 | The information with multimedia enhanced the reality of the Tablo rumor
Item4 | The information with a motion picture enhanced the reality of the Tablo rumor
Item5 | The information with concrete evidence enhanced the reality of the Tablo rumor
Item6 | The information with jargon enhanced the reality of the Tablo rumor

(Cheung et al., 2009)
Confirmation of Prior
Belief Iteml

Definition: The level of confirmation between the received information and their prior beliefs

Information about the rumor corresponded to what I had known before reading it Information
Item2 | about the rumor supported my impression of Tablo
Item3 | Information about the rumor confirmed information I had previously known about Tablo

Argument Strength Iteml

Definition: The extent to which the message receiver views the argument as convincing or
valid in supporting its position (Cacioppo et al., 1983)

The argument about the Tablo rumor was convincing
Item2 | The argument about the Tablo rumor was valid
Item3 | The argument about the Tablo rumor was persuasive
Item4 | The argument about the Tablo rumor was logical
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<Table 1> Definition and Measurement Items of the Constructs(Cont.)

Construct Item Definition and Measures
Definition: The information source’s trustworthiness and expertise (Hovland and Weiss, 1951)

Source Credibility Iteml | I trusted the information that the Tajinyo provided

Item2 |1 trusted the information that the Sangjinse provided

Item3 |I trusted the information that Whatbecomes provided

Definition: The degree to which individuals agree on other people’s opinions with respect
to the same object (Kelley, 1967)

Consensus Iteml |1 agree on the argument regarding the Tablo rumor that has a lot of hits

Item2 |I agree on the argument regarding the Tablo rumor that has a lot of comments

Item3  |I agree on the argument regarding the Tablo rumor that has a lot of recommendations
Item4 | I agree on the argument regarding the Tablo rumor that most people state identical opinions
Definition: A cognitive evaluation of the entity that constitutes an individual’s beliefs about
the object (Esposito, 1986; Jaeger et al, 1980; Rosnow et al., 1986)

Perceived Credibility of
Online Rumors Iteml  |I thought the Tablo rumor was realistic

Item2  |I thought the Tablo rumor was plausible

Item3 | I thought the Tablo rumor was believable

Definition: An individual’s degree of like or dislike for an object (Fishbein and Ajzen, 1975)

Attitude toward
Spreading an Online
Rumors

Iteml  |I thought spreading the Tablo rumor was desirable

Item2  |I thought spreading the Tablo rumor was valuable to me
Item3  |I thought spreading the Tablo rumor was important to me
Item4 | I thought spreading the Tablo rumor was meaningful to me

Definition: An individual’s observable response in a given situation with respect to a given
target (Fishbein and Ajzen, 1975)

Iteml  |I transmitted the Tablo rumor by online means

Spreading an Online Item2 | I posted the Tablo rumor on SNS or BBS or a blog

Rumors Item3 | I transmitted the Tablo rumor by online means without editing the contents
Item4 |I posted the Tablo rumor on SNS or BBS or blog without editing the contents
Item5 |I transmitted the Tablo rumor by online means after editing the contents
Item6 | I posted the Tablo rumor on SNS or BBS or blog after editing the contents
Definition: The degree to which a communicator perceives own identity as unknown or
unspecified (Scott, 1998)
Anonymity Iteml |I don’t reveal my real name when I do online communication

Item2 |I don’t reveal my email address when I do online communication
Item3 | I don’t reveal my telephone number when I do online communication
Item4 | I don’t reveal my personal information when I do online communication

Note: Tajinyo = Cafe website ‘meeting to ask the truth to Tablo’, Sangjinse = Cafe website ‘common sense is the truth world’, Whatbecomes
= Website nick name of a prime mover who spread Tablo rumor. A seven-point Likert scale ranging from “Strongly agree” to “Strongly
disagree.”)
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4.2. Measures

The questionnaire was carefully ordered to prevent
common-method bias. Common method bias is a
measurement error (Podsakoff et al., 2012) that
threatens the validity of conclusions drawn upon
the statistical results. Among the various methods
to test common method bias, Harman’s single factor
test is the most widely used in the literature (Podsakoff
et al,, 2003). If a single factor accounts for less than
50 percent of all the variables in the model, this
indicates that the statistical results are not affected
by common method bias. As 37.1 percent of the
variance herein was explained by a single factor, com-
mon method bias was not a major concern in this
study. This result was obtained by running unrotated,
a single factor constraint of factor analysis in SPSS.
This study also conducted another test for com-
mon-method bias. This test is to examine a correla-
tion matrix. If correlation values among constructs
exceed more than 0.90 it may have the com-
mon-method bias problem (Pavlou et al., 2007).
However, this study has no high correlation values
as shown in <Table 5> (the highest correlation: 0.66).
Therefore, common-method bias is not a major con-
cern in this study.

211 respondents include 141 (66.8%) males and
70 (33.2%) females. A large proportion of the partic-
ipants were less than 25 years old (86.7%), as shown
in <Table 2>. All the respondents were generally
familiar with the Internet, with 178 (84.4%) reporting

<Table 2> Demographic Information of Respondents

using the Internet for more than one hour per day

on average.

V. Analysis and Results
5.1. Measurement Model

The partial least squares (PLS) was used to test
convergent validity. As shown in <Table 3>, the com-
posite reliability and Cronbach’s alpha of all con-
structs exceed the threshold of 0.70, recommended
by Fornell and Larker (1981).

The discriminant validity describes the degree to
which the measure of a construct is distinct from
the measures of other constructs that it does not
theoretically resemble. Prior literature recommends
that the value of AVE (Average Variance Extracted)
should be above 0.50 (Fornell and Larcker, 1981),
and that the square root of every AVE of each con-
struct should be larger than the correlation among
any pair of constructs involving that construct
(Fornell and Larcker, 1981; Fornell and Bookstein,
1982). As can be seen in <Table 4>, all values of
the square root of AVE are above 0.50, and the square
root of every AVE is larger than the associated
correlations. Therefore, we conclude that the meas-
ures satisfy the criteria for convergent and discrim-
inant validities.

Male 141 (66.8%)
Gender
Female 70 (33.2%)
Under 20 53 (25.1%)
Age 21-25 130 (61.6%)
26-30 28 (13.3%)
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<Table 3> Descriptive Results and Internal Consistency of Constructs

Construct Number of AVE Composite Cronbach’s
Items Reliability Alpha
Prior Knowledge 3 0.74 0.89 0.83
Vividness 6 0.82 0.96 0.96
Confirmation of Prior Belief 3 0.9 0.9 0.9
Argument Strength 4 0.91 0.97 0.95
Source Credibility 3 0.95 0.98 0.97
Consensus 4 0.81 0.94 0.92
Perceived Credibility of Online Rumors 3 0.94 0.98 0.97
Attitude toward Spreading Online Rumors 4 0.90 0.96 0.94
Behavior (Spreading Online Rumors) 6 0.96 0.98 0.98
Anonymity 4 0.71 091 0.87
Note: The factor loadings for all constructs are shown in the Appendix. The 211 responses are used.
<Table 4> Square Roots of AVE and Cross-Correlations
AVE | ANMT | AGST | ATID | COPB | PCOR | PKLG | SRCR | CSSS | BHVR | VDNS

ANMT 0.71 0.84

AGST 091 0.18 0.95

ATTD 0.89 0.19 0.50 094

COPB 0.99 0.15 0.43 0.46 0.99

PCOR 0.94 0.22 0.58 0.57 0.54 0.97

PKLG 0.74 0.10 0.17 0.25 0.04 0.12 0.86

SRCR 0.95 0.35 0.64 0.59 0.66 0.62 0.25 0.97

CSSS 0.81 0.16 0.39 0.45 0.45 0.39 0.17 0.56 0.90

BHVR 0.96 0.29 0.42 0.57 0.46 0.50 0.25 0.61 0.38 0.98

VDNS 0.82 0.23 0.47 0.23 0.25 0.43 0.11 0.52 0.38 0.20 091

Note: Diagonal elements (in bold) are the square root of the average variance extracted (AVE). Off-diagonal elements are the correlations

among constructs.

5.2. Test of the Structural Model

The PLS was also used to test the research model.
The PLS is a latent structural-equation modeling tech-
nique that is used as a component-based approach
for estimation (Lohmoller, 1989). It is particularly
useful in respect to predicting a set of dependent

variables from a large set of independent variables

with less restrictive demands on the sample size and
residual distribution (Chin, 1998). The results show
that the model explains 46.6 percent of the perceived
credibility of an online rumor and 32.5 percent of
the variance in the attitude toward spreading the
online rumor. The attitude toward spreading the on-
line rumor and the perceived credibility of the rumor
explains 42.7 percent of the variance in the behavior
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<Table 5> Results for the Hypothesized Model

Hypothesis Path Coefficient t-value Result
Perceived Credibility of Online Rumors R = 047
Prior Knowledge (H4) ns 0.03 0.63 Not Supported
Vividness (H5)" 0.18 3.02 Supported
Confirmation of prior belief (H6)" 0.35 542 Supported
Argument strength (H7)” 0.34 4.65 Supported
Source Credibility (HS)" 0.53 8.82 Supported
Consensus (H9) ns 0.01 0.20 Not Supported
Attitude toward Spreading Online Rumors R =033
Perceived Credibility of Online Rumors (H3)" 0.57 9.69 Supported
Anonymity (H10)™ 021 331 Supported
Behavior of Spreading an Online Rumors R = 043
Attitude (H1)” 0.36 5.19 Supported
Perceived Credibility of Online Rumors (H2)’ 0.17 2.51 Supported

Note: *p < 0.05, *p < 0.01, ns: insignificant at the 0.05 level

of spreading the online rumor.

The four determinants of informational influence
on the perceived credibility of the online rumor are
supported. Specifically, Vividness (H5), Confirmation
of prior belief (H6), Argument strength (H7), and
Source Credibility (H8) are all found to be statistically
significant at the p < 0.01 level. On the other hand,
Prior knowledge (H4) and Consensus (H9) do not
significantly influence the perceived credibility of the
online rumor. In addition, as expected, anonymity
significantly moderates the relationship between atti-
tude toward spreading an online rumor and behavior
of spreading the rumor. Thus, all hypotheses except
H4 and H9 are supported. <Table 5> presents the
results.

VI. Discussion

This study’s goal was to examine the conditions
under which people are more likely to spread online
rumors. To that end, this study offers explanations
that “open the black box” toward a better under-

standing of the behavior of individuals in spreading
online rumors. In particular, based on prior literature,
the perceived credibility of an online rumor was iden-
tified as a key predictor of an individual’s attitude
toward spreading the online rumor, which in turn
directly influenced the behavior of spreading the
rumor. Second, employing DPT, the antecedents of
the credibility of an online rumor were identified
from the two main dimensions of influence (ie.,
informational and normative influences), and the
expected effects of a set of seven factors representing
these two dimensions were proposed in the study.
Third, it was hypothesized that anonymity would
moderate the effect of attitude toward the rumor
on the rumor spreading behavior based on the de-in-
dividuation theory. With this in mind, the proposed
research model was empirically tested using the data
from 211 survey responses in relation to the real
case of an online rumor that was widely spread in
South Korea and produced significant damage to
one person and his family.

The main findings of this study are as follows:

(1) the perceived credibility of an online rumor is,
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indeed, a key predictor of an individual’s attitude
toward spreading the rumor, which in turn leads
to the actual behavior of spreading it; (2) vividness,
confirmation of prior beliefs, argument strength, and
source credibility significantly influence the perceived
credibility of an online rumor; and (3) anonymity
strengthens the positive effect of the attitude toward
spreading an online rumor and the actual spreading
behavior.

The results of the study above should be interpreted
in the light of its limitations. First, the data for testing
the hypotheses were collected from South Korean
students using a specific sample rumor that falls in
the category of wedge-driving rumors (expressive
of hostility toward a people-group), which might
restrict the generalizability of the findings of this
study.

Second, the rumor was about a specific individual,
not about a company although it could be applicable
to some extent according to the definition of the
wedge-driving rumors. Future research could exam-
ine the spreading of corporate online rumors, which
would allow more practical insights for the develop-
ment of corporate strategies to cope with the spread
of malicious corporate online rumors.

Third, the survey’s timing relative to the appear-
ance of the online rumor may have influenced the
findings. Future research may benefit from surveys
conducted at multiple time periods to examine
whether the effects of various factors on perceived
credibility of the rumor, attitude toward the rumor,
and rumor spreading behavior change over time.

Finally, this study conducted the survey on the
topic which had already been identified as false
rumors. Although we tried to reduce the bias through
careful questionnaire design and conducting of sur-
vey, the part of bias could have been persistent. Future
studies may be conducted before and after the verity

of rumor turns out.
6.1. Implications for Research

The results of this research indicate that the spread-
ing of rumors online is influenced by the individual’s
attitude toward the rumor (supporting H1) and the
perceived credibility of the rumor (supporting H2).
Moreover, people form attitudes toward a specific
behavior (e.g., spreading a rumor) based on their
beliefs about credibility of the information
(supporting H3). These results are consistent with
the findings of conventional rumor research from
offline settings (Anderson, 1995; Kimmel and Keefer,
1991), implying that individual perception about the
credibility of rumors is a critical factor in explaining
the spreading behavior online as well. This suggests
that individuals or companies should pay more atten-
tion to rumors that look more credible, and should
address these rumors immediately once they are rec-
ognized to have appeared online.

Overall, this study is a response to the call for
more in-depth research on rumor-spreading behav-
iors online, and offers several key implications for
academia, especially because the study serves to
broaden our understanding of the factors influencing
the human behavior of spreading online rumors.
The main theoretical contribution of this research
is in the development of a model for predicting an
individual’s behavior of spreading an online rumor
based on the DPT. While previous research has fo-
cused on face-to-face rumor spreading, few studies
have systematically examined the factors influencing
an individual’s behavior of spreading online rumors
based on the solid theory. This study appropriately
suggests a holistic framework to explain an in-
dividual’s behavior for the spreading of online rumors
through DPT. This theoretical extension can contrib-
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ute to providing a richer understanding of human
behavior as seen in the use of online media or venues,
suggesting that changing the attitude toward rumors
would effectively restrain the spreading of this type
of behavior online.

One of the results that we have to pay attention
to in relation to the application of DPT is the insignif-
icant effect of the consensus on the perceived credi-
bility of a rumor. Does this mean that the normative
influence is insignificant when it comes to the per-
ceived credibility of online rumors? The answer is
a resounding “yes,” and we offer that it could be
true because the informational cues are readily avail-
able and abundant on the Internet in the case of
spreading online rumors. Another plausible inter-
pretation of this data is that the source credibility
plays a critical role than what we would have expected
in this study. Consequently, since information from
a few communities which have been dedicated to
Tablo’s rumor can be regarded as already credible
to public, the impact of consensus may be limited.
If this is the case, then we would need to investigate
the impact of normative influence further in future
research, because this could be considered to be a
unique situation for this study.

Next, this study demonstrates the usefulness of
modified measurements for a few constructs in the
online context. The online features were reflected
on vividness, source credibility, consensus, online
rumor spreading behaviors and anonymity and the
measurement items for all these constructs were pro-
ven to be useful statistically. We note that researchers
may improve the items of these constructs based
on this study’s work.

In respect to the factors affecting the perceived
credibility of online rumors, confirmation of prior
belief, argument strength and source credibility have
major influences on the perceived credibility of online

rumors. In that event, people are more influenced
by the central cues of online rumors than peripheral
cues such as vividness and/or consensus when they
judge the credibility of online rumors. For this reason,
these effects can also be explained by the fact that
the memory of neutral stimuli decreases, but the
memory of arousing stimuli remain the same or im-
prove (Baddeley, 1982; Kleinsmith and Kaplan, 1963;
LeBar and Phelps, 1998); that is, if people receive
a stronger impulse, an impulse from a credible source,
or an impulse that is reinforced by prior beliefs,
the stimulus will live in their memory for a long
time. On the other hand, prior knowledge turns out
to be insignificant. Consequently, this result may
be due to the characteristics of the rumor that is
examined in this study. As the focal rumor does
not require a profound knowledge for the re-
spondents to be able to understand it, we note that
the prior knowledge might not have been a significant
barrier to understanding the rumor.

Finally, this study supports the strong moderating
effect of anonymity on the relationship between the
attitude toward and the behavior of spreading an
online rumor based on the de-individuation theory.
This result supports the expectation that anonymity
increases behaviors that may be ordinarily considered
as forbidden by diminishing self-awareness (Kiesler
et al, 1984; Sproull and Kiesler, 1991).

6.2. Implications for Practice

In particular, with the growing popularity of online
media and its potential to propagate misinformation,
the ability to cope with and manage online rumor
spreading is gaining importance. Individual Internet
users and companies need to diagnose the impact
and diffusion of online rumors, because the existence

of an online rumor may cause serious harm to in-
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dividuals and companies. Since it is impossible to
delete or destroy all online statements of a rumor
once it is initiated on the web, predicting the potential
impact of a rumor and taking preventive actions
in advance before the spreading of the rumor might
be the most feasible ways to quash it. Accordingly,
practitioners would benefit from monitoring corpo-
rate online rumors and developing strategies to ad-
dress them effectively to preserve the good name
of the corporation in the community. The companies
have been advised to automatically assess the credi-
bility of online rumors by classifying their features
(Castillo et al,, 2011). Our results provide practi-
tioners with meaningful guidance on how to assess
the potential credibility of online rumors.

More specifically, the confirmation of prior beliefs,
argument strength, and source credibility are found
to positively influence the perceived credibility of
online rumors. These factors should be carefully con-

sidered when assessing the expected credibility of
an online rumor. Accordingly, corporations could
establish a guideline and criteria for an early warning
system to proactively filter online rumors, which may
have a high potential of being massively distributed
in a brief space of time. Based on the expected credi-
bility of the rumor, contemporary companies can
judge whether the rumor should be addressed proac-
tively at a very early stage, or whether they should
wait and observe the rumor in case it disappears
or has no significant harmful impact on the corporate
reputation.
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<Appendix> Factor Loadings for all Constructs

Component

1 2 3 4 5 6 7 8 9 10

BHVR3 91 17 23 31 20 13 11 11 13 .07
BHVR4 90 .09 26 25 19 .18 12 .08 .06 -.04
BHVR5 89 11 25 20 23 .18 12 .08 11 -.07
BHVR6 90 .09 26 24 21 20 .16 .08 11 -12
ATTD1 35 .00 .19 79 18 .16 .09 .09 .06 02
ATTD3 34 .09 22 83 13 21 .08 .07 .05 01
ATTD4 32 04 24 86 12 13 .10 .09 .04 01
VDNS1 .03 .87 .09 .09 12 .10 .03 10 .04 04
VDNS2 -.02 .90 .08 .02 15 .05 -01 07 -.02 .03
VDNS3 .09 90 13 04 15 .15 -.02 02 .02 .08
VDN$4 18 .87 23 11 15 .16 .04 .07 -.06 .05
VDNS5 .15 .88 .07 -.01 20 .10 -.02 12 .03 02
VDNS6 12 83 .15 .04 .19 21 .06 .06 .02 02
SRCR1 20 28 85 21 32 24 .17 17 11 36
SRCR2 24 24 85 27 33 24 22 17 .07 38
SRCR3 -11 14 81 -01 17 01 -16 01 -.06 81
AGST1 22 28 22 21 15 15 20 02 .02 87
AGST2 26 28 17 21 10 15 .17 .07 .00 79
AGST3 .19 33 12 .05 02 12 .09 11 .09 83
COPB1 22 20 27 43 91 26 .18 .08 -.01 -21
COPB2 14 12 34 .38 92 24 23 12 -.06 -28
COPB3 14 17 47 41 90 .16 21 .03 -.06 -22
PCOR1 27 31 .38 .39 28 12 82 .05 -.03 14
PCOR2 .26 40 32 .36 26 .13 .76 04 01 16
PCOR3 27 30 37 .37 26 .19 82 04 -.03 .16
PKLG1 .06 -.00 .01 -.05 .08 .06 01 .08 .88 -.06
PKLG2 12 -01 13 .06 .09 -.04 .07 .10 83 -.07
PKLG3 15 04 .09 .10 -.02 .19 .02 -.06 84 .08
CSSS1 25 20 .19 13 .06 82 11 02 .02 .07

CSSS2 18 17 .09 21 14 85 .06 .07 01 .09

(CSSS3 17 21 12 13 .16 84 -.05 02 .08 -.04

CSS$4 .04 18 20 14 22 78 -01 10 15 .00

ANMT1 .10 11 .04 .18 -.00 .10 27 75 22 .09
ANMT2 14 -01 .08 .16 04 .05 .14 84 .02 11
ANMT3 .00 12 .09 -.10 13 -.02 -.06 .85 -.00 -.05
ANMTH4 .13 .19 .03 .05 .08 .07 -.01 .86 -.02 -.10

Note: BHVR (Behavior), ATTD (Attitude), VDNS (Vividness), AGST (Argument Strength), SRCR (Source Credibility), CSSS
(Consensus), COPB (Confirmation of Prior Belief), PCOR (Perceived Credibility of Online Rumors), PKLG (Prior Knowledge),
ANMT (Anonymity)
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