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[Abstract]

Recently, the importance for internet of things (IoT) security has increased enormously and hardware-based compact chips are
needed in IoT communication industries. In this paper, we propose low-complexity crypto-processor that unifies advanced
encryption standard (AES), academy, research, institute, agency (ARIA), and CLEFIA protocols into one combined design. In the
proposed crypto-processor, encryption and decryption processes are shared, and 128-bit round key generation process is combined.
Moreover, the shared design has been minimized to be adapted in generic IoT devices and systems including lightweight IoT
devices. The proposed crypto-processor was implemented in Verilog hardware description language (HDL) and synthesized to gate
level circuit in 65nm CMOS process, which results in 11,080 gate counts. This demonstrates roughly 42% better than the
aggregates of three algorithm implementations in the aspect of gate counts.
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Algorithm| Key length [Data width| Gate Count %)
0
[10] AES 128 128 5,398 -
[11] ARIA 128 128 11,301 -
[12] CLEFIA 128 128 2,488 -
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[10+11+12]| ARIA, 128 128 19,187 -
CLEFIA
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Fig. 10. Results of encryption based on FPGA platform
(Input : 00112233445566778899AABBCCDDEEFF).
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Fig. 11. Results of encryption based on FPGA platform
(Input : 69C4E0D86A7B0430D8CDB78070B4C55A)
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