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A System Recovery using Hyper-Ledger Fabric BlockChain
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Abstract Currently, numerous companies and institutes provide services using the Internet, and
establish and operate Information Systems to manage them efficiently and reliably. The
Information System implies the possibility of losing the ability to provide normal services due
to a disaster or disability. It is preparing for this by utilizing a disaster recovery system.
However, existing disaster recovery systems cannot perform normal recovery if files for system
recovery are corrupted. In this paper, we proposed a system that can verify the integrity of
the system recovery file and proceed with recovery by utilizing hyper-ledger fabric blockchain.
The PBFT consensus algorithm is used to generate the blocks and is performed by the leader
node of the blockchain network. In the event of failure, verify the integrity of the recovery file
by comparing the hash value of the recovery file with the hash value in the blockchain and
proceed with recovery. For the evaluation of proposed techniques, a comparative analysis was
conducted based on four items: existing system recovery techniques and data consistency, able
to data retention, recovery file integrity, and using the proposed technique, the amount of
traffic generated was analyzed to determine whether it was actually applicable.
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Table. 1. Compare of Block Chain Network

Kind of Cost of Cost of it Recovery
deployment | deployment | operation security Reliability
Self High High High High

Co-work Middle Middle Middle Middle
Mutual Low Low Low Low
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Table. 2. Compare of Block Chain Network

Kind of Cost of Cost of .
deployment deployment operation security
Self High High High
Co-work Middle Dependent on negotiation
Consignment Low Dependent on reliability

A 71MolAE BAR0R PET AuAsd
ARHOR Soeks ABE JoR FAsE A
o] AMggle,

2.2 SEXY

719 Bt Ve ¥Rt &2 HE §A4 59
YA ARt dshke HHE Hoske JEHA
Hhdol] E5A1Y2 HolEE w71= vt ofd Yl
Ef0 ot HroA /% olg E3 EE
EE7F U W2 €A Qo] izt dAs=
AREA FoHA e FAolt2]. E5A1/1Y
A2 EFARIE oldste BT AladE
Al gtEw, HolHE 5713t sto] 223 A
AskE A3

E5AQIeIM AdE £52 o2 Id 149
Mz A5 e AR 2 dde 7HH, 7t
g A dZ" Ade Y Ade=m ARt
[415]. E3t £F mo|2Eo] A4 HSS HolAl
Al ESIE ARESI] o] siddith. ES5ARIY )
EfE fRorE HeY, Lol & 7R 2
ot 4 HEAND /99 542 o2 ® 33 &

o

okt Sk i

I3 1. SEARI T
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Table. 3. Compare of Block Chain Network

Public Private
Block chain Block chain
Re'ad' Don't Care Authenticated
Permission User
Authentication ) Authenticated
< . Don't Care
and Commit User
Create Don't Care Authenticated
Transaction User
Authorization Not use Use
Bitcoin, R
Example Ethereum Fabric, R3 Corda

2.3 BFT(Byzantine Fault Tolerance)
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Fig. 3. Structure of Proposed Technique
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Fig. 5. Process of Block Creation and Linking
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Table. 4. Compare of System Recovery Performance

Evaluation Synchronous | Asynchronous | Proposed
Item
Data . .
Consistency High Low High
Data Not . .
Retention Available Available Available
Verification of Not Not Available
Recovery file Available Available
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Fig. 7. Amount of Traffic using proposed technique
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