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Abstract

At the opening ceremony of 2018 Winter Olympics in PyeongChang, an unknown cyber-attack occurred. The
malicious code used in the attack is based on in-memory malware, which differs from other malicious code in its
concealed location and is spreading rapidly to be found in more than 140 banks, telecommunications and
government agencies. In-memory malware accounts for more than 15% of all malicious codes, and it does not store
its own information in a non-volatile storage device such as a disk but resides in a RAM, a volatile storage device
and penetrates into well-known processes (explorer.exe, iexplore.exe, javaw.exe). Such characteristics make it
difficult to analyze it. The most recently released in-memory malicious code bypasses the endpoint protection and
detection tools and hides from the user recognition. In this paper, we propose a method to efficiently extract the
payload by unpacking injection through IDA Pro debugger for Dorkbot and Erger, which are in—-memory malicious

codes.
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