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ABSTRACT

Recently, the types and amount of data generated, collected, and measured in IoT such as smart home, security, and
factory are increasing. The technologies for IoT service include sensor devices to measure desired data, embedded
software to control the devices such as signal processing, wireless network protocol to transmit and receive the measured
data, and big data and Al-based analysis. In this paper, we focused on developing a gateway for interfacing heterogeneous
sensor network protocols that are used in various IoT devices and propose a heterogeneous network interface IoT
gateway. We utilized a OpenWrt-based wireless routers and used 6LoWAN stack for IP-based communication via BLE
and IEEE 802.15.4 adapters. We developed a software to convert Z-Wave and LoRa packets into IP packet using our
Python-based middleware. We expect the loT gateway to be used as an effective device for collecting IoT big data.
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Fig. 1 Internet connectivity of heterogeneous devices
and networks via loT gateway
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Fig. 2 Protocol layer diagram of the loT gateway
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Table. 1 loT Gateway Configuration

Device Description Note
Cross Compiler Linux Ubuntu 16.04,
P OpenWrt LEDE
Tareet Borad TP-LINK AC1750,
fGi‘zeW;’ *)‘ JMP SYSTEMS ~ |USB host/hub
Y MAP1000(MT7621)
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Bluetooth SENA Parani SD1000U
ATUSB Adapter,
IEEE 802.15.4 SENA ProBee Zul0
Aeotec Z-Stick Gen5,
Z-Wave Aeotec Multisensor 6
LoRa Gloablsat LD-20H
. Adafruit bluefruit LE wireshark
BLE Packet Sniffer Sniffer (V.1.10.x)
BLE Smart Bulb LIXADA E27 Bulb GATT

176



loT B{Ei[0|E] TS 218t P74t 07| 5 UIEAS QIE{H|0|

4.2, loT 4d|0|H $ES 2Ust AlIOIESI0| 78

2 =20l A ToT HldlolE =3 913t o]7]F
#Hlo] A A5 Alo|Efo] Zd-E 918l H-E A
7]¢1 TP-LINK AC17502} < 24 2}$-8 A&
o] EA o] A A A ' ©] MAP1000 A &S A-g-315iT}.
O% 4s I8 35 AAR 4 Ae vEhdnh 24

=2 =2

o

15

[e)

=

-
ST
o]

=}

IPS WAN ZEo]| 435190, AHAu]= LAN &
Eof AAzqct Alo|EfJololA USB 27 :2ETE 7|
9J5to] wel USB 8]H A2 AMg-3le] BLE, IEEE
802.15.4 Z-Wave, LoRa £4 RE2S A5}t

Fig. 4 Heterogeneous network protocol interfacing loT
gateway (AC1750) with BLE, |IEEE 802.15.4, Z-Wave,
and LoRa USB adapters.

%]

Rl
s

BLE®} IEEE 802.15.49] 7 =]
otEl HiXlolo g2 [P 22 ES
wepA] IPve TR EF NElS Alo]Efo] 2850 IP
7|8k AAAE s Aol T1d 3 2ol A mf
¥ BLE7} 4% [oT Alo| E¢J|o]i= BR-LAN <IE|#|
O|AE1Pv4 : 192.168.1.187, IPv6 : fd00:a:a:1::1/64, bt0
QIEjH|o] A= IPv6 : fd00:a:a:2::1/64 %2 A5} 0.1,
£to| B BLEZ} A4 ToT Alo] Effo]i= BR-LAN ¢l
E|g|o]AE [Pv4: 192.168.1.188, IPv6 : fd00:a:a:3::1/
64, bt0 JUE|H| 0] A= IPv6 : fd00:a:a:2:2::2/64 2 A5}
Atk 2] 10T Alo|Ego|of A2 H Au/ghet A, B
+ BR-LAN ¢Ig#o| A8 ddE o] 22 4 AAE
7+31, BLE adapter= bt0 QlE|Ho|AE E3)] A5}
6LoOWPAN 2-lo] ]3| TP s 7102 wghs|o] Au] 1l
S} FAIRCE bt0S} br-lan Q1E|H|o] 2010 2|
& 119 59 Zo] IPve 2191 Hol& A4S 53l A
o g ¥gkd o Q& shgich Al = ol A BLE

2 A4S 919 A
pay

% [e)
e 7h3 91X) ekt

177

Ao|E
—_——O

Hlo|Egilo]

2 BT IPV6 91712] YA B 102 mse] 425
Tt IEEE 802.15.4-2 wpan QlE|H o] AR A= A
¥F TR 31, 7]eF A4S BLESH U3 WS e,

Fig. 5 Ipv6 routing tables setting for BLE interface

Z-Wave2} LoRa®] ¢ AT-commandS A|Ysl=
Al RE-S #8519 0, FTDI usb to serial =2}o]H
&5l ToT AolEHolo|A FH4-41E Tzl& M9
ol AEZ 0|83 &Sl E FEste] AT 4=
LR S

i of

BLE, IEEE 802.15.4, LoRaS E3f oz Ax]of| 4] AY
AElE 7140 HAE AR AEE 5 =S 5%
o1, Z-Wave 2] 79 Multisensor 6] 4] 2% &)= AlA]

YolEl S AlB 2 A4 4 w2 ahsck

2 =wollA= 28 63 2ol BLE adapter loT 7|
olE9jolo] %aks1o] BLE vt AHAlel AulE 1
(smart bulb)2}e] A4 Bl A|o] 7|55 st A
o] AFgE AnlE A3 BLE X Eof 4 GATT(generic
attribute profile)S ARSIt} THEARR] A ZAPHZ A
of 3L = o] Apolgie] whet & ol A Hg Aot
£ 7] ATk EG AppS 53 Aol A S
Al B 7] bluefruit LE sinffer®} wireshark S ©]-&
o FSKreverse engineering)2 3l GATT HA| A&
Halglon], ol loT Alo|Egolo] 4&sto] BLE
adapter o] 88 - A|o}7} 7P55hE 2 THBYL.

B

T (o of

gL

—

Fig. 6 Smart bulb control by loT gateway(MAP1000)
and BLE adapter



B2 HEASHS| 2| Vol 23, No, 2: 173~178, Feb, 2019

£ e RolA] T o] 7]1F YEA Aefso] 7
5% 10T AlP|Efol= IoT AH]Aof Z-85= LR-
WPAN, LPWAN £A41 7]¥¢l BLE, IEEE 802.15.4,
Z-Wave, LoRaS FA]o]| A1-8-8F = °1E§ 0}04, IoT &
AR oA A= dolHE & E= AHof
IP 7|HtO & AT = 9l =75 X] OJUPE} FESEQ
Z 425 ZPWEQ] OpenWrtE 0]-8-51o] AR} 9 7|k
Aol 24 Gl B ATL 4 Yon] F71HQ
SA TR B BE9 3to| 71s35)t)

AutE 3 HE D, AE S|4 FA/SHEE g)o]
El9] &Fo] Z7F3taL QAL 11 FF T3 thFs K L Qi
53], AlA oA A== dlolH o] T/ 3 540l wet
AgHt YEYD TRES B FAAPOR B i
Bollx] 73k 0]/ % YESIT AF ToT Aol o]
g0 =& Ao 2 A=, MQTT, CoAP, SOAP

S 2E SEAT WA ZREE] d5S F3l
A A ToT Au] 2 g-§-ofl 282 o Aot
REFERENCES

[1] A. Tiwary, M. Mahato, A. Chidar, M. K. Chandrol, M.
Shrivastava, and M. Tripathi, “Internet of things (IoT):
research, architectures and applications,” International

Jjournal on Future Revolution in Computer Science and

Communication Engineering, vol. 4, no. 3, pp. 23-27, Mar.
2018.

ZX|&l(Jiheon Kang)

22icysin MAEAZ Sk} 2EkstA} 1999~2007
TRCHEHD MAIZAEE{Z a8t 2B A} 2010~2012
T2{CHEHd M7 |MRf2 st 25 2013~54KY
==t T1el 0171 2] 2007~2008

EMIA o] Maloitel 2008~2016

R0k loT, MA| 3L H|oJAIAE, El2id

]

178

[2]

J. Priyanka, “Cloud-enable wireless body area network for
pervasive health care,” Asia-pacific Journal of Convergent
Research Interchange, vol. 2, no. 3, pp. 43-51, Sep. 2016.
N. Shah, C. Bhatt, and D. Patel, “IoT gateway for smart
devices,” Internet of Things and Big Data Analytics Toward
Next-Generation Intelligence, vol. 30, pp. 179-198, Aug.
2017.

F. Jalali, O. J. Smith, T. Lynar, and F. Suits, “Conginitive
ToT gateways: automatic task sharing and switching between
cloud and edge/fog computing,” in Proceeding of ACM
Special Interest Group on Data Communication, Los
Angles, USA, Aug. 2017.

OpenWrt - Wirelss Freedom, OpenWrt.org [Internet].
Available: http://openwrt.org.

K. Kwon, and K.-H. Lee, “Implementation of home network
services using OpenWRT-based wireless access point and
Zigbee communications,” Journal of the Korea Information
and Communication Engineering, vol. 22, no. 2, pp.
375-381, Feb. 2018.

S. Yang, I. Kang, B. Goh, and H. Jung, “A realtime traffic
shapping method for VPN tunneling on smart gateway
supporing loT,” Journal of the Korea Information and
Communication Engineering, vol. 21, no. 6, pp. 1121-1126,
Jun. 2017.

A. E. Boualouache, O. Nouali, S. Moussaoui, and A. Derder,
“A BLE-based data collection system for IoT,” in
Proceeding of the First Conference on New Technologies of
Information and Communication, Mila, Algeria, 2016.

G. H. Kumar and G. P. Ramesh, “Novel gateway free device
to device communication technique for IoT to enable direct
communication between homogeneous devcies,” International
Jjournal of Pure and Applied Mathematics, vol. 118, no. 16,
pp. 565-578, 2018.



